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https://github.com/ike-dai/
https://qiita.com/ike_dai
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Zabbix server: CPU user time v] - H

Filter a

Zoom: 5m 15m 30m 1h 2h 3h 6h 12h 1d 3d 7d 14d All 2013-11-06 10:00 - 2018-11-06 16:01

‘1:::>| ’Z‘

6h 1m dynamic

Zabbix server: CPU user time (6h 1m)

11-06 10:00+

11-06 16:01}

last min avg max
[ CPU usertime [all] 8.24% 0.64% 8.23% 26.06%
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Zabbix APIgE
Elasticsearch ~DIRTFHERE (3.4.5LU%)
7))L 1 LI D XIR— ~BEEE (4.0L06%)

Loadable ModulelC &k D& HEERE (3.200)

10



psBear
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Z a b b I X A P I %ﬁg a Towards the Ops Astanamy..

e JSON RPCOWebAPI
o BESfRERE MEUS/EHERE D XM/ ERIERDHS (CX I

e Python, Ruby, Golang&E&&E=>1J>UHD

exruzF—semorirnz history.get
~Lvrs—semorsnz trend.get
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Request

"jsonrpc": "2.0",
"method": "history.get’,
"params": {
"output": "extend",
"history": 0,
"itemids": "23296",
"sortfield": "clock”,
"sortorder": "DESC",
"limit": 10
}

"id": 1

{

Response

"jsonrpc": "2.0",
"result": [

{

}
]

"itemid": "23296",
"clock": "1351090996",
"value": "0.0850",

'ns": "563157632"

"itemid": "23296",
"clock": "1351090456",
"value": "0.2750",

"ns": "435307141"

"id": 1




| OpsBear
E | a S t I C Sea rC h /\ OD{%T?%%E m‘ Pvasrds the Ops Astanarmy

o BENT—IBIMNEER T — &Elasticsearch(CEERFOIEE(C
e FlasticsearchlC{®E L e —75 (3 ZabbixMRDBMSICIFREFET NIELL)

o ~LYREF—HFHRHNILL

zabbix_server.conf
HistoryStorageURL=http://Elasticsearch®x X ~3%orIP:9200
HistoryStorageTypes=log,text

zabbix.conf.php
global $DB, $HISTORY; < jtdglobal $DB; D1T% FHh
- B
$HISTORY['url'] = 'http://Elasticsearch®7h X ~3orIP:9200';
$HISTORY['types'] = ['text’, 'log'];




5 hits New Save Open Share Reporting CAuto-refresh <€ @ Last15minutes >
‘ klbana Search... (e.g. status:200 AND extension:PHP) Options n

Discover \ : .7 . Lt d f»,:‘ o s
Visualize September 10th 2018, 19:13:24.752 - September 10th 2018, 19:28:24.752 — Auto

Dashboard Selected fields

? _source
Available fields
APM B “—‘ Hl
Dev Tools e o
0 2] |
g

19:14:00 19:15:00 19:16:00 :17:00 19:18:00 19219100 19:20:00 19:21:00 19:22:00 19:23:00 19:24:00 19:25:00 19:26:00 15927:00 19:28:00
Monitoring clock per 30 seconds

Timelion

Management
Time . _source

clock
September 10th 2018, 19:17:16.000 jtomig: 28,296 value: 2018-09-10 19:16:12 [Warning] error log sample3 timestamp: @ source: severity: @

logeventid: @ clock: September 10th 2018, 19:17:16.000 ns: 147,465,672 ttl 7,776,000 _id: 1C_8wmUBzTCeK2
tLVpm_ _type: values _index: log _score: -

itemid

logeventid

ns

severity September 10th 2018, 19:16:46.000 jtomig: 28,295 value: 2018-09-10 19:15:12 [Error] error log sample3 timestamp: @ source: severity: @
logeventid: @ clock: September 10th 2018, 19:16:46.000 ns: 130,862,979 ti: 7,776,000 _id: ky_7wmUBzTCeK2
tL4Zkc _type: values _index: log _score: -

source
timestamp
wl September 10th 2018, 19:15:16.000 jtemig: 28,296 value: 2018-09-10 19:14:15 [Warning] warning log sample timestamp: @ source: severity: @

logeventid: @ clock: September 10th 2018, 19:15:16.000 ns: 61,642,377 ttl: 7,776,000 _id: ki_6wmUBzTCeK2t
Lglkw _type: values _index: log _score: -




' = ~ OpsBear
ElasticsearchNDIRZIFOEZ N1 ~ ‘,’s it .

BREEDOfieldlERDBIREFR E T —JILAS LA ERBKRDIERICIES
- itemid

- clock

- value &

OJ7—5F0NHBEG. OJABRE/I—XLCfieldpEIL. athehLie<dED

1 --[11/Nov/2018:03:09:27 +0900] "OPTIONS * HTTP/1.0] 200 -[72885 "-" "Apache/2.2.15 (Cent0S) (internal dummy connection)"

ZDZE. UTFTOXOFIEZEI K DICTINENRDH D
o Ingest Node®Grok processor% {F(\PipelineFIALE Cfield 73 El
o Script FieldZ 8> TH&RZRMFICIN T LU CTfieldi&N

£%) https://qiita.com/ike_dai/items/b077ace4e87354afdSca




37 hits

Open Share € O Last15minutes

[ Search... (e.g. status:200 AND extension:PHP)

Add a filter #
.

Selected Fields.

Available Fields

d

_index

_score

ope

clock

access log code: Descendi
iemid

logeventid

13th

13th

13th

13th

13th

13th

13th

13th

13th

13th

13th

13th

13th

2018,

2018,

2018,

2018,

2018,

2018,

2018,

2018,

2018,

2018,

2018,

2018,

2018,

144200

14:50:20.000

14:50:20.000

14:50:09.000

14:50:09.000

14:50:09.000

14:49:49.000

14:49:42.000

14:49:42.000

14:49:42.000

14:48:57.000

14:48:57.000

14:48:57.000

14:48:57.000

14:43:00

November 13th 2018, 14:

144500

:39.437 - November 13th 2018, 14:54:39.437 —  Auto

144600 1447.00 144800 144900 145000 145200 145300

clock per 30 seconds

133500 144000 144100 144200 144300 144400 144500 144600 144700

clock per 30 seconds

144800

144900

1435000
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EXRJU. FLYREFTELSARY T EEHESTHL

zabbix_server.conf
ExportDir EFHULEDT v LI YU EIERE,
ExportFileSize 1771 JLDBAKY 1 XIEE(1MB-1GB), IEEELNIHE1GB




S Is -I /tmp/zabbix_data/

total 964

-rw-rw-r- 1 root root 224414 Oct 26 11:38 history-history-syncer-1.ndjson
-rw-rw-r-- 1 root root 212821 Oct 26 11:38 history-history-syncer-2.ndjson

-rw-rw-r-- 1 root root
-rw-rw-r-- 1 root root

-rw-rw-r- 1 root root
-rw-rw-r- 1 root root
-rw-rw-r- 1 root root
-rw-rw-r- 1 root root
-rw-rw-r- 1 root root
-rw-rw-r- 1 root root

0 Oct 26 11:04 history-main-process-0.ndjson

0 Oct 26 11:04 problems-history-syncer-1.ndjson
76 Oct 26 11:08 problems-history-syncer-2.ndjson
0 Oct 26 11:04 problems-main-process-0.ndjson

0 Oct 26 11:04 problems-task-manager-1.ndjson

0 Oct 26 11:04 trends-history-syncer-1.ndjson

0 Oct 26 11:04 trends-history-syncer-2.ndjson

0 Oct 26 11:04 trends-main-process-0.ndjson




S Is -I /tmp/zabbix_data/

total 964

-rw-rw-r- 1 root root 224414 Oct 26 11:38 history-history-syncer-1.ndjson
-rw-rw-r-- 1 root root 212821 Oct 26 11:38 history-history-syncer-2.ndjson
0 Oct 26 11:04 history-main-process-0.ndjson

0 Oct 26 11:04 problems-history-syncer-1.ndjson
76 Oct 26 11:08 problems-history-syncer-2.ndjson

-rw-rw-r- 1 root root
-rw-rw-r- 1 root root
-rw-rw-r- 1 root root
-rw-rw-r- 1 root root
-rw-rw-r- 1 root root
-rw-rw-r- 1 root root
-rw-rw-r- 1 root root
-rw-rw-r- 1 root root

0 Oct 26 11:04 problems-main-procs
0 Oct 26 11:04 problems-task-mana
0 Oct 26 11:04 trends-history-synce
0 Oct 26 11:04 trends-history-synce
0 Oct 26 11:04 trends-main-process

{

"host":."Zabbix server’,

"groups":['Zabbix servers']
,"applications":["Zabbix server"],
"itemid":23264,

"name":"Zabbix busy poller processes, in %",
"clock":1540554044,

"'ns":300801110

,'value":13.267996
}
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history_save_to_file.c

B
static void example_history_log_cb(const ZBX_HISTORY_LOG *history, int history_num)
{
int i;
for (i = 0; i < history_num; i++)
{
FILE *file;
file = fopen("./sample_log.txt", "a");
fprintf(file, "itemid: %d, value: %s \n", historyl[i].itemid, history[i].value);
fclose(file);

}
- &

ZBX_HISTORY_WRITE_CBS zbx_module_history_write_cbs(void)
{

static ZBX_HISTORY_WRITE_CBS example_callbacks =
{
73
example_history_log_cb
s

return example_callbacks;




history_save_to_file.c

BB
static void example_history_log_cb(const ZBX_HISTORY_LOG *history, int history_num)
{
int i;
for (i = 0; i < history_num; i++)
{
FILE *file;

file = fopen("./sample_log.txt", "a");
fprintf(file, "itemid: %d, value: %s \n", historyl[i].itemid, history[i].value);
fclose(file);

}

73

ZBX_HISTORY_WRITE_CBS zbx_module_history_write_cbs(void)

{ zabbix_server.conf
static ZBX_HISTORY_WRITE_CBS example_callbacks =

{

example_history_log_cb LoadModulePath=/var/lib/zabbix/modules
LoadModule=history_save_to_file.so

- B

|5

return example_callbacks;
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YW, OpsBear
LEUMEXR—X
CPUBEAZEMNS0%E BRI 5
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loglC Terror] EVWVSF—T—RMAHTIZS
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, OpsBear
e , ‘ Towards the Ops Astenamy.
BEDER E DELER

o ZabbixMAI1 LT EREDEH
e BENEXRUERER—IS1VEURRERENTIARE
o S1LYTJMEREILTZL\TLI\DZabbix " J—RE#(CEE

BIH1BDOEXEZEX SEZRAT 561

{server-1:system.cpu.util[,system].last()}>{server-1:system.cpu.util[,system].max(1d,1d)}

BIE1BA 090/ -t Y5 1 IIMEEBX SEERMT S5
{server-1:system.cpu.util[,system].last()}>{server-1:system.cpu.util[,system].percentile(1d,1d,90)}

X UH—TRST—INEENZ LB & ValueCacheDIBIC (TR 29



4, OpsBear
BETIC K BDERE

e forecastBE#. timeleftBA = 5

o MBIMETETIERELUTCHALRIES. BEULREICETD I ClceEn
5V S D\ (timeleft), nEICE DK DSILEICET SH\(forecast)
e i

51 20 ZEXN1 BEOEE FAT 3H(EE1BRNT— 5 ETICHE)

{server-1:vfs.fs.size|/,pfree].forecast(1w,,1d linear,)<20

T 1 ADZEZFEH20%ICHE ST TOERDREEFAT SH(EEHERNDT—I ZTICHTE)

{server-1.vfs.fs.size[/,pfree].timeleft(1w,,20 linear,)<1w
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Zabbix4.05'w 2 A — DT S JHEECARRRMEC FAEEZ T0 W ~&RRA]

Disk / pfree
6%

63.8%

04:55 05:10 05:25 05:40 05:55 06:10 06:24 06:39 08:54 07:09 0724 07:39
= Zabbix server: Free disk space on /etc/resolv.conf (percentage) ™ Zabbix server: Free disk space on /etc/hostname (percentage) ™ Zabbix server: Free disk space on /etc/nosts (percentage) ™ Zabbix server: Disk forecast
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2R - AMUEX DT

o IFRIITRT. ERNILEEHNE)
o EANERDDBEFRILR)EMETNIEC K DR

Zabbix server: CPU user (7h 4m 17s)

3.6 < 50%
Change Point!!
3.4 — 45%

3.0 35%

2.8 /U\ 30%
2.6 ‘ \I [V 25%

R T TR T SR, S ntd Lo A A i Anatr ™t A Ao
24 - - - - ~20%
n '3 o "l =] "] o w o '] o "] o w o n o " o "l o w o o} (=] v o ) o
™~ 1 o = "M b2 o = m = o = L] = o = m = o . m = o ‘_ M St o . N
= S B P oS @k oadE M b M g 3 3 3 ghe g8 g oo B 9 0 0 S =~ R~ R G VI
= : ~
o) )
o o
B¥E -2\ F13 BX
W CPU user time (1] 2244% 2143% 28.23% 41.84%
B Anomaly score system.cpu.utill,user]  [F43] 2,67 2,53 2,71 3.56
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Zabbix Anomaly Detector Plugin

GitHub: https://qithub.com/ike-dai/zabbix_anomaly

- Zabbix APIZ @& L Thistory.get CIEZEN 1S
FAER AT EEHL TZabbixWEXR M) ELTEER
T AAT7DEITBEDERELBRLTEILREESTT



https://github.com/ike-dai/zabbix_anomaly
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AR J7E AggregationB¥aE

— Metric —

RREROIEDEET

Max, Min, Avg, Sum, Value count, Top hits,
Percentiles, Geo centroid, Z

J

~— Pipeline —
BucketMDF—5NDE 57LBEET

Avg Bucket, Max Bucket, Min Bucket, Sum Bucket,

, ! l ‘OPTryﬂssrrisBlhrefxggnlm/

— Bucket —
RRIEEDF —ENEst

Terms, SiginificantTerms, Range, IPv4Range,
GeoDistance, GeoHash, Filter, Data Histogram %

Moving Avg Bucket, Derivative Bucket Z Y

~—— Matrix ——
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Matrix Stat
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4 OpsBear

218:20180907:172306.684 using configuration file: /etc/zabbix/zabbix_agentd.conf '! l Towards the Ops Ashererny..
218:20180907:172306.688 agent #0 started [main process]

220:20180907:172306.688 agent #1 started [collector]

221:20180907:172306.689 agent #2 started [listener #1]

222:20180907:172306.691 agent #3 started [listener #2]

224:20180907:172306.694 agent #5 started [active checks #1]

224:20180907:172306.696 active check configuration update from [127.0.0.1:10051]

started to fail (cannot connect to [[127.0.0.1]:10051]: [111] Connection refused)

Count Aggregation (Metric Aggregation)

agent 20180907 .
_/

~

Terms Aggregation (Bucket Aggregation) 37
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@ Discover
[sd  visualize

@ Dashboard
g

Timelion
= APM
}' Dev Tools
¥  Monitoring

O Management

o Collapse

Visualize / New Visualization (unsaved)

Search... (e.g. status:200 AND extension:PHP)

Add a filter +

Data Metrics & Axes  Panel Settings [Hl2

Buckets

B xaxis © [x]

Aggregation Terms help

Terms v

Field

value

Order By

metric: Count

Order Size

Descending % 10
[ | Group other values in separate bucket (7)

| |Show missing values (7)

20180907

Save Share Inspect

value: Descending

listener

Refresh

172306.688

- <
]

172306.694

Sseconds <
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OWNDINI—V DS XBFIDD

218:20180907:172306.684 using configuration file: /etc/zabbix/zabbix_agentd.conf

NRITDISEAR D U (C K DS 2P BOIEZRFH TGOS (C 2t
[1,0,1,1,0,1,0,0,.....] >
- ~ 200 — — 30
17.5 - v

BN RIILVEDSRBIYIE o lnm 2
0 mY mew . "
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#YW, OpsBear

Operatipﬁ'ﬁésshboard
/ N

\
7 OpsBear .
2 Towards the Ops Autonomy.. \
Data Collector Data Analyzer

43



4 OpsBear

Towards the Dps Astenamy..

7

HOME CONCEPT PLAN DASHBOARD LoGouT

Event list
Search keyword Filter by types Filter by base time Only
Enter the keyword (search from 2018/09/25 15:42 » active
Date Event summary Event description Target Type Severity

HOME CONCEPT PLAN DASHBOARD LoGout

2018-09- {ISUCON2:web test.time[Get 299ms
24T721:04:04+09:00 Request/respl.last()}>1.0
Zabbix View
zabbix monitoring history
2018-09- (iSUCONZweb test.tim| —
24T21:03:05+09:00 Request,/resp] las-to)> e
\ B Autoreload
2018-09- df ( ’ ‘
20T18:44:51409:00 Range Oay Range Ho .
0 Day 1 Hour 0 Min
2018-09- df {"command": "df", “option: 0.6
20T18:44:51+09:00 “h'}
. i
2018-09- {ISUCON2:web test time[Get 23ms \ [ \
20T18:41:03+09:00 Request /artist/1,resp].last()}>1.0 0.45 \ \ /
wiviwl
|
2018/09/25 14:55:12 / [ / Xk \x /
2018-09- {ISUCON2:web.test time[Get e " CPU $2 time : 0.3496 b—d j A s )
0.3 x
0.154
0 T T T
2018/09/25 15:00:42 2018/09/25 15:13:12 2018/09/25 15:25:42 2018/09/2515:3° 44

- CPU $2 time



Configuration Diff

2018-09-25T17:22:39+09:00

B ServerResource:Zabbix server ServerResource:Zabbix — server

2018-09-25T17:19:55+09:00

B ServerResource:Zabbix server ServerResource:Zabbix — server

2018-09-25T15:50:00+09:00

B ServerResource:Zabbix server ServerResource:Zabbix — server

relaod

o]
] 0
I 550

45
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#4W,0psBear

m‘oR%anelqr.mr CONCEPT PLAN DASHBOARD LOGOUT

Recommend Informamﬁ ( ij. |
8 5 [/ete/my.cnf] inngdb_buffer_pogl size
% before: None SHOW DETAIL
after: 512MB f IE ? nl

[/etc/httpd/conf/httpd.conf] MaxClients

3 3 AlEENE a3 )

vommand: systemcti
Option: restart supervisord SHOW DETAIL

Command: ps

Option: aux SHOW DETAIL ’

47
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