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Who is Apache

UINITED KINGDOM

UNITED STATES

Apache Corporation is an upstream oil & gas exploration and production company with
operations in USA, UK North Sea, Egypt and Suriname.

dpacﬁe



Industrial Automation terminology

SCADA - Supervisory Control and Data Acquisition
DCS - Distributed Control System
PLC, RTU, ESD, F&G, etc.




Salam Base Gas Plant
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Operations

Location Pane X

Show All Locations

/A SA12FGS (13)
-® SALAM_1-2 (169)

Ly

4dLBPdAdL AR ARPREEPEPRP AL

Date & Time *

10 WELLHEAD

11 GATHERING SYSTEM

18 METERING SYSTEM (1)

20 SEPARATION (2)

21 CONDENSATE STABILIZATION (4)
24 STORAGE TANK SYSTEM (21)

25 COMPRESSION SYSTEM (6)

26 PERMEATE COMPRES SOR (30)
27 GLYCOL (12)

28 GAS EXCHANGER (10)

40 CHEMICAL INJECTION {13)

41 FLARE SYSTEM (1)

44 PROD WATER DEGAS

45 FIRE WATER & FOAM (4)

48 FUEL GAS SYSTEM (5)

50 POTABLE WATER 1/1/1983 0:20:06
52 DRAIN SYSTEM (6)

111542020 1:08:21
1/15/2020 1:08:07
/2020 9:17:09

1/1/1383 0:
1/1/1383 0:20:16
1/1/1983 0:20:16

Location Tag

29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM
29 GAS EXPORT SYSTEM

Source
29P1A0A1
29PDIA101
29PDIA151
29YL051B
29ESV055
29ESV052
29PICAD19
29YLO1MA
2971002
2971002
29L7A055
291 7A052
29PICO51SEL
29ESV008
2971001
29PICO58SEL
29PICO01SEL
2971001
29XA003
29ESV002
29ESV005
29XA001

Condition
PVLO

PVHI

PVHI
OFFMNORM
OFFMORM
OFFNORM
PVLO
OFFMORM
PVHH
PVHI
OFFMORM
OFFMORM
OFFNORM
OFFMORM
PVHH
OFFNORM
OFFNORM
PVHI
OFFMORM
OFFNORM
OFFMNORM
OFFMORM

Priority

Description

K2921 18T SUC. PRESS.
TRAINT EXP COMP TOTAL DP
TRAIN2 EXP COMP TOTAL DP
E2921(B) RUNMNING STATUS
M2 3 TO V2922

A2821 TO V2921

EXPORT GAS TO PIPE LINE
E2911(A) RUNMING STATUS
K2911 2ND POSITION IND.
K2911 2ND POSITION IND.
LL. V2922

LL V2921

K2921 15T MODE SEL. SW
A2901 TO V4801

K2911 15T POSITION IND.
K2921 2ND MODE SEL. SW
K2911 15T MODE SEL SW
K2911 1ST POSITION IND.
K2921 UNIT FAULT

A2811 TO V2911

M2 3 TO V2312

K2911 1ST UNIT FAULT

Trip Value
39.00
5511
55.02
STOP

BAD
BAD
89.99
STOP
4013
20.10
L_LOw
L LOW
SEL
OPEN
43 57
SEL
SEL
109.79
ALARM
CLOSE

Live Value

Units

CLOSE
CLOSE

86.85 barg

STOP
46.12%
46.12%
L_LOW
L LOwW
SEL
OPEN
98.24 %
SEL
SEL
98.24 %
ALARM
CLOSE
CLOSE
ALARM




Maintenance

System Status display

Location Pane Date & Time Location Tag Source Condition Priority Description

Ay 1/25/2020 17:19:18 SALAMIZ_SRV OPC Integrator WARNING Group 'KPC ASSETS-AMALOG marginal
17242020 22:33:57 PLC4 PLC4 COMMS CONTROLLER. 007 diagnostic
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Complex monitoring is a challenge
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"~ » 9 remote locations

» 3 main OEM suppliers (Honeywell, GE & Rockwell)

» Multiple PLC types from several vendors

» Almost all generations of Windows (W2K,XP,7,10,2003/08/12)
» Communication over fiber optic, WiMax and VHF Radio

||||||||||||||
MILITARY 1

ROAD NORTHERN
VT2 COMPRESSION
& TAREK GAS PLANT PIPELINE
ik
o JADE
SHAMS
o
TUT ¢
1]2]8]
SALAM
BASE
"18 |NCH PIPELINE’
KHALDA @ vQ
QASRS.O.L gy ASUGHARANG



Complex monitoring is a challenge

» 31 Physical and Virtual Servers (Windows, CentOS, VMWare)

» 51 Operator Stations (Windows)

» 102 Network Devices (Cisco, Hirschmann, Systech, Digi, Ubiquiti, Cambium, Comtrol)
» 33 Process Controllers (Honeywell, GE, Rockwell)

» 17 ESD / F&G Controllers (Honeywell, GE)

» Printers, cabinet fans, power supplies, batteries, etc.



Why Zabbix?

NativeWindow - SA-EST-STNS =] 3
File View Alarms Displays Control History Engineering Access  Help
& Monitor system - [m| X
ACTIVE MAIWNT JOU
o cor_recstat.cl2 - CIMPLICITY Log Viewer - O e
Leg View Help
------ s HE &
b Date/Time | Status Process Procedure Source Code Reference | Message A
1/5/2020 4:20:28 PM Success  RtrPing CRedundConnect:Recy COR_IPC_ERR 0 0 receiving from redundant host
i 1/5/2020 4:20:26 PM Success  RtrPing CRedundConnect:ListenForConnect COR_IPC_ERR 0 0 sending to redundant host
1E@: _ ® 1/5/2020 4:20:26 PM Failure MAC_UR Advertise COR_IPC_ERR 110 0 Link Init Failure returned by Routre
1501 & 1/5/2020 4:18:03 PM Failure RtrPing CRedundConnect:ListenForConnect COR_IPC_ERR ] ] clearing cennection to redundant host
IR % 1/5/2020 4:18:03 PM Failure RtrPing CRedundConnect:ListenForConnect COR_IPC_ERR 0 10038 send()
PasR ® 1/5/2020 41803 PM Failure RtrPing CRedundConnect:Recy COR_IPC_ERR 0 10057 recv()
1/5/2020 4:18:01 PM Warning  MAC_AM am_log_flush COR_DL_ERR 10324 ] Lagging halted for EVENT_LOG - Ne logging service available,
1 1/5/2020 4:18:01 PM Warning  MAC_AM EVENT_LOG COR_IPC_ERR 105 105 Partner Dead - Mode:  QASERVERZ Private Port:  MAC DL
- '; j| ® 1/5/2020 4:18:00 PM Failure MAC_UR ipc_link_write COR_IPC_ERR. 205 5 error sending message Infoliewer %S - System
1 ':'l':' & 1/5/2020 4:18:00 PM Failure MAC_UR ipec_link_write COR_IPC_ERR 205 5 error sending message
111/ /5/2020 417:59PM  Waming  MAC_AM am_log_flush COR_DL_ERR 10324 0 Logging halted for ALARM_LOG - No 500001 &ddress
ningngs! 1/5/2020 4:17:59 PM Warning  MAC_AM ALARM_LOG COR_IPC_ERR 105 105 Partner Dead - Mode:  QASERVERZ | 00010000 01100110 £300001
ARAT # 1/5/2020 41759 PM Failure MAC_AM am_master_upd_slaves COR_IPC_ERR 205 22 error sending message |
® 1/5/2020 417:39 PM Failure MAC_AM ipe_link_write COR_IPC_ERR 205 22 error sending message oo00oo0000 OCO0OO00O000 £3000&e5
® 1/5/2020 &17:39 PM Failure MAC_PTM ptenrp_proc_de_msg COR_PTMRP_ERR 24558 0 Lagical link down MASTER_PTMO_RP ANAAARAADN AMAADAAD £520001
1/5/2020 227:29 PM Warning  MAC_PTM ptrmrp_proc_ap_ack COR_PTMRP_ERR 24514 0 Unexpected message received (ACK) —0m ——— L~~~ —
/52020 3:16:43 PM Success MAC_AM am_allocg_send_resp COR_AM_ERR 21 0 Allocated process does not exist Qoooo0000 00000000 $5A006%5
4 OOo0ooo0o00 ooooo0ann £S5BO0O01
ForHelp, press F1 s e P
EMTER CH Text Ou t u t S h O I"t C_I r| Cu_l t gooo0oo0 oo0o0o0o0000 a0
Ch aﬁn e-l (S) . 2 ooooooon oooooonon £5C0001
For Informatio 0O00000 g SCO000
Position The C c c . . J;T&N"r‘ T -
System : Sys info, Inputs, outputs, [FARLECHREERH Diag to disk, Main #ANY_FLT [Set when any fault occurs]

Ready

Central part :

2

Appl.: TAFGS_1
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Why Zabbix?

P InTouch - WindowViewer SALAM F&EG HMI - C:\SALAM

File Logic Special

ALARM SUMMARY

Development!

First Alarm O 1f0 to MODBUS Comm Server 0 MODBUS Communication Status

Date: Time State Comment Name Group Walue N

Sug 21 2015 | 09:07:.07 343 | ACK | ZOME-288 FaULT | FzoME_28B | saLam ALARM v
Alarm History [ Ack ALM . RTN Color . E¥T Color ]

Date Tirme: State Comment Mame Group “alue A Izl

£ug21 2015 | 030707393 | ACK FOME-288 FALLT FIOME_288 SALAM ALARM E

Aug 21 2015 | 090707 343 | ACK TOMNE-26& FAULT FZOME_ZEE. SELEM ELERM

Bug 21 2015 | 0%06:46718 | UNBCK TOMNE-268 FAULT FIOME_ZEE. SELEM ELERM

Bug 20 2005 | 182354 718 | URBCK FOME-288 FALLT FZOME_280 SELEM ELERM

Bug 20 2015 | 16:35.08 656 | ACH_RTN TOME-298 FALLT FIOME 298 SELAM FIORMAL

BUg 20 2005 | 163506 656 | ACH_FIT TOME-288 FALLT FZOME 250 SELAM RIORMAL

Bug 20 205 | 163859718 | ACH_FIN Flare &

By 20 2005 | 163850718 | ACK_RTN Flare &

L e e

g NEL =L N are

BUg 20 2015 | 163454 718 | UNACK Fiare &4 COM3 Use:8.0 Percent

Eug 20 2015 | TE.38 50656 | ACH_FTH TorEzd MODBUS Lag:@ms () Status:GOOD

BOg 10 2015 | 193557 718 | UNACK, TOME-2 READ Coil 8- L L)

Bug 17 2005 | 1&3 A7 718 | ACK_RTN TOME-2d READ  Coil 50808- 5440

Bug 17 2015 | 182034 556 | URNBCK ZOME-2

2ug 16 2015 | 204256718 | ACH_RTN ZOME-2

EUg 16 2015 | 20:4213048 | ACK ZOME-S

Aug 16 2015 | 20:4213048 | ACK ZOME-2

BUg 16 2015 | 203653718 | UNBCK TOMNE-2

Bug 16 2015 | 181550656 | URBCK ZOMES

Bug 14 2005 | 174724215 | ACH_RTN Wairt. Of

Bug 14 2015 | 174723218 | UNACK Wairt. f

Bug 18 2005 | 178722883 | ACH_FIN Wit O

Bug 18 2015 | 078223218 | UNBCK Wit Of

Bug 18 2015 | 078222218 | ACK_RTN Wiairt. O

Bug 14 205 | 074222015 | UNACH Wairt. f

Aug13 2015 | 182013750 | ACH_RTN Wairt.

BUg 12 2015 | 0G02 30656 | UNACK Wit Of

Bug 12 2005 | 030239218 | ACH_FIN Wit O

BUg 12 2015 | 0%0230015 | URBCK Wit Of

Bug 11 2015 | 182130453 | ACK_RTN Wairt. O

Bug 11 2015 | 140224215 | UNACK Wairt. Of

Eug 11 2005 | 140223218 | ACH_RIN Wairt. O

BEug 11 2005 | 140223078 | UNACK Wit Of

Bug 11 2015 | 12:20:58300 | ACK TOME- 26| Ilzl
‘ Plot Plan | | Alarm Sety
‘ CTEL BLD | | SWGR
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Why Zabbix?

4% serial Com File Transporter - Sender — Log

[ Logging Active v Auto Scroll

—1:I_Il:.._."Ff'-'| - BCFT 5 Hrll:h-'r Sery Ill-'|'|.:| |:n:|:r| t|||:||:n-'l:|

A 5 kA -—rrf-.__l S R Bl S

@ rout@sb -grf-srvle

systemctl status influxd.service
influxdb.service - InfluxDB is an open-source, distributed, time series database

Loaded: loaded (/usr/lib/systemd/system/influxdb.service: enabled: vendor preset: disabled)
Act iyl £ root@sb-grf-srvi:~

Doc
Main PI| 1 Tasks: 30, : running
CGrou : Load average: ©.08 ©.13 0.13

Uptime: 30 days, 22:49:59

=

26 1]
i LECEECECEEEEEEE R e e Er e T
26 1]

26 1

26 1
- VIRT

iiﬂ;ii?@?ﬂﬁ 3212M 1005M 105M

0:23.08 /opt/kaspersky/kesl/libexec/kesl
B:41.65
B:00.10
0:00.19
B:90.00
B:00.27

T RARM 1AM
4[ Ll KD

M1 ARRM 1AM
4[ ,_j |_,| ot KD

M 1RR5M 1AM
/ nilI‘ '-fll-rl'\_ '-rl'\_'

IM 1RREM  1REM
4 nilI‘ '-fll-rl'\_ '-rl'\_'

L b N e

19 AOOEM  1OEM
/ nilI‘ '-fll-rl'\_ '-rl'\_'




System Architecture

Business LAN

Grafana

InfluxDB Listener

Data Diode (one way communication)

Zabbix
Server
VM

Graylog
Server
VM

OPC Server OPC Server OPC Server

OPC Client Vendor #1 Vendor # 2 Vendor # 3

Industrial LAN

Maintenance
Engineer
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Write—-Verbose

System Architecture

try {
SPsSScriptRoot = Split-Path -Parent -Path SMyInvocation.MyCommand.Definition

}

13

# Namespaces Opc,
Add-Type -—-Path
# Namespaces OpcCom,
Add-Type -Path

catch

SmessageString =

Loading

Opc.hAs,
($PSScriptRoot + "\ OpcNetZpi.dll"™)
OpcCom. Ae,
($PSScriptRoot + "\OpcNetZpi.Com.dll")

Opc.Da,

Write-Warning SmessageString
(Get-Date -format g) +

OpcCom.Da,

("Error loading Interop DLL (D

""t" + SmessageString |

Opc.Hda

OpcCom.Hda,

exit LG
Mame | 5. I Mext Run Time I 4 | a5t Run Time I Last Fun Result
(T OBAYIED DIAG Ready  2/18/2020 6:54:34PM  2/18/2020 6:4%:16 PM  The operation completed successfully, (0x0)
(T 5G34_DIAG Ready  2/18/20206:54:15PM  2/15/2020 6:42:15PM  The operation completed successfully, (0x0)
B 5G12_DIAG Ready  2/18/2020 6:54:31PM  2/13/2020 6:49:11PM  The operation completed successfully. (0x0)
D) AKIK_DIAG Ready  2/18/2020 6:54:14PM  2/13/2020 6:49:06 PM  The operation completed successfully, (0x0)
T NPCS_DIAG Ready  2/18/2020 6:53:33PM  2/18/2020 6:48:57 PM  The operation completed successfully, (0x0)
(T QASR_DIAG Ready  2/18/2020 6:53:31PM  2/18/2020 6:48:32PM  The operation completed successfully, {(0xd)
(L HYDRA_DIAG  Ready  2/18/2020 6:53:18PM  2/18/2020 6:48:16 PM  The operation completed successfully, (0x0)
(T SUGP_DIAG Ready  2f18/20206:52:20PM  2/15/2020 6:47:24PM  The operation completed successfully, (00}
5 TGP_DIAG Ready  2/18/20206:51:18 PM  2/13/2020 6:46:23PM  The operation completed successfully, (0x0)

OpcCom.DaZ0 and OpcCom.Da

Exception:

out-File S$fileLog -Append

MName

.Wrapper - the same namespace

+ § .Exception.Message)

Date modified -

|| OBAYIED_DIAG_Data.json

/| 5612_DIAG_Data.json

/| 5634_DIAG_Data.json

!| AKIK_DIAG_Data.json

[r

[‘r

[‘r

=] NPCS_DIAG_Data.json

/| QASR_DIAG_Data.json

[r

|| HYDRA_DIAG_Data.json

| SUGP_DIAG_Data.json

—

|='| TGP _DIAG_Data.json

2/18(2020 &:43 PM
2/18(2020 6:43 FM
2/18(2020 6:43 FM
2/18/2020 &:43 PM
2/18(2020 &:43 PM
2(18(2020 6:48 FM
2/18(2020 6:48 FM
2/18/2020 &:47 PM
2/18(2020 &:46 PM



System Architecture

Timestamp

2020-01-27 10:04:08

14

Value

{

"SUGE":

"SNMO1N10.NODESTS": O,
"SUGP_ESD_FAN.PV": O,

"SPRSTS0Z2.0B_ STATE (0)":
"$PRSTS12.0B_STATE (0} ":
"SPRSTS31.0B_STRATE(0)":
"$PRSTS23.CABLESTS": 1,

"SUGE_FG SYS.PV": 0,

"SU-ESVIT-SRV1.TotalUnackZlarms"™:

"SPRSTS21.CABLESTS": 1,
"SNMO1NOZ .CABLESTS": O,
"SMMO1MZ0.CAELESTS": O,
"SU _SINEWAVE.PV": 2990,
"SNMO1N10.CABLESTS": O,
"SNMO1N1S.NCDESTS": O,
"$PRSTS01.CABLESTE": 1,

"SU-ESVT-SRV1.TotalAckRlarms":

Name a

Diagnostic SUGP (38 ltems)
SUGP_CONSOLE_KEYLEVEL
SUGP_ESD_FAN
SUGP_ESD_PWR
SUGP_ESD_SYS
SUGP_Experion_System_Alarm_New
SUGP_Experion_System_Alarm_Standing
SUGP_FG_FAN
SUGP_FG_PWR
SUGP_FG_SYS
SUGP_LCN_AM21
SUGP_LCMN_Cable_AM21
SUGP_LCN_Cable_ESTO1
SUGP_LCN_Cable_EST02
SUGP_LCN_Cable_ESVT23
SUGP_LCN_Cable_HM31
SUGP_LCN_Cable_NIM11
SUGP_LCN_Cable_NIM12
SUGP_LCM_ESTD1
SUGP_LCMN_ESTOD2
SUGP_LCN_ESVT23
SUGP_LCN_HM31
SUGP_LCN_NIM11
SUGP_LCM_NIM12
SUGP_SINEWAVE
SUGP_UCN_Cable_HPMOD2

SUGP_UCN_Cable_HPM10

Last check

2020-01-27 10:09:02

2020-01-27 10:09:02

2020-01-27 10:09:05

2020-01-27 10:09:05

2020-01-27 10:09:02

2020-01-27 10:09:02

2020-01-27 10:09:02

2020-01-27 10:09:08

2020-01-27 10:09:08

2020-01-27 10:09:02

2020-01-27 10:09:02

2020-01-27 10:09:02

2020-01-27 10:09:05

2020-01-27 10:09:05

2020-01-27 10:09:02

2020-01-27 10:09:02

2020-01-27 10:09:02

2020-01-27 10:09:08

2020-01-27 10:09:08

2020-01-27 10:09:08

2020-01-27 10:09:02

2020-01-27 10:09:02

2020-01-27 10:09:05

2020-01-27 10:09:05

2020-01-27 10:09:02

2020-01-27 10:09:02

Last value

0

Mormal (0)
Mormal (0)
Mormal (0)
0

0

Normal (0)
Mormal (0)
Mormal (0)
OK (T)
Mormal (1)
Mormal (1)
Mormal (1)
Mormal (1)
MNormal (1)
Normal (1)
Normal (1)
OK ()
OK ()
OK (T)
OK (T)
OK (T)
OK (D)
7589

OK (0}

OK (0}

Change

+4599

dpacﬁe
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System Architecture

Khepri AM21 Problem

Khepri Console Supervisor Logon
Detected

Khepri ESTO1 Problem

Khepri ESTO2 Problem

Khepri EEVTZ23 Prablem

Khepri Experion System Alarm Mew

Khepri Experion System Alarm
Standing

Khepri FSC ESD Cabinet Power, Fan
or System Alarm

Khepri FSC F&G Cabinet Power, Fan
or System Alarm

Khepri HM31 Problem
Khepri HPMOS or 10 Problem

Khepri LCWN Cahble Problem

Khepri MIM11 Problem
Khepri MIM12 Problem
Khepri SMM19 or 20 Problem

Khepri UCM Cable Problem

15A-ZBX-SRV1:SUGP_LCN_AMZ21.nodata(360)}=1 or {SA-ZBX-SRV1:SUGP_LCN_AM21.last{)}==0

{5A-FBX-SRV1:SUGP_CONSOLE_KEYLEVEL last{)}<=0

{SA-ZBX-SRV1:SUGFP_LCN_ESTM .nodata(360)}=1 or {SA-ZBX-SEV1:SUGP_LCN_ESTO01 last()}<=0
ISA-ZBX-SRV1:SUGP_LCN_EST02.nodata(360)}=1 or {SA-ZBX-SRV1:SUGP_LCN_EST02 last()}<=0
15A-ZBX-SRV1:SUGF_LCN_ESVTZ23.nodata(360)}=1 or {SA-ZBX-SRV1:SUGP_LCN_ESVT 23 last{)}==0
{5A-ZBX-5RV1:5UGF_Experion_System_Alarm_New last{)}==0

{SA-ZBX-SEV1-SUGP_Experion_System_Alarm_5Standing. last()}==0
{5A-ZBX-SRV1:SUGF_ESD_SYS last{)}==0 or {SA-ZBEX-SRV1:SUGP_ESD_FAM last()}==0 or {SA-ZBX-SREV1.SUGP_ESD_PWR. last{)}}==0
{5A-ZBX-SEV1:SUGP_FG_SYS last{)}==0 or {SA-ZBX-SRV1:SUGP_FG_FAN. last()}==0 or {SA-ZEX-SREV1:SUGP_FG_PWR. last{)}==0

{SA-ZBX-SRV1:SUGP_LCN_HM31.nodata{360)}=1 or {SA-ZBX-SRV1:SUGP_LCN_HM31 last()}<=0
{SA-ZBX-SRV1:SUGP_UCN_HPMO09 last()}<=0 or {SA-ZBX-SRV1:SUGP_UCN_HPM10.last{)}<>0

15A-ZBX-SRV1:SUGP_LCN_Cable_ESTO1 last{}}==1 or {SA-ZBX-SRV1:SUGP_LCN_Cable_EST02 last(fy==1 or {SA-ZBX-SRV1:SUGP_LCN_Cable_NIM11.last{}}<=1 or
15A-ZBX-SRV1:SUGP_LCN_Cable_NIM12.last()}<=1 or {SA-ZBX-SRV1:SUGF_LCN_Cable_AM21 last{)}==1 or {SA-ZBX-SRV1:SUGF_LCN_Cable_ESVT23.last{)}<=1 or
15A-ZBX-SRV1:SUGP_LCN_Cable_HM31.last{)}<=1

{SA-ZBX-SRV1:SUGP_LCN_NIM11.nodata(360)}=1 or {SA-ZBX-SRV1:SUGP_LCN_NIM11.last{)}<>0
{SA-ZBX-SRV1:SUGP_LCN_NIM12.nodata(360)1=1 or {SA-ZEX-SRV1:SUGP_LCN_NIM12 last()}=>D
{SA-ZBX-SRV1:SUGP_UCN_SMM19_last{)}<>0 or [SA-ZBX-SRV1:SUGP_UCN_SMM20.last{)}<=0

{SA-ZBX-SRV1:SUGP_UCN_Cable_NIMO1.last{)}<>0 or {SA-ZBX-SRV1:SUGFP_UCN_Cable_NIM02 last{)}<>0 or {SA-ZBX-SRV1:SUGP_UCN_Cable_HPMOZ last{}}<>0 or
{SA-ZBX-SRV1:SUGP_UCN_Cable_HPM10.last{)}<=0 or [SA-ZEX-SRV1:SUGP_UCN_Cable_SMM19 last(}}=>0 or {SA-ZBX-SRV1:SUGP_UCN_Cable_SMM20.last{)}<=0

dpacﬁe



Main dashboard

Problems Data Gathering
Time v Recovery time Status Info Host Problem = Severity Duration Ack Actions 100 %
2020-01-25 21:09:13 » PROELEM SA-ZBX-SRV1 Salam Train 182 Experion System Alarm New 11h 37m 255 Mo 80 %
Yesterday © 50 %
2020-01-24 101413 » FROELEM SA-ZBX-SRV1 Shams PLC Primary or Secondary Common Fault 1d 22h 32m Mo a0 %
2020-01-1515:34:09  « PROELEM SA-ZBX-SRV1 AKIK NIU Common Fault 10d 17h 12m Mo
20 %
20200114 050409 ProsLen ST ... e N W Y PR Y i
0% >
200113085510+ ProsLEw pzoconv  [RKESRCCHE wznen GsBcfrriasEiiiscsiiiaEEs
B2 25 55 5553552250352 833353 23353 3
2020 o o w0
o o
last min avg
2019-12-11 02:44:11 PROELEM SA-ZBX-SRV1 OBAYIED FG PLC Common Fault 1m 16d Yes 1 W Zabbix busy poller processes, in % [avg] 36.81% 35.04% 39,97
[l Zabbix busy discoverer processes, in % [ava] 0% 0% 0.0008!
2019-12-11 08:44:11 PROBLEM SA-ZEX-SRV1 OBAYIED ESD PLC Common Fault 1m 16d Yes 1 W Zabbix busy icmp pinger processes, in % [avg] 15.42% 15.27% 15.6:
[ Zabbix busy unreachable poller processes, in % [ava] 0% 0% 0.0:
2019-12-11 08:44:11  » PROBLEM SA-ZBX-SRV1 OBAYIED FWS PLC Common Fault 1m 16d Yes 1 O Zabbix busy vmware collector processes, in % lavg] 8.52%  4.36% 7.4
W Zabbix busy preprocessing manager processes, in % [avg] 0.07 % 0% 0.0°
2019-12-11 08:44:11 & PROBLEM SA-ZBX-SRV1 OBAYIED PCS PLC Common Fault 1m 16d Yes 1 @ Zabbix busy preprocessing worker processes, in % laval 0% 0% 0.0:
> Trigger: Zabbix poller processes more than 75% busy [=75]
2019-12-06 16:01:52 » PROBLEM _ 1m 20d 16h Yes 1 > Trigger: Zabbix discoverer processes more than 75% busy [=75]
& Trigger: Zabbix icmp pinger processes more than 75% busy  [= 75]
December ©
Updated: 08:46:38
August © SA-ZBX-SRV1: Zabbix vs ESXi disk metrics (2h)
April © 10
March © f\
Q-+ . i
5 &85 5 5 5 o5 o5 oco5boo®© 556580 85 B
o wo
(] o4
- =
[=] (=]
last min
W SA-ZBX-SRW1: CPU iowait time [avg] 0.06% 0.02
W SA-ESXIL: Average read latency of the datastore ESXI1-DATASTOREL  [avg] 5
W SA-ESXIL: Average write latency of the datastore ESXI1-DATASTOREL  [avg] 0
> Trigger: Disk /O is overloaded on SA-ZBX-SRV1  [= 20]
15 of 15 problems are shown Updated: 08:46:38 Updated: 08:46:38
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Maps

)))

STH-01 .
MCR ™~
oK o
t 15.26 Kbps
84.6 Kbps |
. Akik DCS
.
" ",
)) t17.37 Kbps ((
15 Kbps |
STH-03 e AP Tower
SGT1&2 oK
Switchgear /
e | 37.25 Kbps
12.86 Kbps |
-
STH-02
Petrofac
T
QASR DTS
|
t 154.5 Kbps
167.74 Kbps |
Obayied DCS
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32.04 Kbps |

+22.02 kbps [

1 495.78 Kbps
127.68 Wbps |

KHALDA FIELD WARELESS METWORKS

(i

- ((NQ

r T -
Sallam DCS SA-FWL-ASAT SA-5M-106
Train 1/2 & 3/4 \\ oK To 'Angle 140 Degrees’ AP
\\\ =
™,
™
,
™,
\\
’) 1 20,6 Kbps (‘
2339 Kbps |
T 211.64 Wbps
144,98 Kops |
SA-MSMZ-STH1 SA-HSMZ-AP1
Train 3/4 Aux Room Salam Tower
(i
> (N)\
Tarek DCS ™. TA-FVL-ASAT
e oK
-,

TA-NSM5-5TH1

1t 103.62 Kops
38.65 Kbps |

—— 1.64 Kbps |

TA-MSMS-5THZ
Switchgear

D)

PTP &70

D)

PTP &£70

XoF
'

SA-SM-103
380° cover by 4 APs

t 30.64 Kbps
22 38 Kbps |

XoF
7 X

TA-54-102
380° cover by 4 APs

t 38,54 Kbps
2759 Kbps |

«Q

SA-SM-oo
At each Wellhead

(s ?)

SU-MEMS-AP1
Khepri Towsr

PTP &70

«Q

TA-SM-2o0x
At each Wellhead

( )

NC-HSMZ-AP1

PTP &£70

Khepri DC5

1 39.27 Kbps ((
32.43 Kbps |

SU-HEM5-5THA
Khepri MCR

HPCS DCS

1 59.16 Kbos (l
28.5 Kops |

MC-MSMZ-5TH1



PC-based hardware

SA-ESWT-SRWV1A: Temperature top 4 sensors (1d)
60 DegC

SA-ESVT-SRV1B: Temperature top 4 sensors (1d)
70 DegC

TA-ESVT-SRV1A: Temperature top 4 sensors (1d)
G0 DegC

TA-ESVT-SRVI1B: Temperature top 4 sensors (1d)
55 DegC

50 Degl ——

50 DegC 60 DegC -
50 DegC
40 DegC
[ e — 40 DegC
30 DegC 30 DegC
20 DegC - 20 DegC
- = = o = = = = = a4 = = o = = = = =
n 2 2 & 2 2 2 E Sh oS E & E S E S S0
- b = z E z o S aoa = = = E B o A
ul w u w
(] ™~ [} (3]
. A - =
(=] (=] (=] (=]
last min avg last min avyg
[ 32-HDCntlrZone [avg] 41 DegC 40 DegC  40.78 DegC W 32-HDCntlrZone  [avg] 42 DegC 42 DegC 42 DegC
W 40-SysExhaust [avg]l 37 DegC 36 DegC 36,74 DegC M 40-SysExhaust [avg] 37 DegC 36 DegC 36,35 DegC
M 13-Chipsetl [avg] 44 DegC 44 DegC 44 DegC M 13-Chipsetl [avg] 44 DegC 44 DegC 44 DegC
M 31-HDController  [avg] 54 DegC 53 DegC 53,57 DegC [ 31-HDController  [avg] &0 DegC 59 DegC 60,04 DegC
[ 01-InletAmbient  [avg] 23 DegC 22 DegC 22,91 DegC [ OldnletAmbient [avg] 24 DegC 23 DegC 23,65 DegC
SAESVT-SRV1A: Fan-3 Speed (1d) SA-ESVT-5RV1E: Fan-3 Speed (1d)
51 % 48 %
-~
50% L7 "~ a7 %
49 % X
46 %
48 %
4% 45 9%
46 % 44 %
— o [=1 X} o (=1 [=1 (=1 =1 — o (= [f=} o =1 = o =
noo= e i = e e e S noo2 e o = e e = Sin
q 24 4 &8 5 & d g - T~ = A T -
— =] — = =1 =
ul o u W
(] [} [} (]
— ~ - I
(=] [=] (=] (=]
last min avg max last min avg max
M FanBlock3 [avg] 50.18% 45.47% 49.69% 50.96% [MFanBlock3 [avg] 47.04% 443% 468% 4743 %

18

M FanBlock3

50 DegC
40 DegC .
-_— .
30 DegC - = -
20D0egC FFrm——————————————— e ——
10 DegC
- = = w = = = = =
o= S & S 2 S 2 =
aooa I~ o = ) z o )
i w
(] (]
. .
(=] (=]
last mir avg
W 32-HDCntlrZone  [avg] 37 DegC 36 DegC  37.04 DegC
W 40-SysExhaust [awg] 32 DegC 32DegC 32.3 DegC
M 13-Chipsetl [avg] 44 DegC 44 DegC 44 DegC
M 31-HDController  [awg] 56 DegC 55 DegC 55,685 DegC
O 01-nletAmbient  [awg] 20DegC 19DegC 20,17 DegC

TA-ESWVT-SRV1A: Fan-3 Speed (1d)

40 %

39.8%

39.6 %

39.4 %

39.2%

39 %

18:00

01-25 15:51

[avg]

i

=1 o = o = [=1 o
= ol = = e = =i
= o 2 S z =] Ey
(=] —
w
o
A
(=]
last min avg max
39.27% 39.2% 39.37% 41.16%

45 DegC
40 DegC
35 DegC - —
30 DegC
25 DegC
20 DegC
- = = o = = = = =
o2 2 & 2 E 2 E Sh
oA b = z E B o S
u w
o~ ™~
~ A
(=] (=]
last min avg
[ 32-HDCntlrZone [avg] 37 DegC 36 DegC  36.74 DegC
W 40-SysExhaust [avg] 33 DegC 33 DegC 33.3 DegC
M 13-Chipsetl [avg] 45 DegC 45 DegC 45 DegC
M 31-HDController  [avg] 320 DegC 48 DegC 49,7 DegC
[ 01-InletAmbient  [avg] 22 DegC 22 DegC 22,39 DegC
TA-ESWT-5RV1E: Fan-3 Speed (1d)
40.2 %
40 %
39.8% \
39.6 % \
/
39.4 %
/
39.2%
39 %
— (=1 [=1 o (=1 (= (=1 = =
w2 = ] = = = = 2
woo® I = 4 E z A E
— =] —
ut o
[ [}
— ~
[=] [=]
last min avg max
M FanBlock3  [avg] 39.74% 39.2% 39.53% 41.16%



19

PC-based hardware

bID Ti
Sys.

ght

Health LED

0l-Inlet Zmbient

0zZ2-CcpU

1

05-P1 DIMM 7-12
08-P1 Mem Zone
12-HD Max

13-Chipset 1

l4-Chipsetl Zone
16-pP/5 1 Zone
18-B/8 2 Zone

27-VR
28-VR
2%-VR
30-VR
31-HD
32-HD
33-BCI
34-PCI
35-LoM
35%-8ys
40-Sys

Fan Bl
Fan Bl
Fan Bl
Fan Bl
Fan Bl
Fan Bl

PlMem
P1Mem
PZMem
PZMem

Zone
Zone
Zone
Zone

Controller

Cntlr

Zone

1 Zone

1 Zone

Card

Exhaust
Exhaust
4Z2-SuperCAP Max

ock 3
ock 4
ock 3
ock 6
ock 7
ock 8

Power Supply 1

Power Supply 2

Power Supplies

Fans

Memory

Ccl P1I Bay 1
Cl P1I Bay 2

0x0
na
24,
40.
31.
30.
35.
44,
36.
30.
29.
28.
26.
29.
28.
58.
42 .
35.
36.
44,
34.
317.
27.
42 .
42 .
42.
42 .
42 .
42 .
40
50
0x0
0x0
0x0
O=1
O=1

aoo
Qoo
aao
ooo
aao
aoo
aoo
aoo
Qoo
aao
0ao
aao
aoo
aoo
Qoo
aao
ooo
0ao
aao
aoo
aoo
728
728
728
728
728
728

discrete
discrete
degrees
degrees
degrees
degrees
degrees
degrees
degrees
degrees
degrees
degrees
degrees
degrees
degrees
degrees
degrees
degrees
degrees
degrees
degrees
degrees
degrees
percent
percent
percent
percent
percent
percent
Watts
Watts
discrete
discrete
discrete
discrete
discrete

oo o oo oo ooononnnn

0x0180]|

na
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok
ok

0x0180]
0x0180]
024080
0x0180]
0x0180]

nna

na

Iia

na

na

na

na

na

na

Iia

na

na

na

na

na

Iia

na

na

na

na

na

na

Iia

na

na

na

na

na

na

Iia

na

na

na

na

na

na

na

na

Ina

na

na

na

na

na

na

Ina

na

na

na

na

na

Inna

na

na

na

na

na

na

Inna

na

na

na

na

na

na

Ina

na

na

na

na

na

na

Iia

Ina

Ila

na

na

na

na

Ina

Ina

Ila

na

na

na

na

Ina

Iia

na

na

na

na

na

Ina

Iia

na

na

na

na

Ina

Ina

Ila

na

na

na

na

Ina

Ina

na

na

nia

na

na

na

na

na

na

nia

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

nia

na

na

na

na

na

na

na

na

42.
70.
87.
70.
&60.
105.000
70.
70.
65.
70.
70.
70.
70.
105.000
65.
70.
66.
100.000
70.
70.
E5.

na

na

na

na

na

na

na

000
000
000
000
000

aaoo
oaoo
aao
aao
aao
aao
aoo

000
000
000

aao
aoo
aoo

na

na

4¢.

na

na

15.

na

na

75.
75.
70.
75.
75.
75.
75.

na

70.
75.
71.

na

75.
75.

na

na

na

na

na

na

na

na

na

na

na

na

na

na

aoo

0oo

aoo
aoo
aoo
aoo
aao
aoo
aoo

0oo
ooo
0oo

aoo
aoo



PC-based hardware

SA-MMGR-STNY, Fan Speed (1d) SA-MNGR-5THY; Temperature (1d)
2300 rpm 40 DegC
2200 rpm ettt et B vt A 38 DegC
36 DegC
2100 rpm
34 DegC
2000 rpm 32 DegC
1900 rpm 30 DegC
1800 rpm 28 DegC
26 DegC
1700 rpm U1
24 DegC
1600 rpm 22 DegC
1500 rpm 20 DegC
(=] o o =1 =1 (=] L= o o =1 =1 L= =1 =1 =1 =1 =1 (=] (=] (=] (=] =1 o o (=} (=] o o o =1 (=] L= o o =1 =1 L= =1 =1 =1 =1 =1 (=] (=] (=] (=]
7 &2 8 2 E & &8 8 § 8 & & & B8 B =2 E & B8 B2 =2 82 B & & 7 & 8 2 E &8 &8 8 5§ 8 & & & B B =2 E &8 B =2 =2
d 05 =% 2 § & & &8 4 5 8 3 & 8 8 5 8 3 =2 2 82 838 2 o8 4 A5 =% 2 8 & & &8 49 2 & 8 & 8 8 5 2 g =2 2 0+
— =] — — [=1
ul w ul
o o o
— — —
(=] (=] (=]
last min avg max last min avg max
M FrontChassisFanSpeed  [awg] 2220 rpm 2188 rpm  2219.24 rpm 2264 rpm W ChassisTemperature [avg] 25 DegC 22 DegC 24,28 DegC 28 DegC
M RearChassisFansSpeed [awg] 1650 rpm 1300 rpm 1797.07 rpm 2089 rpm M CPUTemperature [avg] 31 DegC 30 DegC 31.42 Degl 43 DegC

20

13:00
14:00
15:00

01-26 15:50



B WMI Explorer 2.0 (Administrator)

File  Launch Help

PC-based hardware

— Computer Mode Class Enumeration Options
o
SAMNGRSTNT Connect | - Asynchronous Fiter Ii ™ Include System Classes [T Include Perf Classes Refresh Classes |
Synchronous I Include CIM Classes ™ Include MSFT Classes
— MNamespaces Classes (20) ISearch I
- \\WSA-MNGR-STNT\ROOT [-] _ . :
- ROOT\aspret Quick Fiter: | instances (6) | Properties (12) | Methods (0) | Guery | Seript | Logging |
- ROOTCIMYZ —(Classes — Instance Options
- ROOTCI A —
- ROOT\DEFAULT L I Lazy .. I ! Quick: Fitter: | I Show Null Values _ Refresh Instances Refresh Object
o0 T\dioet HF_BI0SEnumeration False I Show System Properties
directory
HP_EIOSInteger False
- ROOT\HP - -
= HP_BIOSMumericSensar False Instances True
----- ROOTWHPInstrumentedBIOS i " . X " 19
- ROOT\Interop HF_EI0SCOrderadList Falze nstanceMame="ACPMWPHNPOC 140 _0
- ROOT\Microsoft HP_BIOSPassword False nstanceMame="ACPI"\PNPOC14\\0_1" 1860
- ROOT\nap HP_BIOSSensor False nstanceName="ACPI\\PNPOC14'\0_2" Normal
- ROOT\PEH HP_BIOS Setting False nstanceName="ACPI\\PNPOC14\\0_3" Reports rear chassis fan speed
- ROOT\Policy HP_BIOSSettinglnteface  False nstanceName="ACPI\\PNPOC14\\0_4" SEEF Chassis Fan Speed
- ROOTWRSOP HP_BIDS5tateSensor False nstanceMame="ACPINWPNPOCT4N0_5"
- ROOTWSECURITY HP_EBIOS5ting Falze &
- ROOT\SecuntyCenter HP_PlatformEvents Falze
- ROOT SecurtyCenterd HPBIOS_BIOSEnumeration  False
- ROOT\ServiceModel HPBIDS_BIOSInteger False
- ROOT subscription HPEIOS_BIOSMumercSen.. False [+ : (v
- ROOT\WMI J | \ Kl
—WaL Query (Selected Object)
Querny ISELECT * FROM HPBIOS_BIOSMNumericSensor WHERE InstanceMame="ACP\PNPOC14:M40_2 Bxecute |

| Retrieved 20 dasses from ROOT\HP\InstrumentedBIOS that match spedified criteria. | Retrieved 6 instances from HPBIOS_BIOSHumericSensor Time to Enumerate Instances: 00:00.044 .:
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OPC server per-process memory

All HscOPCServ (1d)

80
70
a0
30 |, !! . Tl . ! !:; | VATTTITIANE g .-=- ! ;j ” !g ! H! EE ! | Hg ! AT i
|'” LA LD r"}llv'r'l-l‘l Ty:! il Boppadpabongsn,; Il]n\-_l-.lllll'hun 11 1||||: 11 II"L{’M‘:‘ II|||I| qm:‘:hlllll Y l“:-"'l el LN AR RV
40
30
20
10
0
— L= =] = [ ] L= (=) = [ ] L= [ ] = =] L= (=] =1 [=] = (=] [=1 (=] =] (=] [=1 (=] [= [a=] L=1 ] =1
— M = o = o = “ = o = e = o = o L=} bt =] o =] " L=} m =] ] L=} m (=] om
oo i = & EH =1 a i - N E & B =] ] o = & = ] a = 2 i = o = - =
— — — (o] (o] L] [} =] L= =] =] =] =] = =]
S
—
(=
last min avg max
[ COMMON_GRAPHS: Durmmy [no data)
W SA-ESWT-SRW1A: hscopocsenvZ  [avg] 46kKb 45kKb 45.898kKb 47 kb
M SA-ESVT-SRWV1A: hscoposervd  [avg) 47 kb  48Kb 48.99Kb 53 kb
B SA-ESVT-SRVLE: hscopeserv2  [avg) 0 kb 0Kb 0 Kb 0 Kb
M SA-ESVT-SRV1B: hscoposervd  [avg) 0 kb 0 Kb 0 kKb 0 kKb
B TA-ESWT-SRV1A: hscopcsenv2  [avg] 0 Kb 0 kb 0 Kb 0 Kb
[ TA-ESWT-SRV1A: hscopcservd  [avg] 0 Kb 0 Kb 0 kKb 0 kKb
M TA-ESVT-SRV1E: hscopcsenv2  [avg) 45kb  45Kb 45.53kKb 46 Kb
O TA-ESWT-SRVLE: hscopcservd  [avg] 46 kb 45kb 4835kKk  49kb
[ SAHSSRV1A: hscopcsenz [avg] 0 kb 0 Kb 0 kKb 0 kKb
M SAHSSEV1A: hscopeserv3 [avg] 0 Kb 0 kb 0 Kb 0 Kb
B SAHSSRV1E: hscopcservz [avg] 45 kKb 45kb 46 kb 46 kb
[ SAHSSRV1E: hscopcsery3 [avg] 47 kb  48Kb 48.93kKb T3 kKb
O Trigger: hscopeserv2 Memory High  [= 100]
& Trigger: hscopcserv3 Memory High  [= 100]
& Trigger: hscopcserv2 Memory High  [= 100]
Time Severity Recovery time Status Info Host Problem Duration  Ack Actions Tags
2020-01-26 11:29:13 - Waming | 2020-01-26 11:34:13 RESOLVED SA-ZBX-5REV1  Diagnostic File not Updated for Salam Train 182 Servers am MNo
2020-01-26 09:44:13 » Wamng 2020-01-26 09:49:13 RESOLVED SA-ZBX-SRV1  Diagnostic File not Updated for Salam Train 1&2 Servers am MNo




Communication Equipment

sifusn]ns : §
“RC-EST-IE +216.73 Kbps cisco MPC-EST-3E t 5E.19 Kbps CIsCo
oK 1£3.5E Kbps aK | sDaxbps | | —*
- KPC-EST-35 +212.54 Kops KPC-EST-54 4pﬂ-:\ﬂl. 1L24 L b | ¥PCo-EST-35 + £3.28 Kbps KPC-EST-54 .{pﬂ-:\ﬂ\ 1Lz
. U Fanr 230.55 Kops | Mamory usa W . h [+ zarn ] Faps 4.56 Kops L l2mory usags K
KPC-EST-21 _L.Z;,Zt ,;ps, 0N e peray | 2 F Ok KPC-EST-21 g\l:nizé:?‘?tps | B al’: T pr.EzTas P 4 OK
al §5.8 pE | = 3 . a 51 1 Ealvis ce2 P
v KPC-EST-21 aivia 21447 Kops E3T-57 - L i KPC-EST-21 ania 2,51 KDpe Doy KPC-EST-57
] 213,17 Kops | 1 h Fapio T £3.38 KbOE _ 0%
- - = . — 1 | * B15.42 Kbgl
“PC-EST-03 T 1.-El.:sa #bgE - 1 “RC-EST-03 | 1501'?::-'@? | A ) . 196 55 KCEpE
o Ea.22ops L KPC-EST-03 + 209.21 KbpE E’ KPC-EST-E3 - oPE - ¥PCo-EST-03 1 54 29 KDpE u KPC-EST-E3
KPC-EST-01 £ 47311 Kaps Fan7 — - o KPCEST1 + B4.57 Kbps | FanT | 2=5xppey | oK
oK T1.33 Kops | _ - £7.21 KBDE — ¥ .
HRC-EST KRC-EST-01
FaDis =anE
KFC-ARFE-1 + 53.61 KDps KPC-ARFE-1
DL —_—a
OK 4.02 Kops | CK L]
KRC-AFRE-T KFC-APPE-1
~EEyT Fali3 . mEzyTe . . FaD3
KPC-ESVT-1A u?:?fs HPC-ZENT- _15} i .
- POESVTAA E ) FEEVTIA rmonais
=30 e -2L2 Fapi T F2LIS
N oK L
&

a0 a0

KPC-ESVT-15 KPC-ESVT-15

KPC-SEVT-18 + E73.95 Kops = <p:-£s\rr-1ﬁ + £4.41 Kbpe TR
0 360,48 Kbps | — oK 508 I:pE zam

KPC-EBVT-26

e - ) EEvT25
+91.58 Kbps KPC-EZMT-28 + D bge KPC-ESVT-28 + 54.56 KLpE KPC-EEVT-28
- - | e———
353 KDpe | Tops | o) | 4594 kmps |

FaniE W FanE w
KPC-EST-0Z +173.8 Kps KRCEETI2 v KPC-EST-0Z +54.34 KEpE KRCESTN2 v
2 10718 HepE a0 TmEE KPC-EEE0E o BEEHDEE L a0 il F AT KPC-EER
KPC-EST-22 - 17362 KLoE FRL-ESTD 7.31 Kops | ok “FCES T2z + 5465 -:tps KPC-§2T-22 7T KPS L oK
oK £2.25 kops | FSV1E . oK spakpps. [ @ - .
B FY b . il
g SEETSE
1a RRUESTRE L sakmps KEC-EaTE3 KRCESTSE [ s 2 vnpe feur) KFCESTES
KPC-EST-37 . KPC-EST-37 116.43 KbgE | oK y . | E 1 C-EST-3T 1 | &§1.62 Kbps . o
aK PC-EST-56 : | — - u
h "+ 25035 Kops KEC-EET [ =302 Ceiiz [
i 1o = - ! A K
kP 0 22983 Kups | KPOEST-38 253.37 Kope | 0% Cesameep | FOEST 1 ox
oKk 127.24 Kbps | Z2ETREgE [ ®
KEC-EST3E
oK
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Communication Equipment

Time =

122251

Severity

Information

Recovery time

1222711

Status

Info Host

Problem

Duration
RS20-TAREK-5C Configuration changed on R520-TAREK-5C 2m
£ 195.0.0.146 Railswitch - Internet Explorer H=] B3
K |& hipj1es.0.0.146) O x| | #2| & 195.0.0.146 Railswitch x | | WAL
= _,.]* 3&0 Settings
System
gm= () HIRSCHMANN

o
&y Software
El Port Configuration
@ Power over Ethernet

2 Load/Save
..,} Restart
]’J Security
]Q‘_’} Time

[#

[#

[EI"? Switching
[+ @ QoSiPriority
[EI--@ Redundancy
(%) Diagnostics
H-.f Advanced
-8 Help

@ Ssystem

 Device Status

Alarm Start Time |-

Alarm Reason I-

r System Data

Basic Module IREEG—CSEESEEEEEAEHH HWW:1.20

Power Supply 1/2 Ipr&sent.-' present

Uptime [377 day(s), 2:41:31

Temperature (*C) L IIJ_ I? T IT

Set Reload

r Device View
Name [Rs20-TAREK-5C =
Location ITarek Slug Catcher Control Room _
- o8 8e
Contact Ilnstrument Engineer

0]
(5]

Relpading Data in 95 5. ok

Ack

W

Tes 1

Actions

Tags
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Domain Infrastructure

Time w Severity Recovery time Status Inffo  Host

2019-02-256 02:00:00 - Average 2019-02-24 11:02:32 RESOLVED

= Prablem Duration Ack Actions

SA-DCS-PCNCOM DFS Replication has problem 26d 3h 2m Mo

DFS Replication Health Report (Show

Data collected on:
Replication Group:
Reference member:
Server scope:

DFS Replication bandwidth

‘Wednesday, September 19, 2018 at 11:11:56 AM (GMT2:00)
Domain System Volume (KHALDA-DCS.local)
SA-DC1

Selectad 2 of 2 sarvers

savings:
n (9.80 MB replicated instead of 5.1 MB)

4’ Server health:

(@ Servers with no errors or wamings (1)

€ Servers with DFS Replication errors (0)

B AL WARNINGS (1 server with warnings)
E SA-DC2 (1warning) [View Server Details)

One or more replicated folders have sharing violations,

@ Servers unavailable for reporting (0)

90.11%
reductio

& Servers with DFS Replication warnings (1)

(Shaw Ally

€Y SERVERS UNAVAILABLE FOR REPORTING (All servers reporting)

SERVER DETAILS (2 servers)

(Show Ally

(Show All)
(Show All)

DMS name: =]

Domain name: KH

Reference domain SA

controller:

IP address: fe

Site: Default-First-Site-Name

Time zone: (GMTZ:00)

) ERRORS (There are no errors to report)

= /M WARNINGS (There is 1 warning to report)

My One or more replicated folders have sharing violations.,

Affected replicatad SYSVOL Share

folders:

Description:
Event ID: 4302

Last occurred: Wednesday, September 19, 2018 at 11:11:57 AM (GMT2:00)

Suggested action:
Wb Site.

SYSVOL Share Replicated folder

Due to ongoing sharing violations, DFS Replication cannot replicate files in the replicated folders listed above. This problem is affecting 3 files in 1 replicated folders.

Verify that the files you want to replicate are closed and have no open handles to them. For information about troubleshooting sharing violations, see The Microsoft




Backup Infrastructure

Discovery rules

All templates ! Template VYeeam Backup  Applications 4  Items 1 Triggers 1 Graphs  Screens  Discovery rules 3 Web scenanos

@ C:\Users\yuri.suslov\AppDatatLocal\Temp\Veeam Session Repa 2 ~ & /@ C:\Users\yuri.susloviAppDa... %

Agent Backup job: Backup Job TA-ESVT-SRV1B (Retry 1) Success
Veeam Agent for Windows backup job 1 of 1 PCs processed
l—l Sunday, January 26, 2020 9:27:05 AM °

Success 1 Start time 9:27:05 AM Total size 484.7 GB Backupsize 0.0B nd
Warning 1] End time 9:31:33 AM Data read 10.9 GB Dedupe 1.0x
Error 1] Duration 0:04:27 Transferred | 793.9 MB Compression | 1.0%

Details

Tags
Name Status Start time End time Size Read Transferred | Duration Details
2020- TA-ESVT-SRV1B Success 9:27:05 AM 9:31:31 AM 484.7 GB 10.9 GB 793.9 MB 0:04:25

Agent Backup job: Backup Job TA-ESVT-SRV1B

Veeam Agent for Windows backup job

Sunday, January 26, 2020 9:15:09 AM

Success G ={Ce size 7 Creating V55 snapshot Error: Failed to create snapshot: Backup job failed. Cannot create a shadow copy of the volumes containing writer's data. A W55 oritical writer has
a Start ime 9:15:09 AM Total 008 Backup size 0.08 failed. Writer name: [SqlServerWriter]. Class ID: [{a65faa63-5ea8-4ebc-9dbd-alcddb26912a}]. Instance ID: [{9=ad0104-0667-42fd-8103-bfd02a=6f2e8]]. Writer's stats:
Warning 0 End time %:16:44AM | Dataread | 0.0B Dedupe L0x [VS5_WWS_FAILED_AT_FREEZE]. Error code: [0xB0042362].

Error: Failed to create snapshot: Backup job failed. Cannot create a shadow copy of the wolumes containing writer's data. A V5SS critical writer has failed. Writer name:
[SqlserverWriter], Class ID: [{a65faz63-Sead-4ebc-9dbd-a0c4db26912a} ], Instance ID: [{9ead0104-0657-42fd-8109-bfd02a=cf2281]. Writer's state:
Error i Duration 0:01:35 Transferred 0.0B Compression | 1.0x [VS5_WS5_FAILED_AT_FREEZE]. Error code: [0x200423f2],

Prn-nﬁsh_g finished with errors at 1/25/2020 9:16:41 AM

Details
Name Status Start time End time Size Read Transferred | Duration Details
TA-ESVT-SEV1E  Error 9:15:09 AM 9:16:42 AM 0.0B 0.0B 0.0B 0:01:32 Creating V55 snapshet Error: Failed to create snapshot: Backup job failed. Cannot create a shadow copy of the volumes containing writer's data. A V5SS oritical writer has

failed. Writer name: [SqlServerWriter]. Class ID: [{a65faa63-5ea8-4ebo-5dbd-alcddb26912a}]. Instance ID: [{Sead0104-0667-42fd-5105-bfdD22=6f2e8]]. Writer's
stats: [WSS_WS_FAILED_AT_FREEZE]. Error code: [0x800423f2].

Error: Failed to create snapshot: Backup job failed. Cannot create a shadow copy of the wolumes containing writer's data. A V5SS critical writer has failed. Writer name:
[SqlserverWriter]. Class ID: [{a65faa63-5eas-4ebc-9dbd-a0cadb26912a}]. Instance ID: [{9ead0104-0667-42fd-8109-bfdDZaesf2=8}]. Writer's state:
[VS5_W5_FAILED_AT_FREEZE]. Error code: [0x800423f2].

Processing finished with errors at 1/26/2020 9:16:41 AM

26 NMpache



Overall System Health

Problems
20119-12-27 2000916 = FROELEM SA-FBX-SRVT Primary Server is not Master at QASR 11h 53m 25 Mo
B NativeWindow - TA-EST-STNS Lo | = |5l Train 182 Experion System Alarm New 12h 58m 55 Mo
File View Alarms Displays Control History Engineering Access  Help

MAKE SELECTION 28 Dec 19 07:53:30  JNEKHCNESMEEIC 130 13m 3s Ves
SYSTEM STATUS FROM  US 'NIM11 Problem 13h 16m 48z Ves

17 15:54:19:0527

CABLE B: 0K

[Z] GefRedundancy.cim - O x

27

File View Help

US@l | usaz | Us@3 | Uses | WMLl | WRM12 | AMZ21 | AMZ23 | ARMZ4 | HM31

Location View: (all alarms) *

Date & Time * Location Tag Source

9/28/2018 22:14:36 SALAM12_SRV OPC Integrator
9/28/2018 22:14:33 SALAM12_SRV OPC Integrator

Location Pane

Show All Locations

= E_% Netwark
= ﬁI:'_j. Computers
# 8 KHALDA-DCS
&> Devices
- Ay System Components (2)
= £ SALAM12_SRV [local server]

LaAD SELECT
FPUR_OK WO INFO

ackd siL RTJ ENGIINSI LEDsS |

Primary Computer

QASERVER1

Secondary Computer

QASERVERZ2

Back|




Detail Diagnostic

Host

SA-DCS-PCNCOM

Issue

AEIK HIU Common Fault

28

PC5_SYSTEM_MIU_FAULTS.cim
File View Help

Page No. 93

ESD RESET

RESET
FG RESET

RESET

Last change

2013-09-23 19:35:53

PCS_SYSTEM_NIU_FAULTS

lu
(l[_ e - I Series 90 PLC Device Status

SIRENS

SILENCE

LOGIN \OUT
F&G
ALARMS

DIAGNOSTICS

Project: IAKIK

View: /@ PLC Status

Device: |mu

/" PLC Fault Table

| PLC Fault Table is Full

| 1O Fault Table is Full

|V/Bad Battery Detected

| Invalid Application Program Checksum
| Application Program Fault

| system Configuration Mismatch

| CPU Hardware Fault

W/Low Battery Fault
|~ /IO Module Communications Fault

[~ Corrupted RAM Memory Detected

[ Unrecoverable Software Error

[ 1/O Fault Table Entry Present

[ Password Access Violation

| Option Module Communications Fault
[ 1/0 Module Added to the Rack

[ Option Module Added to the Rack

2 J% A\,

Age

14h 13m

Info

Ack Actions

es 1

dpacﬁe
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Detail Diagnostic

1

(¥t ] |

[T5]
(T3]
=

¥}

SA-DCS-PCNCOM Shams PLC Primary or Secondary Comman Fault

v F

[1¥]

2013-09-30 17:46:02  59m 28s

PRHREROO&D -

SH_PLC_V9 5_Rev_15 -Proficy Machine Edition - [InfoViewer]

-lol x|

Egﬂ'ﬁ Hardware Configuration [Secondary]

¢ @i Rack 0 (1C695CHS012)

E| T Logic

%g Program Blocks -
< T 1] >

Ouyo

Print Fault Tables

Save Fault Tables

PACS Analyzaer

# Options | I\ Manager E Projeci 4 4 » M ¥
Fault Extra Data

Inspector 8 x | Format
(® Byte (_)word
Project O ascit
Mame SH_PLC 9 5 Rew 15 Sort Order

D ezcription () Location

Documentation Address \._! Description

Lock Project with Passwo | Dizabled \J Date/Time

File Home Target Variables View Utilities InfoViewer o riL @ o - 0 X
General Commands Dignostics Unline | Components:
n Start g H i ~
@ (1] Show Documentation uj IR IAI 2 & @ o 1]
ssn o Stop & & 4 -
Activate | Validate ™ i Primary HWC  Disconnect Programmer Download Upload
e L] Clean Build Folders y I‘?I'Iode n P @ Clear ﬂ @ g i o l§] -

NaVigator &= InfoViewer ¥ X
. Controller 0%-20- A
=-§iifi Hardware Configuration [Primary] ~ Choose Fault Table Date/Time: 2018 18:46:24 Fault Table Viewer Status
¢ @il Rack 0 (1C695CHS012 . 05-24- Online

il Rack O ( ) (® Controller Last Cleared:

2018 17:01:18

Controller Fault Table (Displaying 1 of 1 faults, 0 Overflowed)

Loc Fault Description Date/Time
05-30-2018 17:40:05

0.6 LAN system-software fault; resuming

Dizable Yariable Sort on T| Falze I‘?"INOHE —
(O asc |®pesc v
Inspector
C..n x Feedback Zone nox
M Disconnecting. . .
€S A Disconnected from the device
tab Connecting. . .
(Fee Connested to the device
Zong Controller ICA95CPE3I30 (CPU3Z0) i= at firmware version 9.40.
The
Mess
tab Vv
(In > Build | Import™, Messages | Reports | References | Compare 5
Done &'4| 4 |Monitor, Run Enabled, Config EQ, Logic EQ, Sweep= 15.5ms | @0 50 Administrator | LOCAL




Special Case

= : e
o e, i \\\-\
) ___‘,f/..r' \\I \\.I
///’/ ___J L &2

|'/ -'f{ H\\. 8
e \, \",
IR
GSM / GPRS |
.r"fl.l;"lll

i Modbus Master
B - writes
to Slave

i

\J

Modbus Master o
reads
from Slave

30 dpacﬁe



Special Case

/2 comtrol Corporation - DeviceMaster UP Modbus Router 6.06 - Internet Explorer M=l E3

g—

"' 9\ & | & nto://195.0.0.230/disp O x| | ¥4 (& Comtrol Corporation - Device... I_I e

2 ComviTrOL
v

DEV/CEsMASTER"
up

Serial Port and Ethernet TCP/IP Communication Statistics

Home Serial Interface Configuration Ethernet TCP/IP Interface Configuration

Modbus/TCP Configuration Alias Modbus Device ID Config/Status Remote Modbus/TCP Device Configuration

Display Serial Logs Modbus/TCP Interface Diagnostics Display All Modbus Slave Devices

Shared Memory Config/Status Communication Statistics

Interface Statistics

Serial Interface Statistics
TX Byte Count (To Device):
TX Message/Response Count:
RX Byte Count (From Device):
RX Message/Response Count:
TX or RX Broadcast Msg Count:
Master/Slaves Private Messages:
Parity Error Count:
Framing Error Count:
Overrun Error Count:

Dropped Message/Response Count:

Invalid Message/Response Count:
Device Timeouts:
Blocked Write Messages:

—  spploncee:

GNU nano 2.2.6 File:
L2841286

228750
1830000
228750
0

M/ A

-c '200 ORK!

o O O O O

M A
M/ A

'From Devi

31

get—-rx-bytes.sh




Few more parameters to monitor

Timew
2020-01-25 10:19:08

Yesterday

2020-01-24 19:44:13

Time
2019-12-22 16:02:29

2019-12-22 16:02:20

Time »
2020-01-19 06:43:00

2020-01-13 03:54:35

Time »

2020-01-26 14:41:59

Timew
2018-12-18 06:19:14

2019-12-16 18:09:15

32

| | Severity Recovery time Status

2020-01-2510:24:08 RESOLVED

2020-01-24 21:29:13 RESOLVED

|| Severity Recovery time Status
2019-12-22 17:02:30 RESOLVED

2019-12-22 17:02:19 RESOLVED

| | Severity Recovery time Status

2020-01-19 07:01:31

| | Severity Recovery time Status

2020-01-26 14:44:59 RESOLVED

|| Severity Recovery time Status

2020-01-14 11:54:14 RESOLVED

FRCELEM

RESOLVED

2020-01-13 084535 RESOLVED

Infio Host

SA-ZBX-5REV1

Tarek FSC F&G Cabinet Power, Fan or System Alarm

Info  Host Froblem Duration Ack  Actions Tags
SA-ZBX-SRV1 Khepri Consaole Supervisor Logon Detected am Ma
SA-FBX-5RV1 Salam Train 1&2 Console Supervisor Logon Detected 1h 45m Mo
Info  Host Froblem Duration Ack Actions Tags
F520-HY DRA-MAIN Time Sync problem on BR520-HY DRA-MAIN 1h1s Yes 1
R320-3HAMS Time Sync problem on RS20-SHAMS 59m 59s Yes 1
Info Huost Problem Duration Ack Actions Tags
TA-EST-STN3 USE Serial Dizconnected 18m 315 Mo
SA-AUX-STN1 USE Serial Dizconnected 4h 51m Mo
Huost Problem Duration Ack Actions Tags
AK-SERVER1 File CIMPLICITY. mdf is bigger then 7 Ghb 3am Yes 1
Frablem Dwration Ack  Actions Tags
SA-ZBX-5RV1  Salam Train 3 DCS Cabinets Power, Fan or Temperature Alarm 27d 5h 35m  Yes 1

1m12d 1h  Yes 1

dpacbe
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Remote Well Heads

Time =

18:06:44 »

13:06:44 »

Duke1--@ Princel

Rknhs 14 RAS KAN 25
® | gMNtrkH1 @
i" o O Rkns10
Lo BAS KAN 12
I;.»Maggle 2 Rkns 8
¢ Samaakl
-
FALCON-01X T
Imhotep W1 : et “”
Kadesh-1x Kadeshdx L Mihesx
= = 2 =
— @
_— - S
e “Imhotep1
Herunefersw o
o Tango-51x
i & Imhotep-Six
HERNEFER-W01 ¢ -
9. \
bravo-2¢
HERMEFER-03X
-7 -18 -9 _ 18 2
kilometers
Severity Recovery time Status Info  Host Problem
Information 18:08:44 RESOLVED TA-SM-121: Samaa E-1X Operational status was changed on SAMAA E-1X (RTU-12) interface Cambium 10/100 FEC
Information 18:08:44 RESOLVED TA-SM-121: Samaa E-1X Operational status was changed on SAMAA E-1X (RTU-12) interface Cambium 10/100 Ethernet

Duration

2m

2m

Ack

Mo

Mo

Actions Tags



Remote Line Break

34 Volts

32 Volts

30 Volts

28 Volts

26 Volts

24 Volts

Valves

COMMOMN_GRAPHS: LBV VQ and VT-1 Voltage (5d 23h 9m)

22 Volts

03:00

11-10 23:50

W vQ Voltage
W V-1 voltage

[ava]
[avg]

& Trigger: VQ Voltage too low
& Trigger: VT-1 Voltage too low

34

06:00

H E E E E o H
Z b B 2 I~ - 2
—
last min av
24.62%olts 22,77 Volts 24,86 Volts
29.45%olts  28.23Volts  30.04 Volts
[= 23]
[= 23]
65

~ ® = o = o = o =
o = 1 m 2 m =
RS T S - - ST
- i i par
&
3
=)
&

[] COMMON_GRAPHS: Durnrmy [no data]

[ RSZ0-AKIK-SALAMCR: hmTemperature [avg)
W RSZ0-HYDRA-ESD: hmTemperature [avg]
W RSZ0-QASR-F1-CR: hmTemperature [avg]
[0 RS20-QASR-F1-EQ: hmTemperature [avg]
[l RS20-QASR-F2-CR: hmTemperature [ava]
[ RS20-QASR-F2-EQ: hmTemperature [avg]
B RS20-QASR-LER-01: hmTemperature [avg]
[ RS20-QASR-LER-02: hmTemperature [avg]
[ RS20-QASR-NEW-CR: hmTemperature  [avg]
W RSZ0-SALAMCR-MAIN: hmTemperature  [avg)
W RSZ0-SHAMS: hmTemperature [avg]
[0 RSZ0-TAREK-MAIN: hmTemperature [avg]
[0 RSZ0-TAREK-MCR: hmTemperature [avg)
M RSZ0-TAREK-S5C: hmTemperature [avg]
W RS20T1: hmTemperature [avg]
W RS20-HYDRA-MAIN: hmTemperature [avg]
[ RS20-VB: hmTemperature avg]
B RS20VB-HYDRA: hmTemperature [avg]

O Trigger: Temperature High on RS20-AKIK-SALAMCR
O Trigger: Temperature High on RS20-HYDRA-ESD
O Trigger: Temperature High on RS20-QASR-F1-CR

06:00

09:00

max

12:00

30.84 volts
32,91 volts

12:00
01-02

last

43 DegC
36 DegC
34 DegC
40 DegC
33 DegC
41 DeqgC
44 DeqgC
43 DegC
36 DegC
38 DegC
41 DegC
35 DegC
36 DegC
34 DegC
54 DegC
40 DegC
54 DegC
55 DegC
[= 58]

[> 58]

[> 58]

15:00

18:00
21:00

11-13

12:00

30 DegC
28 DegC
33 DegC
32 DegC
31 DegC
34 DegC
39 DegC
38 DegC
34 DegC
35 DegC
32 DegC
33 DegC
32 DegC
33 DegC
26 DegC
37 DegC
29 DegC
30 DegC

avg

36,21 DegC
33,07 DegC
38,23 DegC
38,18 DegC
36,94 DegC

39.5 DegC
43,21 DegC
41,89 DegC
38,24 DegC
37,37 DegC
38,99 DegC
35,03 DegC
35,26 DegC
34,56 DegC
35,68 DegC

40,4 DegC
36,82 DegC
3811 DegC

1z:00
01-06

max

45 DegC
40 DegC
41 DegC
41 DegC
40 DeqC
42 DeqC
47 DeqC
45 DegC
40 DegC
39 DegC
43 DegC
37 DegC
38 DegC
37 DegC
58 DegC
45 DegC
62 DeqC
63 DeqC

03:00

12:00

01-07

06:00

12:00

05:00

01-08

12:00

12:00

12:00

15:00

01-10

18:00

12:00

01-11

21:00

1z:00

=
i
.
a3

Hirschrmann Temperatures RS20-MS20 (1m)

01-12

12:00

03:00

01-13

06:00

12:00

01-14

0%:00

12:00

12:00

01-15

12:00

15:00

01-16

18:00

21:00

11-15

03:00

06:00

09:00

1z:00

15:00

18:00

21:00

11-16

03:00

06:00

S

09:00

12:00

01-17

12:00

01-18

1z:00

12:00

01-20

12:00

01-21

12:00

01-22

12:00

12:00

01-24

1z:00

01-26

2020-01-26

12:00

15:00
18:00
2100

11-16 23:00

dpacﬁe



Daily notification by e-mail with PDF report

¢l WiMax.pdf - Adobe Acrobat Pro
File Edit View Window Help

=10l |

172672020

65 dBm
<70 dBrm
<75 dBm
-80 dsm
-85 dBm

-40 dBm

=
&

W radiaDbm
W radio Do mHerize ntal
M radiaDbmivertica |

-60 dam

-6z dem

-80.0 dBm
-B5.0 dBm

-30.0 dBm

0900

[avg]
[avg|
[avn]

. JLTJIU_IMJﬁ:Ir;IIF
. JL‘_JU_HH L

gdam | [ . JL“

oo

05:30
10

last
781 dBm
-79.3 da@m
-E3.3d8Em

1030

WiMax Radio Parameters Report

Tarek Wells

TE-PTP-1Z25 ¢ Alex M2X: ALEX MZX TO TAREK Radio parameters (1d)

SRS S S I S SRS AP S

s A

Ny U RE T B ANy IS ||

s & = = 5 = 5 2 = =2
=} b o ] a 3 o b o =
min N max
-85 dBm -72.52dBm  -66.8 dBm
BE2 dBm 7387 dBm &8 dBm
-BL.2dBm 7RSS dBm -T2 dBm

)
= IrmnL-

—r s

e L N

— 1
L S SO S
-70 dBm
4" £ B 2 3 2 =2 & = £ m 2 & 2 @& 2 =
5 = 2 = 2 =5 =2 4 - = T T T T T
G
last min vy max
W radioDbm [avg] -622dBm -65.2dBm -63.86dBm -61.5 dBm
M radioDbmHerizental  [avg] -E4.3d8m 7.4 dBm B553dBm 63,2 dBm
M radiaDbmivertica | [avg] -E6.3dEm -G6.5dEm  -AE.04 dEm 663 dEm
TA-SM-10%
=700 dBm
-75.0dBm A—uri g
B T

—LT
Nl WA T L L L lUsANh A T T \_‘ww'\k\\ W
: hd

e L

TA-PTP-132: Tango-1 Radio parameters (1d)
L0
llr.. i

S TEIE ]| —

g

Ras Kanayes 100 A KAMAYES 10(RTU-09) Radio parameters [1d)

S ITI]...|
Juil I

2330

2330

- s = = =
3 L] ] - (=]
z i
ER I

o
=

=3

LIET]
LR

230

o

w2:ab

Al

ao

0430

05:00
05:30
0608
LT
D7:00

01-26 07:15

[}

i, HLWWM

1
S 1)

03:30

24:30

ramen. g

= = = = ouw
S R 2 5 =247
§ oE =
A R
o
o
o
2
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Integration with other systems

Time » Severity Recovery time Status Info Host Problem
2019-12-2317:19:47 » Waming® 2019-12-23 19:04:47 RESOLVED SA-GRL-SRV1  Problem with event collection from Khepri server
2019-12-23 13:44:47 = Waming: 2019-12-23 15:14:47 RESOLVED SA-GRL-SEV1  Problem with event collection from Khepri server

Train 3&4 last 24 Hours

308 °

a few seconds ago

In the last hour

2

a few seconds ago

Top alarms last 24 hours

Value % Count Value % Count Value % Count

Top 8values Top 8 values Top 8 values
21TICA4337 — PYLOW 779% 24 21FIAD04 — PVLOD 2217% 49 21FICADDT —PVLO 20.25% 66
28HS3373A — ALARM 5.19% 16 20FICADOE —PVLO 17.65% 39 52LIADOT — PVHI 7.67% 25
50AAH3360 — OFFNRM 4722% 13 T0XAD01_63 — ALARM 5.88% 13 52L1A001 —PVLO 7.36% 24
202133654 — BAD PV 357% 11 28LI9007 —PVLO 2.07% 9 52H5002 — UNCEVT 6.13% 20
26TAL4422 — ALARM 2.92% 9 52L7A008 — OFFNORM 3.17% 7 45PI1ADO3 — PVHI 491% 16
26XA3450 — ALARM 260% 8 24P1AD0DZ — PYVLL 1.81% 4 24FI008LL — OFFNCORM 3.99% 13
26TAL3422 — ALARM 2.60% 8 20LICADOT — PVLO 1.36% 3 ESSCL_ALM — OFFNORM  2.45% 8
21LICA3303 —PVLOW 260% 8 21TICADOS — PYLO 1.36% 3 26XA001 — OFFNORM 1.53% 5

Others Others Others

e e e e P —— M - ————— e - M ——m e [T — - -

a few seconds ago L1] & few seconds ago 1] a few seconds ago

36

Train 1&2 last 24 Hours

221

L1} & few seconds ago

In the last hour

5

Li] a few seconds ago

Top alarms last 24 hours

Tarek last 24 Hours

326 -

(i} a few seconds ago

In the last hour

13

i) a few seconds ago

Top alarms last 24 hours

Khepri last 24 Hours

13

a few seconds ago

In the last hour

0

a few seconds ago

Top alarms last 24 hours

Value

Top & values
80YL00Z — OFFNORM
24FZAD04AL — OFFNORM
44| 5V001 — OFFNORM
24FZAD05L — OFFNORM
24YL002 — OFFNORM
24PIADO3 — PYLO
24PIADDS — PVHI
A4 [CADDT — PVLD

Others

a few seconds ago

%

15.38%

15.38%

15.38%

7.69%

7.69%

7.69%

7.69%

7.69%

Duration Ack  Actions
1h45m Mo
1Th30m Mo



Integration with other systems

Time v Severity Recovery time Status nfio Host Froblem Duration
2019-12-23 171947 » Waming | 2019-12-23 19:04:47 RESOLVED 3A-GRL-SENVT  Problem with event collection from Khepri server Th 45m
2019-12-2313:44:47 » Waming | 2019-12-23 15:14:47 RESOLVED SA-GRL-SENVT  Problem with event collection from Khepri senver 1h 30m

curl -s -X GET 'localhost:9200/ search?pretty' -4’ {
i "took" : 2,
"frem™: O, "timed out" : false,
"size"™: 1, " shards" : {
"gquery": { "total™ : 1é,
"pbool": | "successful" : 1&g,
"must": | "skipped" : 0,
"query string": { "failed" : O
|rquerylr: }'r
"gl2 source input:Sbeab74ab7940502fc32a%de", "hits" : {
"31low leading wildcard": true "total™ : 38,
+ "max score" : null,
Y, "hits™ : [
"filter"™: { {
"hool™: " index"™ : "experion 2",
"mast": { “:type" : "message",_
"range": { " gcore™ @ null,
"timestamp": { ":source" :
"from": "now-2h", "enks alarmlimit™ : 4.0,
"to": "now", "source" : "SU-EPES-SEV1"™,
"include lowsr™: true, "epks category" : 1,
"include upper": true "epks flags b" : "1000000000bL™,
} "type" : "epks khepri",
}
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Thanks for Zabbix Team

E-mail: Yuri.Suslov@khalda-eg.com
LinkedIn: https://www.linkedin.com/in/yuri-suslov
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