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ZABBIX
ZABBIX - ZABBIX MONITORING
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ZABBIX

Skuplna ICZ zakladni udaje S.ICZ
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Dlstrlbuova ny dohled ZABBIX

211

Cil: ednlm ZABBIX serverem sledovat ,podrizené
Z/ABBIX servery, ale neljen stav ZABBIX serveru, ale
primarne vybrané udalosti, které produkuje

(KD
m (KD -
oo (D
m m Zabb|>< Server Zabbix Server m
Zabbix Server Zabbix Server
m
Zabbix Server
ZABBIX
. ZAB B I X ZABB|X Zabb|>< Server m
ZAB BIX z bbix Ser m
Zabbix Server

Zabblx Server Zabbm Server



H|stor|e x Budoucnost? loighe.ci | ZABBIX

ZABBIX verze 2.2 Distribuovany Distribuovany dohled pomoci ZABBIX
monitoring proxy

v v

v v

Rio de Janeiro London Berl
Node 5 Node 1 Node 2
Stockholm Paris
Node 6 Node 3
ZABBIX
SERVER
i‘ —‘ Remote location is monitored by single ZABBIX Proxy
Vilnius Rig
Node 7 Node 4
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Potreby a cil feSeni -Sulighe= i, ZABBIX

Proc chtit informace z jinych ZABBIX serveru?
v
v

Prvotni uvahy:
v
v
v
v

VyuZziti prostrfedkl nativnich ZABBIX serveru - bez programovani a psani skriptu!!!



Za kladnl koncept i1 ZABBIX

Sledovane ZABBIX servery odesilaji udalosti centralnimu ZABBIX serveru
v
v

Filtr udalosti - Akce
v

Odesilani udalosti
v
v
v
v

Syntaxe udalosti
v
v



Datovy format - JSON Ciafigle i, ZABBIX

{ R

"/BX_event":"Error”, "/BX_event":,OK",
"Host":"{HOST.NAME}", "Host":"{HOST.NAME}",
"Event":"{EVENT.NAME}", - "Event":"{EVENT.NAME}",
"Severity":"{EVENT.SEVERITY}", "Severity":"{EVENT.SEVERITY}",
"ID":"{EVENT.ID}", "ID":"{EVENT.ID}",
"Time":"{EVENT.TIME}" "Time":"{EVENT.TIME}"

3 3



Datovy format - XML . T ZABBIX

Format pouzity mym kolegou z ICZ sekce Infrastruktura:

</BX event>Error</ZBX_event>
<Host>{HOST.NAME}</Host>
<Event>{EVENT.NAME}</Event>
<Severity>{EVENT.SEVERITY}</Severity>
<ID>{EVENT.ID}</ID>
<Time>{EVENT.TIME}</Time>



Active x Passive -iigils <, ZABBIX

1o

Zabbix Server

1o

Zabbix Server



Active - legifes =i ZABBIX

Zabbix_sender
v

Active agent

v I_ee
==

Zabbl}{ Sel\/er Firewall

Zabbix Server



Passive el = ZABBIX

Passive
v
v
v

Kombinace procesu a vyuziti ZABBIX proxy m

v == ZABBIX
“ m T (e
Firewall
m /abbix Server

Zabbix Server



Varianty reseni e £ ZABBIX

Zabbix Server

[ZABBIX) hmmmll LOG file R gl ZabDiX Agent I ZABBIX
D

Zabbix Server
I .

- 0 — BN - B «—  Zabbix Server
e

Zabbix Server
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Prakticka realizace
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ZABBIX

Condition:
v

Operation:
v

* Name

Conditions

ZABBIX-Log

Name

Trigger severity is greater than or eguals Waming

Operation details

Operation type
Steps
Step duration

* Target list

Type
Execute on

* Commands

CLIO Conditions

Remote command v

1- 1

Current host |+

Host

Host group

Custom script b

Zabhbix agent

Zabhix server (proxy)

(0 - infinitely)

(0 - use action default)

Select

Select

1

=

1]
T
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rljemce - Item typu Log e, 78 ZABBIX

.;"

Vytvorenljednoducheho Itemu ame |
v’ Type |Zabbix trapper v
\/ *Key | events
Type of information | Log L

Ukazka prichozich dat:
2020-10-09 08:46:43 {"ZBX_event":"Error","Host":"BACKUP","Event":"CPU utilization on BACKUP is over 80% for 15 min","Severity":"Warning","ID":"54894705","Time":"02:10:03"}
2020-10-09 08:46:43 {"ZBX_event":"OK","Host":"BACKUP","Event":"CPU utilization on BACKUP is over 80% for 15 min","Severity":"Warning","ID":"54894367","Time":"01:45:03"}
2020-10-09 08:46:43 {"ZBX_event":"Error","Host":"BACKUP","Event":"CPU utilization on BACKUP is over 80% for 15 min","Severity":"Warning","ID":"54894367","Time":"01:45:03"}

2020-10-09 08:46:43 {"ZBX_event":"Error","Host":"NBKASKOVA","Event":"ON","Severity":"Information","ID":"54892912","Time":"23:57:27"}
2020-10-09 08:46:43 {"ZBX_event":"OK","Host":"BACKUP","Event":"CPU utilization on BACKUP is over 80% for 15 min","Severity":"Warning","ID":"54892016","Time":"22:57:03"}

2020-10-09 08:46:43 {"ZBX_event":"Error","Host":"BACKUP","Event":"CPU utilization on BACKUP is over 80% for 15 min","Severity":"Warning","ID":"54892016","Time":"22:57:03"}



Triggers

Name:
v’

Expression:
v
v
v

Recovery Expression:

"

ZABBIX



Kouzlo Tagt Sieliphs s ZABBIX

2

« Na kazdem ZABBIX serveru vznikne TRl onertet end tigger o
Vl’ce uda’lostl' Mame Value Action

Event {ITEM.VALUE}.regsub{""Event\"\"{["VT*\"™, \1)} Remove
 Jednoznacny identifikator = Event ID (ITEM VALUE) regeub("THosI V()" )| Remove
e, 7 o D {ITEM.VALUE} regsub{"ICV"\" 00", V)3 Remove
* Vyuziti Tagu pro recovery . .
Severity {ITEMVALUE}. regsub{""Severityt"\" (w0, \1)} Remove
Add

| Clone | | Delete | | Cance |

Ok event generation Expression Recovery expression Mone

e e -

" Recovery expression | { ZABBIX-ZABEIKvZ:events.regexp (" \"iBX ewenth "\ "OEN""] | =] Add

peneration mode Single m
K event closes All problems All problems if tag values match

* Tag for matching | D

L



Ukazka

B

=
|

_ e . -
! : - | : i A - »RS:/B11
0o L - - . " e . »RS:/@11

1

o

i Ty ”Jiﬂl””f”lmm--- L



~

Zaverecna uvaha,
bezpecnost a rozvoj
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Spolehlivost, rozvoj 2 ZABBIX

Akce - Zabbix_sender
v

Agent2 buffer
v

Heart-beat zpravy
v

Pouziti jinych pfenosovych protokolu
v



Bezpecnost Xk, T ZABBIX

Sifrovani, Sifrovani, Sifrovani....
TLS spojeni mezi agentem a serverem
TLS pro ZABBIX sender

(KD e 1l e

/Zabbix Server



Realné nasazeni a limity - Susigis st |, ZABBIX

« Dulezita je syntaxe zprav

« Obsahova disciplina - vynechani oddélovacu v textu Itemu, triggeru (v mém
pripade uvozovky )

« JSON x XML - format zavisi na sympatiich realizatora a zkusenosti s regularnimi
vyrazy
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ah ICZ
SERVICE

e VSichni ucastnici jsou ztlumeni, abychom eliminovali hluk
e Otazky prosim piste do sekce Q&A, ne do chatu

e Chat pouzivejte pro diskuzi, networking nebo potlesk
e Pokud chcete vlozit na socialni média néjaky prispévek tykajici se této akce,
pouzijte hashtag: #ZabbixMeetupOnline




xiifies i ZABBIX
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Telefon:

+420 222 271 111

Web:

https://

Email:

LinkedIn:

https://www.linkedin.com/company/iczgroup/



mailto:alois.zadrazil@i.cz

