ZABBIX 50 = oY
LLHNDOPOBAHWE COE,[I,I/IHEHI/II7I BA3bl
AAHHbBIX, CEPBEPA 1 ®POHTEHAA

AnekcaHgp lNeTtpoB-IaBpunos
NHxXeHep TexHun4eckon noaaepKku




Tb 3alLlTa OT OMaCHOCTW.

- Tos1K08bIl C/108aPb PyCCKO20 A3bIKA



YTO TAKOE LHLND®POBAHWE?

Koraa He ucnonb3yelb
WnppoBaHME AaHHbIX
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(CmeeTen)
A B onacHoOCTU



YTO TAKOE LHLND®POBAHWE?

9

[Mpouecc KoHBEPTMPYOLWMA MHGOPMALMIO B M3HaYalbHOM BUAE TaK Xe N3BECTHOM

KakK OTKPbITbIN TEKCT, B aNbTEPHATUBHYHO POpPME N3BECTHYHO KakK LWNOPOTEKCT.

ABTOPM30BaHHbIE CTOPOHbI, MOTYT AgelwmndpoBaTtb WNHPOTEKCT 0OPaTHO B OTKPbLIThIN,

NONYYMB JOCTYN K N3HaYaNbHOe MHOpMaL MK,

LLindposaHne He NpegoTBpaLLaeT nepexsar AaHHbIX, HO COXPaHAET OPUrMHANbHYHO

MHPOPMaLMIO OT NepexBaTUBLLETO eé.

MoxkeT ObITb CMUMMETPUYHBIM U aCUMMETPUYHDbIM.
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3A4YEM HEOBXOAMMMO WWNPPOBAHWE?
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©  Y7106bI OBE3anacuTb JaHHbIE.
©  Y106bI COXpaHnTb MHPOPMaLMIO.
©  [Ana KoHpeaeHLMaNbHOCTN.

@ WrT.e.




ZABBIX N IW®GPOBAHUE
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©  Zabbix nogaep>xvBaeT wWndpoBaHHble COeJeHMHEHUA MeXAY KOMMNoHeHTamu Zabbix
ncrnonb3ys npotokon Transport Layer Security (MpoTokon 3awmTbl TPaHCNOPTHOTO

ypoBHs, TLS) Bepcmin 1.2 n 1.3 (B 3aBUCUMOCTU OT KpUNTO 6MBANOTEK).

© [logaep>xmnBaeTrca Tak Xe WndpoBaHMe Ha OCHOBE CePTUPUKATOB U

‘npeaBapuTenbHOro obuero karouka” - PSK




ZABBIX N IW®GPOBAHUE
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NMPUMEP LULWOPOBAHWA

1. CreHepupynte PSK kntou 1 coxpaHute B Gainn
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# openssl rand -hex 32 > /etc/zabbix/keys/agent.psk
# chmod 400 /etc/zabbix/keys/agent.psk
# chown zabbix:zabbix /etc/zabbix/keys

2. W3meHuTe kOoHbUrypaunto Zabbix areHTa

# TLSAccept=psk
# TLSPSKIdentity=Riga servers
# TLSPSKFile=/etc/zabbix/keys/agent.psk

3. [lepesanyctute Zabbix areHT

# systemctl restart zabbix-agent

4. O6bHoBUTE MHPOPMALIMIO BO PPOHTEHAE

* PSK identity = Riga servers

*PSK | 0ba9785338bd1bb856733eb8b1687e7f



NMOYEMY MMEHHO BA3A AAHHDbIX?

[TloTOMy uTO AaHHbIE







CETAI?
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CaMbIe OFIaCHbIe TpIOKM B Mmpe

.’_.

0 - ZABBIX
%, " ENCRYPTION



CETAN

© Zabbix 5.0
© Centos 8 (x2 VMs)

© MySQL 8




KAK HACTPOWTbL LUIN®POBAHHOE |
COEAEHWE MEXAY BA3OU AAHHbBIX
N ZABBIX



KAK?
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PacckasaTtb
0 wudpoBaHUMU

NMokasaTtb
KaK HaCTpoOuTb
wudpposBaHue




NnoOAroToOBTb CEPBEPA

1. YcraHoButb CentOS 8, pewnTb rae 6yaet 6a3a gaHHbIX U rae Zabbix, otpesaktmpoBatb hostnames
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# vi /etc/hostname

2. HasBas, Hanpumep:

oYl c2zabb1x. Localhos

3. W otpepaktnpoBatb hosts pann Ha KaXkaon M3 MaLLUH:

# vi /etc/hosts
192.168.3.92 cazabbix.localhost.local

192.168.3.86 mydb.localhost.local



CO3AAEM CA (LEHTP CEPTUDUKALUNWN)

1. Ha 6yaywewm Zabbix cepBepe, npoBepbTe rae pacnonoxeH openssl.cnf
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# find / -iname openssl.cnf

etc/pki/tls/openssl.cnf N

2. Hawupaute pacnonoxeHune CA dannos

# cat /etc/pki/tls/openssl.cnf | grep dir

= /etc/pki/CA # Where everything is kept

3. Co3zpante Tam Xe cybanpekToputo, HanpuMep:

# mkdir /etc/pki/CA/private



CO3AAEM CA (LEHTP CEPTUDUKALUNWN)

1. Co3panTte napy katouen n nognuwmnte mx(self-sign)
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# openssl req -new -x509 -keyout /etc/pki/CA/private/cakey.pem -out /etc/pki/CA/cacert.pem -days 3652 -newkey rsa:4096

2. Bbl yBNAUTE 3anpoC Ha CO34aHNeE Napoaia U (I)OpMy ANnAa yKa3daHuAa BaagdeibLa CepTI/Iq)VIKaTa
Generating a RSA private key

writing new private key to '/etc/pki/CA/private/cakey.pem'
Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:LV

State or Province Name (full name) []:Riga

Locality Name (eg, city) [Default City]:Riga

Organization Name (eg, company) [Default Company Ltd]:SIA ZABBIX
Organizational Unit Name (eg, section) []:SUPPORT

Common Name (eg, your name or your server's hostname) []:Root CA
Email Address []:




NOANMUCBIBAEM 3AMNPOCHI

1. YT0bbl BCe HGbINO YYTb NIerye N MeHee NyTaHHO, MOXHO OTpeAakTMpoBaTb openssl.cnf
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# vi /etc/pki/tls/openssl.cnf

2. V13meHuB faHHble 06 opraHunsaummn, ykasaHHble Mo yMOUYaHuto B GopMe:

[ req distinguished name ]
countryMame
countryName_default
countryName_min
countryMame_max

Country Name (2 letter code)
LV

stateOrProvinceName Riga _
#stateOrProvinceName_default Default Province

Riga
Riga

8.organizationName Organization Name (eg, company)
B.organizationName_default SIA ZABBIX

# we can do this but it 1s not needed normally :-)
#1.organizationName Second Organization Name (eg, company)
#1.organizationName_default World Wide Web Pty Ltd

organizationalUnitName Organizational Unit Name (eg, section)
#organizationalUnitName_default = SIA ZABBIX

commonName Common Name (eg, your name or your servery's hostname)
commonName_max 64

Email Address
64




NOANMUCBLIBAEM 3AINPOCHI

1. CO3A&I7IT€ ANPEKTOPUKO 4214 3anpOoCOB Ha nognncaHue:
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# mkdir -p /etc/pki/CA/requests

2. Co3pavite ANPEKTOPUIO AN HOBbIX CepTUDMKATOB:

# mkdir -p /etc/pki/CA/newcerts

3. Co3panTte 3anpoc Ha noanucanme ana Zabbix/CA server, c common name cazabbix.localhost.local :

# openssl req -new -keyout /etc/pki/CA/private/zaca_key.pem -out /etc/pki/CA/requests/zaca_req.pem -newkey rsa:2048

4. Co3paunTe eLLé OANH 3anpocC Ha noanucaHue And, Ho aas cepsepa ¢ b/l, common name mydb.localhost.local

# openssl req -new -keyout /etc/pki/CA/private/pdb_key.pem -out /etc/pki/CA/requests/pdb_req.pem -newkey rsa:2048



NOANMUCBIBAEM 3AMNPOCHI

1. Co3ganTte index.txt n cepuinHble dannbl HeObXxoaMMble openss| Ana y4éTa NOANMMCAHHbIX CEPTUPUKATOB:
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# touch /etc/pki/CA/index.txt
# echo 01 > /etc/pki/CA/serial

2. Co3panTe nognucaHHbin ceptndukat ana Zabbix/CA(nogTBepanTe npu 3anpoce):

# openssl ca -policy policy_anything -days 365 -out /etc/pki/CA/certs/zaca_crt.pem -infiles /etc/pki/CA/requests/zaca_req.pem

Certificate is to be certified until Aug 10 08:43:26 2021 GMT (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries
Data Base Updated

3. Co3pante nognucaHHbln ceptudmkat ana DB (noareepaute npu 3anpoce):

# openssl ca -policy policy_anything -days 365 -out /etc/pki/CA/certs/pdb_crt.pem -infiles /etc/pki/CA/requests/pdb_req.pem

Certificate is to be certified until Aug 10 08:43:45 2021 GMT (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
rite out database with 1 new entries
Data Base Updated




HACTPAUBAEM MYSQL CEPBEP

1. YcraHosute MySQL 8

# sudo dnf install mysql-server
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2. 3anyctute MySQL

# systemctl start mysqld

3. 3anyctute ckpunTt 6e30nacHOCTM(Ha BCe OTBeYanTe Aa)

# mysql_secure_installation

4. Co3paunTte AMPEKTOPUIO ANna cepTUDUKATOB:
# mkdir -p /var/lib/mysql/pki

5. TpoBepsbTe firewall, utobbl ybegntbca, uto noptbl gna MySQL oTKpbIThl, HaNnpUMep:

# firewall-cmd --permanent --zone=trusted --add-source=192.0.2.10/32
# firewall-cmd --permanent --zone=trusted --add-port=3306/tcp
# firewall-cmd --reload



HACTPAUBAEM MYSQL CEPBEP

1. Ckonupynte ceptudumkatbl c cepepa Zabbix/CA B cO34aHHYO A8 HUX ANPEKTOPUIO:
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# scp root@192.168.3.92:/etc/pki/CA/private/pdb_nopass_key.pem /var/lib/mysql/pki/server.key
# scp root@192.168.3.92:/etc/pki/CA/certs/pdb_crt.pem /var/lib/mysql/pki/server.crt
# scp root@192.168.3.92:/etc/pki/CA/cecert.pem /var/lib/mysql/pki/ca.crt

2. O6HoBMTE NMpaBa AocTyna:

# chown -R mysql. /var/lib/mysql/pki

3. O6HoBUTE KOHOUIYpaLMOHHbIM dainn MySQL:

# vi /etc/my.cnf.d/mysql-server.cnf

4. [lobaBuB CTPOKMN:

[mysqld]
ssl-ca=/var/lib/mysql/pki/ca.crt
ssl-cert=/var/lib/mysql/pki/server.crt
ssl-key=/var/lib/mysql/pki/server.key

5. Tllepesanyctnte MySQL:

# systemctl restart mysqld



HACTPAUBAEM MYSQL CEPBEP

1. AsTopwusyuteck B MySQL:
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# mysql -u root -p

2. [lpoBepbTe HaCTPOWKM:

mysql> show variables like '%ss|%';

admin_ssl_ca

admin_ssl_capath

admin_ssl_cert

admin_ssl_cipher

admin_ssl_crl

admin_ssl_crlpath

admin_ssl_key

have_openssl

have_ssl

mysqlx_ssl_ca

mysqlx_ssl_capath

mysqlx_ssl_cert

mysqlx_ssl_cipher

mysqlx_ssl_crl

mysqlx_ssl_crlpath

mysqlx_ssl_key

ssl_ca /var/lib/mysql/pki/ca.crt

ssl_capath

ssl_cert /var/lib/mysql/pki/server.crt

ssl_cipher

ssl_crl

ssl_crlpath

ssl_fips_mode OFF
/var/lib/mysql/pki/server.key




HACTPAUBAEM MYSQL CEPBEP

1. Co3aanTe nonb3osatensa Zabbix, ans 6a3bl gaHHbIX Zabbix:
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mysql> create user zabbix@IP identified with mysql_native_password BY 'password’;
mysql> create database zabbix character set utf8 collate utf8 bin;

2. OrpaHunubTe goctyn Kk 6a3e Zabbix go nonb3oBatens Zabbix:

mysql> grant all privileges on zabbix.* to zabbix@IP;

3. OrpaHunubTe g0 0b6a3aTeNbHOrO ncnoab3oBaHma SSL aBTopusaumu:

mysql> alter user ‘zabb'@'%' require ssl;

4. [MpoBepbTe NPUMEHUNNCH AN HACTPOUKMU:

mysql> select user,host,ssl_type from mysqgl.user;
----------- +---- -+
| ss1_type |
___________ +_ - = ==

mysql.infoschema
mysql.session
mysql.sys

-+
I
zabbix %
‘ |
I
I

wwmw v w




HACTPAUBAEM ZABBIX CEPBEP

1. YcraHoBuTe peno3uTtopuin Zabbix Ha cepep Zabbix/CA:
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# rpm -Uvh https://repo.zabbix.com/zabbix/5.0/rhel/8/x86_64/zabbix-release-5.0-1.el8.noarch.rpm
# dnf clean all

2. YcraHoBuTe Zabbix cepsep, bpoHTEHA 1 areHTa:

# dnf install zabbix-server-mysql zabbix-web-mysql zabbix-apache-conf zabbix-agent

3. Ha cepBepe 6a3bl AaHHbIX BbIMOJHUTE KOMaHAY, YTOObl CKONMPOBAaTb Ganibl CXEMBI:

# scp root@IP:/usr/share/doc/zabbix-server-mysql*/create.sql.gz /home

4. Ha cepBepe 6a3bl AaHHbIX UMNOPTUPYMUTE CXEMY C AAHHBIM MO YMOAYAHUIO

# zcat /home/create.sql.gz | mysql -uroot -p zabbix

5. Ybeautechb, uTo BCe TabanLbl Ha MecTe:

mysql> use zabbix;
mysql> show tables;

166 rows in set (0.00 sec)



HACTPAUBAEM ZABBIX CEPBEP

1. Cosgaute ana Zabbix cepepa SSL gnpektopwuto:

m
zZ
(9]
=
(%)
T
N
>
or)
o
3
<
m
m
=
c
o
(@)
Z
=
Z
m

# mkdir —p /var/lib/zabbix/ssl/

2. Ckonupyute dannbl cepTndmkaTos:

# cp /etc/pki/CA/cacert.pem /var/lib/zabbix/ssl/
# cp /etc/pki/CA/certs/zaca_crt.pem /var/lib/zabbix/ssl/server.zabbix.crt
# cp /etc/pki/CA/private/zaca_nopass_key.pem /var/lib/zabbix/ssl/server.zabbix.key

3. O6HoBuTE NMpaBa AocTyna:

# chown -R zabbix /var/lib/zabbix/ssl/

# chmod 400 /var/lib/zabbix/ssl/cacert.pem

# chmod 400 /var/lib/zabbix/ssl/server.zabbix.crt
# chmod 400 /var/lib/zabbix/ssl/server.zabbix.key



HACTPAUBAEM ZABBIX CEPBEP

1. O6HOBUTE coaepXxnmoe KoHPUrypaumoHHoro dannel Zabbix cepsepa:
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# vi /etc/zabbix/zabbix_server.conf

2. O6HOBMTE HaCTPOMKM AOCTyNa K 6a3ze AaHHbIX:

DBHost=mydb.localhost.local
DBName=zabbix
DBUser=zabbix
DBPassword=zabbix

3. O6HoBMTE MapamMeTpbl KOTOpble OTHOCATCA K SSL:

DBTLSConnect=verify_full
DBTLSCAFile=/var/lib/zabbix/ssl/cacert.pem
DBTLSCertFile=/var/lib/zabbix/ssl/server.zabbix.crt
DBTLSKeyFile=/var/lib/zabbix/ssl/server.zabbix.key



HACTPAUBAEM ®POHTEH/A ZABBIX

1. Co3paunte aupektoputo ana Apache SSL Ha Zabbix/CA server:
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# mkdir -p /etc/httpd/ssl/

2. Ckonupyute dannbl cepTndmkaTos:

# cp /etc/pki/CA/cacert.pem /etc/httpd/ssl/
# cp /etc/pki/CA/certs/zfca_crt.pem /etc/httpd/ssl/server.crt
# cp /etc/pki/CA/private/zfca_nopass_key.pem /etc/httpd/ssl/server.key

3. O6HoBuTE NMpaBa AocTyna:

# chown -R apache /etc/httpd/ssl/

# chmod 400 /etc/httpd/ssl/cacert.pem
# chmod 400 /etc/httpd/ssl/server.crt
# chmod 400 /etc/httpd/ssl/server.key

4. HacTpounte BpEMEHHYHO 30HY:

vi /etc/php-fpm.d/zabbix.conf
php value[date.timezone] = Europe/Riga

5. 3anyctute npoueccol Zabbix:

# systemctl restart zabbix-server zabbix-agent httpd php-fpm
# systemctl enable zabbix-server zabbix-agent httpd php-fpm



HACTPAUBAEM ®POHTEH/A ZABBIX

1. TMepelTn Ha agpec Ballero ppoHTesa
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# http://IP/zabbix

2. [obaBbTe nmsa 6a3bl, N0Ab30BaTENSA U NAPOb,noakatoumTe TLS wndposBaHwme:

Configure DB connection

Flease create database manually, and set the configuration parameters for connection to this database.
Press "Next step” button when done.

Database type MySQL

Database host mydb.localhost.local

Database port 0 0 - use default port
Database name | zabbix

User zabbix

Password | sssssssses

ITLS encryption




HACTPAUBAEM ®POHTEH/A ZABBIX

1. [dobasbTe NyTb K hannam cepTndurkaTa:
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/etc/httpd/ssl/cacert.pem
/etc/httpd/ssl/server.crt
/etc/httpd/ssl/server.key

TLS key file fetc/httpd/ssl/server key
TLS certificate file letc/httpd/ssliserver.crt

TLS certificate authonty file | /etc/httpd/ssl/icacert. pem



OUNHULLUNPYUTE

ZABBIX Install

Welcome

m
zZ
)
=
(%)
T
N
>
or)
o
3
<
m
m
=
c
o
o]
Z
=
Z
m

Check of pre-requisites
Configure DB connection
Zabbix server details

Pre-installation summary

Congratulations! You have successfully installed Zabbix
frontend.

Install

Configuration file "/etc/zabbix/web/zabbix conf php" created.



NO3APABJIAEM!
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