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Zabbix installation with Docker

Zabbix meets Kubernetes
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Zabbix installation with Docker

docker run --name my-zabbix-server-mysql \
-e DB_SERVER_HOST="my-mysql-server" \
-e MYSQL_USER="mydbuser" \
-e MYSQL_PASSWORD="mydbpass" \
-d zabbix/zabbix-server-mysql:ubuntu-5.4-latest

Using Docker command line

...
ZBX_LISTENPORT=10051
ZBX_STARTREPORTWRITERS=1
ZBX_WEBSERVICEURL=http://zabbix-web-service:10053/report
...

More optional Env-Vars

http://zabbix-web-service:10053/report
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Zabbix installation with Docker

Optional volumes to be mapped inside the container

/usr/lib/zabbix/alertscripts
/usr/lib/zabbix/externalscripts
/var/lib/zabbix/modules
/var/lib/zabbix/enc
/var/lib/zabbix/ssh_keys
/var/lib/zabbix/ssl/certs
/var/lib/zabbix/ssl/keys
/var/lib/zabbix/ssl/ssl_ca
/var/lib/zabbix/snmptraps
/var/lib/zabbix/mibs
/var/lib/zabbix/export
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Zabbix installation with Docker

 Easy deployment
 Typically the Docker-Host is the machine to connect to for the service
 When using „Host-Volumes“, all the files are stored on that Docker-Host
 DB credentials like username and password must be available in cleartext
 Service URLs like

 „ZBX_WEBSERVICEURL=http://zabbix-web-service:10053/report“
must be defined during provisioning

http://zabbix-web-service:10053/report
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Zabbix installation with Kubernetes

Zabbix meets Kubernetes
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Zabbix meets Kubernetes

Installation options with Kubernetes

 Deploy Zabbix (similar to Docker) manually with YAML based 
configuration files using „kubectl“

or

 Deploy Zabbix using templates, configuration repositories and config 
synchronization
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Introducing Helm
 Helm is both a K8s config repository and templating system
 Bundles multiple configuration files into a release
 Allows consistent upgrades with versioning
 Flexible configuration via a „values.yaml“

● Official Zabbix K8s Monitoring Helm Chart (no Zabbix-Server) as „Deployment“: 
https://git.zabbix.com/projects/ZT/repos/kubernetes-helm/browse

 Inofficial Zabbix Deployment Helm Chart (with Zabbix-Server) as „StatefulSet“:
https://github.com/cetic/helm-zabbix

https://git.zabbix.com/projects/ZT/repos/kubernetes-helm/browse
https://github.com/cetic/helm-zabbix
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Helm – Templates and Values

Helm Template

Helm Values
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Deployments vs StatefulSets

Zabbix meets Kubernetes
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Deployments vs StatefulSets
Deployments

● Deployments are typically used for stateless applications

● Manages sets of identical pods (or ReplicaSets) using common configurations

● Ensures that managed pods meets the requirements set

● Provides granular control over the rollout of new pod versions and rollback to previous versions

● Deployments can save a state by attaching a persistent volume and making them stateful

● Deployed pods share the same volume, with the same data
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Deployments vs StatefulSets
StatefulSets

● StatefulSets are typically used for stateful applications

● Each pod is given a name and is treated individually

● Every pod has two unique stable identities: Network ID and Storage ID

● Network ID: enables the pod’s DNS name to persist across rescheduling (IP might differ)

● Storage ID: retained regardless of the node the storage instance is rescheduled on

● Each replica has its own state, creating a unique persistent volume claim (PVC) for each pod

● A set requires a headless service with an service IP that returns the IPs of the associated pods
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Deployment vs StatefulSets

„Deployments“: stateless applications - „StatefulSets“: stateful applications
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Installing Zabbix in K8s using Helm

Zabbix meets Kubernetes
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Installing Zabbix using Helm
Install Zabbix Helm repository:

Create values_zabbix.yaml (skeleton with defaults):
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Installing Zabbix instance
Edit zabbix_values.yaml:
  - Disable Postgres deployment since we use an external DB
  - Set DB_SERVER_HOST to address of external DB
  - Set username, password and database name as required
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Installing Zabbix instance

Pods for „zabbix-1“ after installation

Create helm release „zabbix-1“ in namespace „zabbix“:
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Running Zabbix instance

Zabbix server for „zabbix-1“ initializing database:

Zabbix server for „zabbix-1“ starting:
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Running Zabbix instance – Pods

Pod „zabbix-1-zabbix-server-0“ 
- container zabbix-server
- container zabbix-agent

Pod „zabbix-1-zabbix-proxy-0“ 
- container zabbix-proxy
- container zabbix-agent
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Rescale a deployment

Zabbix meets Kubernetes
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Rescaling Zabbix frontend deployment

Additional replicas are being deployed:

Rescale zabbix-web deployment from 1 to 3 replicas:

Service for zabbix-web now picks a random available pod when accessing the web-frontend

Because of its app design, Zabbix Web-Frontend runs great with replicas
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Zabbix service accessibility 

Using the default Helm Chart service setup so far:
● Web frontend has assigned a node port 32411 (random port between 30000 and 32768) and can be 

accessed via any node from the outside:
● http://172.20.22.100:32411/
● http://172.20.22.101:32411/
● http://172.20.22.102:32411/
● http://172.20.22.103:32411/

● Agent, proxy and server are ClusterIP services - only allow cluster-internal communication

How to make the Zabbix-Server accessible from outside?

http://172.20.22.100:32411/
http://172.20.22.101:32411/
http://172.20.22.102:32411/
http://172.20.22.103:32411/
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Make services accessible
 from outside the cluster

Zabbix meets Kubernetes
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Make services accessible from outside

 Some services are only accessible inside the cluster
 Some services use „unsual“ ports per default
 Non-HTTP based TCP / UDP services cannot be easily routed 

Cloud services like AWS, Azure or GCS provide load balancers as a solutions to this

How to solve this in a self-hosted cloud environment?
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Make services accessible from outside
MetalLB

● Provides a load balancer usable in self-hosted cloud environments
● Assigns IP addresses and ports to services

Add Helm repo and install MetallLB to the cluster

Config with IP-range
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Reconfigure Zabbix for MetalLB

Adjust zabbix_values.yaml to use type LoadBalancer instead of ClusterIP
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Zabbix Services via MetalLB

Upgrade release „zabbix-1“ after the change to zabbix_values.yaml
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Zabbix Services via MetalLB
Service for Zabbix server now has the type „LoadBalancer“ and an external IP address

Zabbix server is accessible outside the cluster using:
● External IP 172.20.22.110
● Port 10051
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Real world challenges

Zabbix meets Kubernetes
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Kubernetes - Real world challenges
When installing applications in a kubernetes cluster you might face some more challenges

 How to ensure a consistent application configuration?

 How to track configuration changes?

 How to manage passwords/secrets in configuration files?
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Introducing Flux
Flux offers a GitOps solution for Kubernetes

● K8s configuration is synchronized with Git repositories, which gives:
● Proper versioning
● Easy rollbacks
● Consistent config states

● Flux is deployed on the cluster and controls it via the Kubernetes API
● Instead of „kubectl apply“ or „kubectl create“, changes are commited and pushed to Git 

repositories
● Flux polls the Git repositories for changes and performs automatic rollouts in the cluster 

when required

See https://github.com/fluxcd/flux2
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Real world challenges - Flux/Git

Image
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Repository

Flux CD

DevOps
Team

Kubernetes
 API

App-1

App-n

App-1 Git
Repository

App-n Git
Repository

Push images

Commit

Pull images meta

X
NO kubectl Sync

Sync

Flux Git
 Flux base configuration
 References to App repositories

App Git
 App Helm release config
 Other K8s YAML config files

Commit

Poll



© Copyright 2022 IntelliTrend GmbH ● Germany ●  www.intellitrend.de 33

Real world challenges - SOPS
Mozilla SOPS manages encrypted information in text 
files – supported by Flux

● Sensitive values are encrypted and encoded into 
special Base64 strings

● Uses asymmetric cryptography with one or multiple 
public/private key pairs

● Flux receives private key as a secret and 
automatically decrypts encrypted YAML files from 
Git repositories on the fly

● Only owners of the private keys can view and edit 
the encrypted values, multiple owners are possible

● Support for Hashicorp Vault, AWS, Azure, GCS  
etc.

See https://github.com/mozilla/sops
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SOPS – Encryption example

SOPS allows to manage and store secrets in publicly available text files
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Zabbix Kubernetes Monitoring
Overview

Zabbix meets Kubernetes
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Kubernetes Monitoring

 Cluster node monitoring - Kubernetes nodes by HTTP
● Item and host discovery via Kubernetes API
● Monitors individual nodes through Zabbix Agent, deployed via a Kubernetes „DaemonSet“
● Triggers for high resource utilization and resource limit violations

 Cluster component monitoring - Kubernetes cluster state by HTTP
● Item discovery via Kubernetes API
● Monitors K8s objects: deployments, daemonsets, replicasets, pods, services, endpoints etc.
● Triggers for unhealthy pods

 More Kubernetes Templates
● Kubernetes API server by HTTP, Kubernetes Controller manager by HTTP
● Kubernetes Scheduler by HTTP, Kubernetes kubelet by HTTP

Zabbix 6.0 LTS added Kubernetes monitoring



© Copyright 2022 IntelliTrend GmbH ● Germany ●  www.intellitrend.de 37

TPL - Kubernetes nodes by HTTP

NodeDiscovery-Host via Zabbix-Proxy
 TPL: Kubernetes nodes by HTTP

TPL: Linux by Zabbix-Agent
Node1 (via DaemonSet)

TPL: Linux by Zabbix-Agent
Node1 (via DaemonSet)Query metrics via

Zabbix-Agent

TPL: Linux by Zabbix-Agent
Node1 (via DaemonSet)

Kubernetes Cluster

Node discovery via
HTTP based API

Discovery of nodes via API

TPL: Linux by Zabbix-Agent
K8s-master (via DaemonSet)
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TPL - Kubernetes cluster state by HTTP 

ClusterState-Host via Zabbix-Proxy
TPL: Kubernetes cluster state by HTTP

Kubernetes Scheduler by HTTP

Kubernetes kubelet by HTTP

Kubernetes Controller manager by HTTP

Kubernetes API server by HTTPKubernetes Cluster

HTTP Prometheus Metrics API

Component 
discovery via

HTTP based API

Query metrics via
HTTP based API
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Zabbix Kubernetes Monitoring
Setup

Zabbix meets Kubernetes
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Kubernetes Monitoring - Setup
Install the repo, install and configure the Zabbix Monitoring Helm Chart:

Before install, configure the Zabbix-Server
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Obtaining the token for the Zabbix service account via command line from the secret „zabbix-service-account“

Kubernetes Monitoring – Access API

● Inside the cluster, the Kubernetes API server is reachable via: 
https://kubernetes.default/api

● DNS schema: <service name>.<namespace>
● Authorization via token in HTTP header example:

„Authorization: Bearer eyJhbGciOiJSUzI1NiIsI...„

https://kubernetes.default/api


© Copyright 2022 IntelliTrend GmbH ● Germany ●  www.intellitrend.de 42

Kubernetes Monitoring – Register Proxy
Adding the K8s proxy to the Zabbix config.
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Kubernetes Monitoring – NodeDiscovery
Creating new host for Kubernetes nodes, setup template and macros
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Kubernetes nodes by HTTP

Nodes are discovered and added automatically as hosts in Zabbix

That manually created host discovers addititonal items
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Kubernetes Monitoring – ClusterState
Creating new host for Kubernetes cluster state, setup template and macros
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Kubernetes cluster state by HTTP

Depending on the complexity of the cluster, several thousand items may get discovered

Filtering via namespace macro is recommended!
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Latest data: Kubelet k8s-master
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Zabbix meets Kubernetes
Smart monitoring and self-deployment in cloud 

environments made easy

Contact: Wolfgang Alper

 wolfgang.alper@intellitrend.de

www.intellitrend.deIntelliTrend IT-Services GmbH

Questions?
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Zabbix meets Kubernetes
Smart monitoring and self-deployment in cloud 

environments made easy

Contact: Wolfgang Alper

 wolfgang.alper@intellitrend.de

www.intellitrend.deIntelliTrend IT-Services GmbH

Thank you!
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