Zabbix meets Kubernetes

Smart monitoring and self-deployment in cloud
environments made easy 3
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Zabbix meets Kubernetes

Zabbix installation with Docker
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Zabbix installation with Docker

Using Docker command line

docker run --name my-zabbix-server-mysqgl \

—e DB SERVER HOST="my-mysgl-server" \

—e MYSQL USER="mydbuser" \

-e MYSQL PASSWORD="mydbpass" \

-d zabbix/zabbix-server-mysqgl:ubuntu-5.4-latest

More optional Env-Vars

ZBX LISTENPORT=10051
ZzBX STARTREPORTWRITERS=1

ZBX WEBSERVICEURL=http://zabbix-web-service:10053/report
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Zabbix installation with Docker

Optional volumes to be mapped inside the container

/usr/lib/zabbix/alertscripts
/usr/lib/zabbix/externalscripts
/var/lib/zabbix/modules
/var/lib/zabbix/enc
/var/lib/zabbix/ssh keys
/var/lib/zabbix/ssl/certs
/var/lib/zabbix/ssl/keys
/var/lib/zabbix/ssl/ssl ca
/var/lib/zabbix/snmptraps
/var/lib/zabbix/mibs

[ ] /var/lib/zabbix/export
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Zabbix installation with Docker

* Easy deployment
* Typically the Docker-Host is the machine to connect to for the service
* When using ,Host-Volumes®, all the files are stored on that Docker-Host
* DB credentials like username and password must be available in cleartext
* Service URLs like
,ZBX_WEBSERVICEURL=Nttp://zabbix-web-service:10053/report”
must be defined during provisioning
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Zabbix meets Kubernetes

Zabbix installation with Kubernetes
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Zabbix meets Kubernetes

Installation options with Kubernetes

* Deploy Zabbix (similar to Docker) manually with YAML based
configuration files using ,kubectl”

or

* Deploy Zabbix using templates, configuration repositories and config
synchronization
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ZAB B I X © Copyright 2022 IntelliTrend GmbH e Germany e www.intellitrend.de ==I|.nteIIiTren_(!= 7
IT-ServicesHE

PREMIUM PARTNER




Introducing Helm

* Helm is both a K8s config repository and templating system
* Bundles multiple configuration files into a release

* Allows consistent upgrades with versioning

* Flexible configuration via a ,values.yaml®

* Official Zabbix K8s Monitoring Helm Chart (no Zabbix-Server) as ,Deployment®:
https://qgit.zabbix.com/projects/ZT/repos/kubernetes-helm/browse

* Inofficial Zabbix Deployment Helm Chart (with Zabbix-Server) as ,StatefulSet":
https://github.com/cetic/helm-zabbix
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https://git.zabbix.com/projects/ZT/repos/kubernetes-helm/browse
https://github.com/cetic/helm-zabbix

Helm — Templates and Values

{{- if .Values.zabbixserver.enabled }}

Helm Values

# Default wvalues for zabbix.
This is a YAML-formatted file.
# Declare variables to be passed into your templates.

apiVersion: apps/vl
kind: Statefulset

£t

metadata:
E name: {{ template "zabbix.fullname" . }}-zabbix-server # **Zabbix Server** configurations
1 labels: . i Hzabbixserver:
app: {{ template "zabblx.ful]._name" . }t—-zabbix-server 4 —_ Fnables use of **Zabbix Server*#
app.kubernetes.io/name: zabbix-server enabled: true
helm.sh/chart: {{ include "zabbix.chart” . }} # —— Number of replicas of '‘zabbixserver'‘ module
app.kubernetes.io/instance: {{ .Release.Name }}-zabbix-sei replicaCount: |
- app.kubernetes.io/managed-by: {{ .Release.Service }}-zabb: # —— optional set true open a port direct on node where zabbix server runs
Hspec: hostPort: false
replicas: {{ .Values.zabbixserver.replicaCount }} # —— optional set hostIP different from 0.0.0.0 to open port only on this IP
serviceName: {{ template "zabbix.fullname™ . }} hostIP: 0.0.0.0C
-] selector: resources: {}
= matchLabels: Ll image:
app: {{ template "zabbix.fullname™ . }}-zabbix-server # —— Zzabbix server Docker image name
5 template: repository: zabbix/zabbix-server—-pgsgl
= metadata: # —— Tag of Docker image of Zabbix server
= labels: tag: ubuntu-¢.0.0
" . " . # —— Pull policy of Docker image
app: {{ template "zabbix.fullname . }}-zabbix-server |
. . pullPolicy: IfNotPresent
app.kubernetes.io/name: zabbix-server 4 —_ List of dockerconfi £ £ wh 113 .
N N g secrets names to use when pulling images
helm.sh/chart: {{ include "zabkbix.chart™ . }} | pullSecrets: []
app . kubernetes.io/instance: {{ .Release.Name }}-zabbi: 4 __ address of database host
app.kubernetes.io/managed-by: {{ .Release.Service }}-: DB SERVER HOST: "172.20.22.100"
# —-— Port of database host
DB_SERVER PORT: "5432"
. # —— User of database
Helm Template POSTGRES USER: "zabbix"
# —-—- Password of database
. . . POSTGRES PASSWORD: "zabbix"
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Zabbix meets Kubernetes

Deployments vs StatefulSets
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Deployments vs StatefulSets

Deployments

* Deployments are typically used for stateless applications

* Manages sets of identical pods (or ReplicaSets) using common configurations

* Ensures that managed pods meets the requirements set

* Provides granular control over the rollout of new pod versions and rollback to previous versions
* Deployments can save a state by attaching a persistent volume and making them stateful

* Deployed pods share the same volume, with the same data

{{- if and .vValues.zabbixProxy.enabled -}}

i . plate "zabbix.deployment.apiVersion™ . }}
kind: Deployment

metadata:

name: zabbix-proxy
. labels:
app: zabbix

tier: prozy
=--
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Deployments vs StatefulSets

StatefulSets

« StatefulSets are typically used for stateful applications
« Each pod is given a name and is treated individually
* Every pod has two unique stable identities: Network ID and Storage ID
* Network ID: enables the pod’s DNS name to persist across rescheduling (IP might differ)
» Storage ID: retained regardless of the node the storage instance is rescheduled on
* Each replica has its own state, creating a unique persistent volume claim (PVC) for each pod

* Aset requires a headless service with an service IP that returns the IPs of the associated pods

{{— if .Values.zabbixserver.enabled }}
apiVersion: apps/wvl

kind: Statefulset |
Imetadata:

. name: {{ template "zabbix.fullname™ . }}-zabbix-server
] labels:

|}
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Deployment vs StatefulSets

{{— if and .Values.zabbixProxy.enabled -}}

i : plate "zabbix.deployment.apiVersion™ . }}
kind: Deployment

motadata: {{- if .Values.zabbixserver.enabled }}

name: zabbix-proxy

labels: apiVersion: apps/vl
% app: zabbix kind: Statefulset

tier: proxy metadata:

%-SPEG E name: {{ template "zabbixz.fullnhame™ . }}-zabbix-server

selector: = labels:
T matchlLabels: i app: {{ template "zabbix.fullname™ . }}-zabbix-server
- name: zabbix-proxy . .

replicas: ° app. kubernetes. 10/1:13.1113 : zabblx—§erver
5 template: helm.sh/chart: {{ include "zabbix.chart™ . }}

metadata: app.kubernetes.io/instance: {{ .Release.Name }}-zabbix-server
% labels: L app.kubernetes.io/managed-by: {{ .Release.Service }}-zabbix-server
name: zabbix-proxy Clspec:
app: zabbix replicas: {{ .Values.zabbixserver.replicaCount }}
o spec: serviceName: {{ template "zabbix.fullname"™ . }}
E containers: ) — SnllaEiETEs
T ] :::ge : zi?t{uf;ziizz. zabbixProxy.image.repository }}:{{ matchLabels: . .
imagePullPolicy: {{ .Values.zabbixProxy.image.pullPolic app: {{ template "zabbix.fullname" . }}-zabbix-server
= ports: H  template:
g - containerPort: {{ .Values.zabbixProxy.service.port & metadata:
protocol: TCP = labels:
F name: 10051-tecp app: {{ template "zabbix.fullname" . }}-zabbix-server
app.kubernetes.io/name: zabbix-serwver
helm.sh/chart: {{ include "zabbixz.chart™ . }}

app.kubernetes.io/instance: {{ .Release.Name }}-zabbix-server
app.kubernetes.io/managed-by: {{ .Release.Service }}-zabbix-server

BB .Deployments®: stateless applications - ,StatefulSets*: stateful applications
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Zabbix meets Kubernetes

Installing Zabbix in K8s using Helm
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Installing Zabbix using Helm

Install Zabbix Helm repository:

[serveradmin@k8s-master demo]$ helm repo add cetic hittps://cetic.github.io/helm-charts
"cetic” has been added to your repositories
[serveradmingk8s-master demo]$ helm repo update
Hang tight while we grab the latest from your chart repositories...
..Successfully got an update from the "metallb" chart repository

..Successfully got an update from the "nfs-subdir-external-provisioner™ chart repository
..Successfully got an update from the "cetic" chart repository

...Successfully got an update from the "prometheus-community” chart repository

Update Complete. sHappy Helming!s

[serveradmingk8s-master demo]$ I

Create values_zabbix.yaml (skeleton with defaults):

ik8s-master demo]$ helm show values cetic/zabbix » zabbix wvalues.yaml
ingk8s-master demo]$ ||

“IntelliTrend. 5
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Installing Zabbix instance

Edit zabbix_values.yaml: GNU nano 2.9.8
- Disable Postgres deployment since we use an external DB
- Set DB_ SERVER_HOST to address of external DB
- Set username, password and database name as required

zabbixserver:
enabled: true
replicaCount: 1
hostPort: false

postgresql: hostIP: ©.6.8.0
resources: {}

enabled: Falsel image:
auth: repository: zabbix/zabbix-server-pgsql

enablePostgresUser: true tag: ubuntu-6.9.0

pullPolicy: IflotPresent

postgresPassword: "zabbix pwd”

" =_m llr CI t :
username: "zabbix pullsecrets: []

DBE_SERVER_HOST: "172.28.28. 19!*

password: “zabbix"
DB_SERVER_PORT: "5432"
database: “zabbix"

POSTGRES_USER: "zabbix™

POSTGRES PASSWORD: "zabbix™
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Installing Zabbix instance

Create helm release ,zabbix-1" in namespace ,zabbix":

LAST DEPLOY
NAMESPACI
STATUS: depls
REVISION: 1
TEST SUITE: None
NOTES:

Get the application URL by running these command
export POD_NAME=$(kubectl get pods --namespace zabbix -1 "app=zabbix-1-zabbix-web" -o jsonpath="{.items[8].metadata.name}")
export CONTAINER PORT=%(kubectl get pod --namespace zabbix $POD NAME -o jsonpath="{.spec.containers[@].ports[@].containerPort}™)
echo "Visit htt .8. 888 to use your applic
kubectl --namespa ix orward $POD_NAME

[serveradmingk8s-master demo]$ I

Pods for ,zabbix-1“ after installation

Contain... Restaris Controll... Node
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Running Zabbix instance

Zabbix server for ,zabbix-1“ initializing database:

Pod zabbix-1-zabbix-server-0 X

*= Preparing Zabbix server

_ _ Zabbix server for ,zabbix-1“ starting:
*= Using POSTGRES_USER variable from ENV

== Using POSTGRES_PASSWORD variable from ENV

P ix-1-zabbix-server-0 X -+
* DB_SERVER_HOST: 172.20.22.100 :

* DB_SERVER_PORT: 5432 : : : :

= DB_SERVER_DBNAME: zabbix server #34 started [trapper #3]

- #35 started [t 24
= DB_SERVER_SCHEMA: public server #35 started [trapper #4]
server #36 started [trapper #5]
server #37 started [icmp pinger #1]
== patabase "zabbix" already exists. Please be careful with database owner! server #43 started [history poller #5]

raassssssssssassasss

*= Creating 'zabbix" schema in PostgreSQL server #5 started [alerter #2]
server #44 started [availability manager #1]
server #45 started [trigger housekeeper #1]
server #46 started [odbc poller #1]
server #39 started [history poller #1]
server #38 started [alert syncer #1]
server #42 started [history poller #4]
261:2022041 server #40 started [history poller #2]
262:2022041 server #41 started [history poller #3]
239:20220412:120641.351 item "Zabbix server:zabbix[process,ipmi poller,avg,busy]” became not supported: No "ipmi poller” processes started.
item "Zabbix server:zabbix[process,java poller,avg,busy]™ became not supported: No "java poller™ processes started.
item "Zabbix server:zabbix[process,ipmi manager,avg,busy]” became not supported: No "ipmi manager™ processes started.
239:20220412:120647.406 item "Zabbix server:zabbix[process,snmp trapper,avg,busy]” became not supported: No "snmp trapper” processes started.
247:2022041. 20648.270 enabling Zabbix agent checks on host "Zabbix server interface became available
239:20220412:120648.417 item "Zabbix server:zabbix[process,vmware collector,avg,busy]” became not supported: No "vmware collector™ processes started.
item "Zabbix server:zabbix[vmware,buffer,pused]” became not supported: No “vmware collector” processes started.
item "Zabbix server:zabbix[process,report writer,avg,busy]” became not supported: No “report writer™ processes started.
239:20220412:120659.485 item "Zabbix server:zabbix[process,report manager,avg,busy]™ became not supported: No "report manager” processes started.
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Running Zabbix instance — Pods

Namespace Containers

Pod ,zabbix-1-zabbix-server-0“
- container zabbix-server
- container zabbix-agent

Pod ,zabbix-1-zabbix-proxy-0*
- container zabbix-proxy
- container zabbix-agent

1]
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Zabbix meets Kubernetes

Rescale a deployment
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Rescaling Zabbix frontend deployment

Rescale zabbix-web deployment from 1 to 3 replicas:

[serveradminigk8s-master demo]$ kubectl scale --replicas=3 -n zabbix deployment/zabbix-1-zabbix-web
deployment.apps/zabbix-1-zabbix-web scaled

[ serveradmingk8s-master demo]$ I

Additional replicas are being deployed:

Service for zabbix-web now picks a random available pod when accessing the web-frontend

B Because of its app design, Zabbix Web-Frontend runs great with replicas

=
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Zabbix service accessibility

Namespace Cluster IP External IP

Selector

Using the default Helm Chart service setup so far:

Web frontend has assigned a node port 32411 (random port between 30000 and 32768) and can be
accessed via any node from the outside:

e http://172.20.22.100:32411/
* http://172.20.22.101:32411/
e http://172.20.22.102:32411/
* http://172.20.22.103:32411/

Agent, proxy and server are ClusterlP services - only allow cluster-internal communication

ZAB B I X © Copyright 2022 IntelliTrend GmbH e Germany e www.intellitrend.de
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Zabbix meets Kubernetes

Make services accessible
from outside the cluster

|}
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Make services accessible from outside

* Some services are only accessible inside the cluster
* Some services use ,unsual“ ports per default
* Non-HTTP based TCP / UDP services cannot be easily routed

Cloud services like AWS, Azure or GCS provide load balancers as a solutions to this

How to solve this in a self-hosted cloud environment?
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Make services accessible from outside

MetalLB

* Provides a load balancer usable in self-hosted cloud environments
* Assigns IP addresses and ports to services

Add Helm repo and install MetallLB to the cluster

[se admingk8s-master demo]$ helm repo add metallb https://metallb.github.io/metallb
”metallb” has been added to your repositories
s-master demo]$ helm repo update

ol . .
Hang tlght while we grab the latest m your chart repositories... CO f th I P_ a e
ssfully got an update from the i n I WI r n
= ssfully got an update n the "nf i chart repository
ssfully got an update C
ssfully got an update from the "pi -C i chart repository
. sHappy Helming!e
s-master demo]$ helm install metallb metallb/metallb --namespace metallb reate-namespace - metallb values.yaml --version "8.11.8"

[serveradmingk8s-master demo]$ cat metallb values.yaml
configInline:
address-pools:

- name: default

: deployed
RE\I'I;IOP 1
TEST SUITE: Mone
NOTES:
MetallB is now running in the cluster.
LoadBalancer Sel in you uster are now available on the IPs you
defined in MetallB"s configuration:

config:
address-pools:

name: default
protocol: layer2

To see IP assignments, try “kubectl get s
[s dmin@k8s-master demo]$ I
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Reconfigure Zabbix for MetallLB

Adjust zabbix_values.yaml to use type LoadBalancer instead of ClusterIP

POSTGRES PASSWORD: "zabbix™

POSTGRES DB: "zabbix"
service:

type: LaadBalancerﬂ

clusterIP:
port: 18851
nodePort: 31851

annotations: {}

extrabnv: {}
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Zabbix Services via MetalLB

Upgrade release ,zabbix-1" after the change to zabbix_values.yaml

[serveradmingk8s-master demo]$ helm upgrade -n zabbix -f zabbix values.yaml zabbix-1 cetic/zabbix
Release "zabbix-1" has been upgraded. Happy Helming!

NAME: zabbix-1

LAST DEPLOYED: Tue Apr 26 15:18:37 2082:

MAMESPACE: zabbix

STATUS: deployed

REVISION: 11

TEST SUITE: Mone

MNOTES:

Get the application URL by running these commands:
export POD MAME=%(kubectl get pods --namespace zabbix -1 "app=zabbix-1-zabbix-web" -0 jsonpath="{.items[@].metadata.name}")
export CONTAIMER PORT=%(kubectl get pod --namespace zabbix $POD NAME -o jsonpath="{.spec.containers[@].ports[@].containerPort]}”)
echo "Visit http://127.8.8.1:8888 to use your application™
kubectl --namespace zabbix port-forward $POD NAME 8888:3$CONTAINER_PORT

[ serveradmingk8s-master demo]$ I
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Zabbix Services via MetalLB

Service for Zabbix server now has the type ,LoadBalancer” and an external IP address

Namespace

Cluster IP External IP Selector

Zabbix server is accessible outside the cluster using:
* External IP 172.20.22.110
* Port 10051

1]
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Zabbix meets Kubernetes

Real world challenges

]
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Kubernetes - Real world challenges

When installing applications in a kubernetes cluster you might face some more challenges

* How to ensure a consistent application configuration? @
* How to track configuration changes?

-/

How to manage passwords/secrets in configuration files?

1]
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Introducing Flux

Flux offers a GitOps solution for Kubernetes

* K8s configuration is synchronized with Git repositories, which gives:
* Proper versioning
* Easy rollbacks
* Consistent config states

* Flux is deployed on the cluster and controls it via the Kubernetes API

* Instead of ,kubectl apply® or ,kubectl create”, changes are commited and pushed to Git
repositories

* Flux polls the Git repositories for changes and performs automatic rollouts in the cluster
when required

] See https://github.com/fluxcd/flux2
ZAB B I X © Copyright 2022 IntelliTrend GmbH e Germany e www.intellitrend.de
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Real world challenges - Flux/Git

Push images Image Pull images meta
Registry
Poll
App-1
Commit
NO kubectl
X App-n
Sync
Commit | | A
Flux Git App Git
* Flux base configuration * App Helm release config
. * References to App repositories * Other K8s YAML config files
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Real world challenges - SOPS

Mozilla SOPS manages encrypted information in text
f||eS — Supported by FIUX 1: ENC[AES256_GCM,data:Tr70=,ivil-,aad:No=,tag:k=]

* Sensitive values are encrypted and encoded into
special Base64 strings

* Uses asymmetric cryptography with one or multiple
public/private key pairs

* Flux receives private key as a secret and
automatically decrypts encrypted YAML files from
Glt repOSItorIeS on the ﬂy . ms :ap-southeast-1:65 58:key/9806a8aa-8fab-4c14-930e-a2dfb916deld

Ff2e-c5F1-4040-043a-047

7301B491B3F21

* Only owners of the private keys can view and edit
the encrypted Values, mUItlple owners are pOSSIble I'|QIH.L\E!':§EEHELIP e yHuF2 c10GaDs@MzI+ZUECMXVMRNPUSA

77777 END PGP MES

* Support for Hashicorp Vault, AWS, Azure, GCS

. etc.
] | See https://qgithub.com/mozilla/sops
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SOPS — Encryption example

$ cat credentials.yaml

edentials.yaml

tion Warning: GPG key fetching r within sops will be removed in a futu ion of sops.

UTTRhSgN4AWBm79boaefAxQ==, type: str]
ts=, tag: cskVOEZBGW2FnozNriWGEPw==, type: st

WEInk4YLgg7yjhPaFoMyvlyVnd15cPb11EAZdR

hQEMAYUpShNKFB/AQT/U16Wg+X6008rI8b/Dpre
xLPkReygXU4BhOzp11bL ZHMSANY ths/VOSb

! mh
"oxpoVPLbliited7q
BAsi9pWmG!

BCuXcAhGk7
XGDBabBjUua/,

1]
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Zabbix meets Kubernetes

Zabbix Kubernetes Monitoring
Overview

|}
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Kubernetes Monitoring

Zabbix 6.0 LTS added Kubernetes monitoring

* Cluster node monitoring - Kubernetes nodes by HTTP
* Item and host discovery via Kubernetes API
* Monitors individual nodes through Zabbix Agent, deployed via a Kubernetes ,DaemonSet®
* Triggers for high resource utilization and resource limit violations

* Cluster component monitoring - Kubernetes cluster state by HTTP
* Item discovery via Kubernetes API
* Monitors K8s objects: deployments, daemonsets, replicasets, pods, services, endpoints etc.
* Triggers for unhealthy pods

* More Kubernetes Templates
* Kubernetes API server by HTTP, Kubernetes Controller manager by HTTP
. * Kubernetes Scheduler by HTTP, Kubernetes kubelet by HTTP

ZAB B I X © Copyright 2022 IntelliTrend GmbH e Germany e www.intellitrend.de - nteIIiTren-q= 36
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TPL - Kubernetes nodes by HT TP

Discovery of nodes via API

ZABBIX

PREMIUM PARTNER

Node discovery via
HTTP based API

© Copyright 2022 IntelliTrend GmbH e Germany e www.intellitrend.de

Query metrics via
Zabbix-Agent
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TPL - Kubernetes cluster state by HTTP

HTTP Prometheus Metrics API

Component
discovery via
HTTP based API

Query metrics via
HTTP based API
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| ]
S

PREMIUM PARTNER IT-ServicesM M




Zabbix meets Kubernetes

Zabbix Kubernetes Monitoring
Setup

|}
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Kubernetes Monitoring - Setup

Install the repo, install and configure the Zabbix Monitoring Helm Chart:

8s-master demo]$ helm repo update
le we grab the latest from your chart repositories...
essfully got an update the
essfully got an update the
essfully got an update from the
essfully got an update the c” chart repositor
-c sfully got an update from the "prometheus-community™
Update Complete. sHappy Helming!s
[serveradmingk8s-master demo]$ helm show €
.ansible/ .bash_logout . c / / - metallb/ .python_history . / .wget-hsts
.bash_history .bash_profile d ! stes/ /! -pylint.d/ shared/ ; p

in

i bn
£ c

in
=

8s-master demo]$ helm install zabb abbix-cl 1X zabbix
zabbix values original.yaml
bbi: 5 ix zabbix monitoring values.yaml

Thu Apr 14
NAMESPACE: monitoring
STATUS: deployed
REVISION: 1
TEST SUITE: Mone
NOTES: name: Z
Thank you for installing zabbix-helm-chrt. value:

Your release is named zabbix. name: ZBX SERVER_PORT
Zabbix agent installed: ix/; i 2 i 6. 1eas51
proxy installed i ix-proxy-sqlite3
X_DEBUGLEVEL

Before install, configure the Zabbix-Server

|}
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Kubernetes Monitoring — Access AP|

Obtaining the token for the Zabbix service account via command line from the secret ,zabbix-service-account*

[serveradmin@k8s-master demo]$ kubectl get secret zabbix-service-account -n monitoring -o jsonpath={.data.token} | baseé4 -d && echo

aster demo]$ JJ

* Inside the cluster, the Kubernetes API server is reachable via:
https://kubernetes.default/api

* DNS schema: <service name>.<namespace>

* Authorization via token in HTTP header example:
»2Authorization: Bearer eyJhbGciOiJSUzI1Nilsl...,,

]
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https://kubernetes.default/api

Kubernetes Monitoring — Register Proxy

Adding the K8s proxy to the Zabbix config.

Proxies

Proxy  Encryption

* Proxy name | zabbix-kBs-proxy
Proxy mode Active Passive

Proxy address

Description
Proxies
Filter 7
Name Mode Active | Passive
Update | Clone | | Delete | | Cancel
Name a Wode Encryption Compression Last seen (age) Host count Item count Required performance (vps: Hosts
zabbix-ks-proxy Active [ None | Ea 1= 0 0 0
Displaying 1 of 1 found
0 selected

1]
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Kubernetes Monitoring — NodeDiscovery

Creating new host for Kubernetes nodes, setup template and macros

New host

Host IPMI  Tags Macros2 Inventory  Encryption  Value mapping

* Hostname | Kubemnetes Nodes

Visible name

| Templates I Select

*Groups Select

Interfaces Type  IP address DNS name Connectto Port Ce
Agent | 127.0.0.1 ﬂ ons || 10050 « New host
Ad Host IPMI Tags Macros2 Inventory Encrypfion  Value mapping
Description Hostmacros
Macro Effective value Template value Global value (configure
HERERITRE LT :’mps Hkaneraetes defauluan Remove = Kubernetes nodes by HTTP: "<PUT YOUR KUBERN
Kubernetes APl endpointin the format <scheme=Ji=host= <port=fapi
{SKUBE API TOKEN) T ——— T~
WMonitored by proxy | (no proxy) v
Enabled |+

Remove = Kubemetes nodes by HTTP:™

Service account bearer token

1]
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Kubernetes nodes by HT TP

Mame &

Kubelet discovery: Kubelet kBs-master
Kubelet discovery: Kubelet worker1
Kubelet discovery: Kubelet worker2
Kubelet discovery: Kubelet worker3
Kubernetes Cluster

Kubernetes Modes

Zabbix server

ltems

ltems 324

ltems 357

ltems 318

ltems 332

Items a29

ltems 248

ltems 124

Triggers Graphs
Triggers Graphs
Triggers Graphs
Triggers Graphs
Triggers Graphs
Triggers 147 Graphs
Triggers 71 Graphs

Triggers 72 Graphs

Discovery Web Interface Proxy Templates
16 Discovery £  Web 172.20.22.100:10050 Kubernetes kubelet by HTTP
12 Discovery 4 Web 172.20.22.101:10050 Kubernetes kubelet by HTTP
16 Discovery £  Web 172.20.22.102:10050 Kubernetes kubelet by HTTP
17 Discovery £  Web 172.20.22.103:10050 Kubernetes kubelet by HTTP

Discovery 15 Web 127.0.0.1:10050 Kubernetes cluster state by HTTP

Discovery 2 Web 127.0.0.1:10050 Kubernetes nodes by HTTP

23 Discovery 4  Web 127.0.0.1:10050 Linux by Zabbix agent, Zabbix server health

Nodes are discovered and added automatically as hosts in Zabbix

That manually created host discovers addititonal items

1]
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Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Availability Agent encryption Info Tags
addr: 172.20.22.100
addr: 172.20.22.101

ZBX

addr: 172.20.22 102

addr: 172.20.22 103

Displaying 7 of 7 found

IntelliTrend-
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Kubernetes Monitoring — ClusterState

Creating new host for Kubernetes cluster state, setup template and macros

New host

Host IPMI  Tags Macros 3 Inventory  Encryption  Value mapping

* Hostname | Kubernetes Cluster

Visible name
I Templates |QULENECEREIECIEIECRTIINIGES 3 I Select
New host
Interfaces Type IP address DNS name Connectto Port Defat Host IPMI  Tags Macros 3 Inventory Encryption  Value mapping
Agent | 127.0.0.1 n DNS || 10050 ® F Hostmacros GG R
Add Macro Effective value Template value Global value (configure)
{SKUBE APIHOST} kubernetes default Remove = Kubernetes cluster state by HTTP: "<PUT YOUR KU_
Description
Kubernetes AP| host
{EKUBE.APL.PORT} 443 Remove = Kubemetes cluster state by HTTP: 64437
Kubernetes API port
{SKUBE APITOKEM} T~
Monitored by proxy | (no proxy) ~
Enabled |+

Remave = Kubernetes cluster state by HTTP: ™

Service account bearer token

ZAB B I X © Copyright 2022 IntelliTrend GmbH e Germany e www.intellitrend.de
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Kubernetes cluster state by HT TP

Name a Triggers Key Interval History Trends Type Status Tags
«s+ Replicaset discovery: Kubernetes: Get state metrics: Kubernetes: N [leut tern] R [coredns-f9fd979d6]: Replicas Triggers 1 kube.replicasetreplicas[kube-system/coredns-19fd97 9d6] 7d 365d  Dependentitem  Enabled
sss Daemonset discovery: Kubemnetes: Get state metrics: Kubernetes: Namespace [metallb] Daemanset [metallb-speaker): Desired kube daemonset desired[metallb/metallb-speaker] 7d 365d  Dependentitem Enabled
sse  Daemonset discovery: Kubemetes: Get state metrics: Kubernetes: Namespace [metallb] Daemaonset [metallb-speaker]: Misscheduled kube daemonset misscheduledimetallb/metallb-speaker] 7d 365d  Dependentitem  Enabled
«se Daemonset discovery: Kubemetes: Get state metrics: Kubernetes: Namespace [metallb] Daemaonset [metallb-speaker]: Ready kube.daemonsetreadyimetallbimetallb-speaker] 7d 365d  Dependentitem  Enabled
+s+  Daemonset discovery: Kubemetes: Get state metrics: Kubemetes: Namespace [metallb] Daemenset [metallp-speaker): Scheduled kube.daemonset.scheduledmetallb/metallb-speaker] 7d 3650 Dependentiten  Enabled
«se Daemonset discovery: Kubemetes: Get state metrics: Kubernetes: Namespace [metallo] Daemonset [metallb-speaker]: Updated number scheduled kube.daemonsetupdated/metallibimetallb-speaker] 7d 365d  Dependentitem  Enabled
+ss  Deployment discovery: Kubemetes: Get state metrics: Kubernetes: Namespace [metallo) Deployment [metallo-controller]: Paused kube.deplayment spec_pausedmetallbimetallo-contraller] 7d 3650 Dependentitem  Enabled
+ss Deployment discovery: Kubemetes: Get state metrics: Kubernetes: Namespace [metallo] Deployment [metalla-controller]: Replicas Triggers 1 kube.deployment replicas[metall/metallo-controller] 7d 365d  Dependentitem  Enabled
ss« Deployment discovery: Kubemetes: Get state metrics: Kubernetes: Namespace [metallb) Deployment [metallb-coniroller] Replicas available Triggers 1 kube deployment replicas_available|metallb/metallb-controller] 7d 365d  Dependentitem Enabled
«ee Deployment discovery: Kubemetes: Get state metrics: Kubernetes: Namespace [metallb] Deployment [metallb-controller] Replicas desired kube deployment replicas_desiredmetallb/metallb-controller] 7d 365d  Dependentitem  Enabled
«se  Deployment discovery: Kubernetes: Get state metrics: Kubernetes: Namespace [metallb) Deployment [metallb-contraller: Replicas unavailable kube.deployment replicas_unavailable[metalloimetallo-contraller] 7d 365d  Dependentitem  Enabled
s+« Deployment discovery: Kubemetes: Get state metrics: Kubernetes: Namespace [metallb) Deployment [metallo-coniroller]: Replicas updated kube.deployment.replicas_updated|r 7d 365d  Dependentitem  Enabled
ss« Deployment discovery: Kubemetes: Get state metrics: Kubernetes: Namespace [metallb) Deployment [metallb-coniraller]: Rollingupdate max unavailable kube. deployment max_un: -controller] 7d 365d  Dependentitem Enabled
e Pod discovery: Kubemetes: Get state metrics: Kubemetes: Namespace [metallb] Pod [metallb-controller-5488f4c94b-Is7ka): Containers CPU limits kube.pod.containers_limits.cpur ontroller-54884c945-157k] 7d 365 Dependentitem Enabled [Ty T e e |
«s Pod discovery: Kubernetes: Get state metrics: Kubemnetes: Namespace [metallb] Pod [metallb-controller-5488f4c94b-1s 7ka): Containers CPU requests kube.pod. iners.requests.cpulm antroller-5483f4c946-1s7k9) 7d 365d  Dependentitem Enabled [EETTRENATT) MERE A e |
e Pod discovery: Kubemetes: Get state metrics: Kubemetes: Namespace [metallb] Pod [metalib-controller-5488f4c94b-Is7ka]: Containers memory limits kube.pod.containers limits memonys troller-548814ca4b-157ka] 7d 365 Dependentitem Enabled [Ty T e e |
«se  Pod discovery: Kubernetes: Get state metrics: Kubernetes: Namespace [metallb] Pod [metallb-controller-5488f4c04b-1s7ka): Containers memory requests kube.pod. i requests. memor ontroller-5488f4c04b-1s7ka] 7d 365d  Dependentitem Enabled [EITTRINAT) MR e |
«ee  Pod discovery: Kubernetes: Get state metrics: Kubemnetes: Namespace [metallb] Pod [metallb-controller-548814c94b-1s 7k9): Containers ready kube.pod.containers_ready[metalloimetallo-controller-5488f4c940-Is7k9)] 7d 365d  Dependentitem  Enabled [EITInaer (Enr R |
+ss Pod discovery: Kubernetes: Get state metrics: Kubemetes: Namespace [metallb] Pod [metallb-controller-5488f4c94b-1s 7k9): Containers restarts Triggers 1 kube.pod _restarts[r itroller-5488f4c94b-1s 7kg] 7d 365d  Dependentitem Enabled [T (R eI |
ss« Pod discovery: Kuberneles: Get state metrics: Kubernetes: Namespace [metallb] Pod [metallb-controller-5488f4c94b-1s7k9): Containers running kube pod _running]r itroller-5488f4c94b-1s7k9) 7d 365d  Dependentitem Enabled |
eee  Pod discovery: Kubernetes: Get state metrics: Kubernetes: Namespace [metallb] Pod [metallb-controller-5488f4c04h-1s7ka]: Containers terminated kube pod iners_termir ontroller-5438f4c04b-Is 7ka] 7d 365d  Dependentitem  Enabled |

Depending on the complexity of the cluster, several thousand items may get discovered

Filtering via namespace macro is recommended!
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Latest data:

Host

Kubelet kBs-master

Name a

Kubernetes: Pods running ﬂ

Kubelet ke ister ernetes: Vil
Kubelet kBs-master Kubernetes: [container_status] O , P50 ﬂ
Kubelet k8s-master Kubernetes: [container_status] Operations, p90 2]

Kubelet kis-master

Kubelet kBs-master

Kubernetes: [container_status] Operations, pas ﬂ

Kubernetes: [container_status] O , p9g ﬂ

Kubelet ke

ister

Kubelet kBs-master

Kubernetes: [container_status] Runtime operations bucket: 0.005 ﬂ

Kubelet kBs-master
Kubelet k&s-master

Kubelet

ister

Kubelet kBs-master

Kubernetes: [container_status] Runtime operations bucket 0.01 [ ]
0.025 &
0.05 @

Kubernetes: [container_status] Runtime operations bucket 0.1 B

Kubernetes: [container_status] Runtime operations buck

Kubelet kBs-master
Kubelet k&s-master

Kubelet kBs-master

Kubernetes: [container_status] Runtime operations bucket 0.5 B

025 @

Kubernetes: [container_status] Runtime operations bucket: 1 ﬂ

Kubernete

[container_status] Runtime operations bucki

Kubelet

ister

Kubelet kBs-master

Kubernetes: [container_status] Runtime operations bucket 5 ﬂ

Kubelet kBs-master

Kubernetes: [container_status] Runtime operations bucket: 10 n

Kubelet k&s-master

ZABBIX
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Kubernetes: [container_status] Runtime operations total, rate [l

© Copyright 2022 IntelliTrend GmbH e Germany e www.intellitrend.de

Last check

50s

34s

40s

408

40s

408

408

40s

Kubelet kB8s-master

10 Graph
177GB Graph
s Graoh
s Grash

Kubelet kBs-master: Kubemetes: Namespace [kube-system] Pod [kube-proxy-s86q8] CPU: System seconds, total

Lastvalue Change Tags Info

1m 51555
1m 51.55
1m 51455
1m 5145
1m 51.355
1m 5135
1m 51.255
§g § & & 8 & :t &8 B § §P P E PR ORGP E RGO OE B EZZ G EE O
o & & 4 4 & & 4 4 & & & 4 94 94 & & 4 08 o5 00804 042w 808 %80 @
5 &
+ &
3 S
last min avg ax
B Kubemetes: Namespace [kube-system] Pod [kube-proxy-s86q8] CPU: System secends, total  [alll  1m 51s510ms  1m 51s280ms  1m 515 398.17ms  1m 51s510ms
Kubelet k8s-master: Kubemetes: Namespace [kube-system] Pod [kube-proxy-s86q8] CPU: User seconds, total
3m13.2s
am13ls
3m 135
3m 12.95
3m 12.85
3m12.7s
- 4 o @w = o = e = =2 o 3 w @ o o 4 w = o o =3 w @ o 8 = w om —
o & & 8% 8 ¥ 3 # =® % % 3§ % % § oy & & B 2 g g g 5 5 4 3 8H 7 o
s 8 4 4 8 8 4 8 8 A & & & 4 & & § 8§ & o 8§ 7 & &8 § & & & & 9
b b
= E
2 2

last min avg max
B Kubemetes: Namespace [kube-system] Pod [kube-proxy-s86q8] CPU: User seconds, total =& 3m 13s 140ms 3m 125 730ms 3m 125938.17ms  3m 13s 140ms




Zabbix meets Kubernetes

Smart monitoring and self-deployment in cloud
environments made easy A

Questions?

E=' - Contact: Wolfgang Alper
IntelliTrend-

M-ServicesH M wolfgang.alper@intellitrend.de

B IntelliTrend IT-Services GmbH www.intellitrend.de
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Zabbix meets Kubernetes

Smart monitoring and self-deployment in cloud
environments made easy A

Thank you!

E=i telliT J Contact: Wolfgang Alper
nellirenG-

. — wolfgang.alper@intellitrend.de
B IntelliTrend IT-Services GmbH www.intellitrend.de
1]
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