
TOMASS BROSS
TECHNICAL SUPPORT ENGINEER

PUTTING YOUR MIND AT 
EASE: ALERTING AND 
ESCALATION BEST 
PRACTICES



WHAT ARE ACTIONS 
AND ESCALATIONS?
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Trigger events

Internal events

Service events

Discovery events

Auto-registration events

WHAT ARE EVENTS?
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Specify conditions

Execute operations / escalations

WHAT ARE ACTIONS?
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Operations that you define when creating an action

Escalations include:

• Sending notifications
• Executing scripts / commands
• Escalating unresolved problems

WHAT ARE ESCALATIONS?



SO, WHEN ARE YOU 
GOING TO TALK ABOUT 
BEST PRACTICES?
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Setting up actions involves using triggers

Keeping a good structure ensures less confusion

Have a clear naming convention:

• Service unavailable: Port 22 (SSH)
• Interface eth0: High bandwidth usage

1. KEEPING A GOOD STRUCTURE
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Flapping triggers are a headache

You can combat flapping triggers by: 

• creating dependent triggers
• Delaying notifications

2. CONFIGURING TRIGGERS
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Understanding how step duration works in actions

Delaying notifications by 5-10 minutes

3. DELAYING NOTIFICATIONS
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Items might become unsupported

Triggers go into unknown state

Suddenly, you’re not getting notifications anymore

4. UTILIZING INTERNAL ACTIONS
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Keep working hours in mind

Assign corresponding problem severity to the notification type

5. DO NOT DRIVE YOUR SYSTEM 
ADMINISTRATORS CRAZY
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Intentional spam can be a useful thing

Having the desire to stop receiving SMS messages every 2 minutes is a 

powerful motivator

6. BUT ALSO DO DRIVE YOUR SYSTEM 
ADMINISTRATORS CRAZY ?
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Create user groups for notification purposes

Specify which groups should be notified when escalations are taking place

Allows you to not send useless information to parties which are not interested 

in the problem

7. CREATE USER GROUPS
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Allows to temporarily suppress problems

If a problem arises during maintenance period, escalation operations will start 

after the maintenance period is done

Two maintenance modes supported:

• With data collection
• Without data collection

8. MAINTENANCE MODE AND PROBLEM 
SUPPRESSION
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TOMASS BROSS
TECHNICAL SUPPORT ENGINEER

QUESTIONS ?



TOMASS BROSS
TECHNICAL SUPPORT ENGINEER

THANK YOU FOR YOUR 
ATTENTION!
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