




   



















              

              



              

              

       



Operators

Integrators

Zabbix Admins

User based

Admin based

Super admin 
based

• View dashboards
• Acknowledge problems
• No configuration access

• Manage templates
• Created dev hosts
• Limited set of host/template groups

• Full configuration access
• Managing other user’s permissions
• Controlling infra-administration



Database Zabbix server Proxy database

Zabbix Web GUI HashiCorp / 
CyberArk vault

Zabbix proxy







Processes
Unexpected running 

processes

Services
New services

Ports
Sudden open ports

Files
Important file modified

Users
Unusual behavior

Certificates
Expired certificated

Server/
Application
monitored

Zabbix 
generates 

events



Monitored infrastructure

Server

Containers

Cloud

Applications

OpenTelemetry

Traces
• Request flows
• Authentication
• Service interactions

Metrics
• Error rates
• Resources
• Traffic

Logs
• System logs
• Application logs
• Security events

Events
• User logins
• Activity
• Modifications

OpenTelemetry
collector

Backend storage Zabbix

Zabbix proxy

Receive
Preprocess

Filter

Clickhouse
Store

Aggregate

Correlate

Detect and 
alert

Visualize



Zabbix collects data

Events detected

09:01 New processes detected
09:02 New listening port
09:03 File modified
09:04 Outgoing request
09:05 Sudoers modified

Zabbix CEP Validate Respond Verify

Conditions?
Asset type?

Maintenance?
Expected?

Authorized?

Create SOC incident

Notify involved

Check service state

• Verify source of 
events

• Time window
• Exclude false 

positive
• Use tags

Run remediation

Disable or isolate

Check ports

Check involved 
systems

Monitor for recurrence





Attacker

• faster reconnaissance

• automated attack attempts

• credential attacks

• rapidly generated malicious activity

• adaptive behavior

Defender

• analyze large volumes of telemetry

• identify unusual behavior

• correlate events

• assist investigation

• recommend actions



Zabbix MCP AI Analysis Verify

Zabbix
• Unified access
• Configuration review
• History data access
• Event 

Machine learning Human/Policy
review

Pattern recognition

Additional correlation

Authorized action

Verify result

Zabbix collected telemetry

Traces
• Request flows
• Authentication
• Service interactions

Metrics
• Error rates
• Resources
• Traffic

Logs
• System logs
• Application logs
• Security events

Events
• User logins
• Activity
• Modifications

Actions
• Read data
• Query, search
• Integrate

Policy verification





                     

Zabbix Bridge adapterZabbix BridgeMobile application





Monitored infrastructure

Server

Containers

Cloud

Applications

Zabbix

Observe Verify Analyze Correlate Respond

SIEM

Mobile 
bridge

Verify again

Authorize 
action
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