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The Zero Trust
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Observability changes with the times
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Mobile Cloud

Trusted users Monitoring

Traditional environment Modern environment

Everything is transparent and secluded Varieties of different access types from different networks
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Using Zabbix to continuously observe, verify and respond

Infrastructure

Servers, networks, applications,
cloud resources, and other
systems being monitored.
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Zabbix

Collects telemetry, detects issues,
correlates events, and provides
observability data.

O

Security/SOC

Analyzes security-related events,
investigates incidents, and
coordinates security response.
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Operators

Use alerts and dashboards to
monitor the environment,
investigate problems, take action.
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The Zero Trust Principles

Zabbix isn't an identity provider or a firewall,
but observability supports Zero Trust by providing visibility into the state and behavior of monitored environment.

VERIFY EXPLICITLY

|dentity, device, application and context

LEAST PRIVILEGE

Provide only the access required

ASSUME BREACH

Continuously monitor and limit impact when
required
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Building a Secure
Observability Foundation
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Zero Trust network segmentation is a cybersecurity
strategy that divides a network into smaller, isolated
zones and applies strict, identity-driven controls over @W

who or what can move between them. / Sam=mms \ / e \

By containing threats to a single segment, it prevents
attackers from moving laterally across the entire
environment if a breach occurs.
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Zabbix proxies for segmentation

Zabbix proxies can collect monitoring data from
different network segments without requiring the
Zabbix server to directly connect to every monitored
device.

Active Proxy
No inbound access — smaller attack surface. /

Firewall-friendly — outbound connection only.

Passive Proxy
No outbound connection — useful when restricted.

More firewall exposure — server must reach the
proxy.
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Securing the Monitoring Channel
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Exchanging data as-is Encrypting data between components

Very simple to configure, easy to share with everyone, even if not willing Still easy to configure, data stays secure, shared between trusted members
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Pre-shared keys

Symmetrical. If both parties share the same PSK
identity and value, the connection will proceed

Multiple ways to encrypt SSL/TLS Certificates
data with Zabbix Asymmetrical. Identity is verified through

certificates and a trusted CA.

Mixed

Depending on environment, both PSK and SSL/TLS
can be utilized
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Zabbix components support all three wait of Users Web Ul Zabbix Database
encryption, but SSL/TLS option allow us to verify the N senver /

certificate Issuer and the Subject of components
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Allow encrypted only, verify issuer and subject g b (AXERT

Server/Proxy — Agents
PSK can be used as well, but in that case unique

PSK identities and keys should be used as much |§§ |

as possible

Frontend/Server — Database
Allow encrypted only, verify issuer and subject

Frontend — Server /
Allow encrypted only, verify issuer and subject
Server — Proxies
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User verification

In a Zero Trust architecture, LDAP or SAML
combined with Multi-Factor Authentication (MFA)
are necessary to replace the traditional network
security as the primary line of defense. Zabbix
provides all the required options:

SAML/LDAP

Centralize identity and access policies, while
SAML enables secure SSO.

MFA

Strengthens Zero Trust by requiring multiple
forms of authentication before access is granted.
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User group User r0|e Access in Zabbix ZABBIX , Network devices

All dashboards / Network devices

99 Dashboards VPTG Cisco c3750  Mikrotik hAP ac @’
ati

* View dashboards 2 weors
Operators User based * Acknowledge problems o up (1) up (1)

br operatio...

2026-09-24 01:10:14 PM

up (1)

\ear Interface etherl(): Operational ... Interface ether3(): Operational... Interface etherS(): Operational... Interface br(): Operational ...
. . atest data
* N f t
O CO n I g u ra I O n a Cce SS Maps ether2 operati... ether4 operati... wlan2 operati... wilan1 opera...

Discovery 2026-09-24 01:10:14 PM 2026-09-24 01:10:14 PM 2026-09-24 01:10:14 PM 2026-09-24 01:10:14 PM

o5 Services down (2) down (2) up (1) up (1)
N o C tea m S Interface ether2(): Operational... Interface etherd(): Operational... Interface wlan2(): Operational ... Interface wilani(): Operatio...

User group Userrole Access in Zabbix ANl Templates

Data collection ~

 Manage templates .
. emplate groups
Integrators Admin based * Created dev hosts PR Name ¥ Target

Host groups . - .
* Limited set of host/template groups N Hinux by Zabbixogent original (D
P Linux by Zabbix agent active m
Template rlosts Linux by Zabbix agent m
team
User group User role Access in Zabbix ZABBIX « » B
. . g\ Users >
(@ - o * Full configuration access e

Zabbix Admins uperaamin * Managing other user’s permissions £ COTTETR G Name « Mode

based

General > USA East Coast: Proxy Baltimore Active |

e Controlling infra-administration |

Audit log USA East Coast: Proxy Boston Active |

Zabbix
administrators

Housekeeping USA West Coast: Proxy Los Angeles Active |

Least privileges principle using Zabbix



Use all the extra features

Zabbix allows to enforce even stricter security using

API Token only access
Allow/Deny specific checks
Secret macros

Vault storage

HashiCorp/CyberArk — extra level on secret
access verification in a segmented storage
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Continuous Verification
Through Monitoring
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Using to enforce Zero trust

Expected state Actual state Compare Deviation
Investigate what is the expected Use items to monitor the current Triggers with items will constantly As soon as there is a deviation
state of behaviour of the monitored real-time state of the entities compare the state of the from expected behaviour be

entity environment alerted and investigate
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Processes
Unexpected running
processes

Observability layer

Zabbix

Services
New services
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Ports
Sudden open ports ‘ \
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— Logs Server/ .
— Application % generates
Events e [ Important file modified events
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— Configuration monitoring

— Application monitoring -

— Network monitoring Unusual behavior

— API-based data collection
— OTEL
— Automated actions

Certificates
Expired certificated
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Monltored mfrastructur\

\

Server

|I==090

J EE
-

::O

Containers

\

@] G |€D

Cloud

/

Applications

\

/ OpenTelemetry \

* Request flows
e Authentication
* Service interactions /

Traces h

Metrics h
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e System logs
* Application logs
* Security events J
Events A
/ \ * User logins
* Activity
* Modifications Y,

/

/OpenTeIemetry\

collector

(7

o

abbix proxy

A

ZABBIX

Receive
Preprocess
Filter

~

/

\_

/ Backend storage\

-

Clickhouse
Store
Aggregate

!

\_

~

\_

Extend even further with OTEL
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/ Zabbix collects data \
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Events detected

09:01 New processes detected

~

09:02 New listening port

09:03 File modified
09:04 Outgoing request
09:05 Sudoers modified
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Verify source of
events

Time window
Exclude false
positive

Use tags
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Conditions?
Asset type?
Maintenance?
Expected?
Authorized?
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Create SOC incident

Notify involved

Run remediation
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Disable or isolate
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Combine Zabbix monitoring with pro-active approach
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Al changes the security
landscape




Al can be both

-

Attacker
* faster reconnaissance
* automated attack attempts
e credential attacks
rapidly generated malicious activity

* adaptive behavior

o

ZABBIX
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Defender
e analyze large volumes of telemetry
* identify unusual behavior
* correlate events
* assist investigation
 recommend actions

a@)
v,




ZABBIX

/Zabbixcollectedtelemetm / Zabbix MCP \ / Al Analysis \ / Verity \
Traces / \

— * Request flows Zabbix (@@
* Authentication « Unified access
* Service interactions . : - :
‘ | Cc.>nf|gurat|on review
* History data access

i C—
Metrics « Event

o\f/ﬂ « Error rates { Machine learning ]

Human/Policy
review

R
. Traffic \_ J
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Pattern recognition J

Logs h
* System logs r . Authorized action
* Application logs Actions . .
* Security events ) « Read data Additional correlation
. Activity Policy verification
* Modifications Y, N 4

Events R S ﬁmignrl;::arm : i
" netity Verify result
AN Y,

Use Zabbix MCP to improve security even further
Al assists the decision process, but does not perform automated actions
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Extending to Mobile
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Make sure the bridge is segmented by the o
network Mobile application K Zabbix Bridge / @bbix Bridge adaptw

Encrypted protocols are in use

Multiple authentication methods already
implemented from Zabbix side
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The Complete Secure
Observability Workflow




a I
Monitored infrastructure { 4| E—

__ ) = ) ;
? S Verify again
{ =g o ) Zabbix v
) a N/ N/ N/ Y S
{ l&%ﬂu@@» Containers [(Q:\__;:E, Q@ ’ | : g Ei/ 5 ,
g ~ ™
- N 0%
© ®
Cloud Observe Verify Analyze Correlate || Respond /@\
N Y
s ~ Authorize
(D . action
=1 Applications
=] App
N = Y
\ / k N\ N\ VAN N\
\ /




ZABBIX

Thank you!
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