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Why Start?

Why Start?

Zabbix is a great monitoring platform

We believed workflows could be improved

We wanted to experiment a bit with a modern UX

It all started as a focused side experiment



How It Started

How it all started …



How It Started

• The idea was to start small 

• Create some interesting widgets

• Composable building blocks let us prove UX 
ideas without rewriting the whole UI

First Idea:
Let's start building a widget.



How It Started

• The idea was to create a custom dashboard to 
be able to build something on react or vue

• Have more modern widgets, etc..

Step 2 … The Idea ….
Dashboard as a Widget



How It Started

In practice… it got complicated fast.

On paper: elegant



How It Started

The lessons we learned …

The wrong abstraction feels 
clever until it doesn’t. 

Nesting introduced conflicts, 
performance boundaries, and an 
editing model that was hard to 
reason about.



The solution

The Solution: 
A Full UI Beside Zabbix

Not a fork

We didn't replace or modify the 

official Zabbix UI.

Not a plugin

We didn't embed inside Zabbix's 

existing dashboard model.

Parallel deployment

Our app runs alongside Zabbix — same backend, new frontend surface.



The Turning Point

The Turning Point

"What if we rebuilt this?"

Zabbix is an industry-leading monitoring 
platform with rich workflows, and room 
to explore a more modern operator 
experience beside it.

From Side Project to Product

What started as a side experiment with 
modern UX principles evolved into a 
standalone workspace.

Designed for performance and day-to-day 
usability.



The idea ZBXfm-studio

Vue 3 + TypeScript

Modern reactive frontend with a full 

widget framework.

PHP BFF

Backend-for-Frontend proxying securely 

to Zabbix 8.0 JSON-RPC.

Widget Bus

Widgets listen and broadcast host/item 

context across the dashboard.

Monitoring Views

Hosts, latest data, problems, with 

keyboard-friendly filtering and i18n.



Technology stack

Vue 3 + TypeScript

Reactive UI and typed 
contracts for complex 
screens.

Vite

Fast feedback loop and 
modern production builds.

PHP BFF

Natural fit beside Zabbix 
stacks; sessions & proxy.

Vue Router + i18n

Deep links / bookmarks; 
English + Dutch.

Gridstack · MapLibre · 
Cytoscape

Boards, maps, topology 
without reinventing the 
basics.

Vitest + Playwright

Unit + e2e/a11y as the 
surface grows.



Product intent

What we set out to build?

Composable dashboards

Widgets that share context and 

compose into real ops boards.

Operator-first surfaces

Inventory, problems, latest 

data — designed for scanning 

and action.

Full configuration flows

Editors that breathe — not 

squeezed into tiny dialogs.

Own reporting

Availability, top triggers, 

system info, local presets.

Side-by-side deploy

Classic UI stays; studio ships on 

its own cadence.

AI-assisted delivery

Use Cursor seriously — with 

rules and context discipline.



Strategic Development Goals

01 Vue 3 Large interactive workspace needs components and maintainable composition.

02 TypeScript Zabbix APIs are numeric-heavy; types catch field / enum mistakes early.

03 PHP BFF Deploy next to existing stacks without a second runtime culture.

04 Official docs Zabbix 8.0 manuals are the source of truth for semantics.

05 Design tokens One theme system instead of ad-hoc colors per screen.

06 Test tooling Vitest + Playwright keep regressions in check while shipping fast.



Strategic Development Goals

Strategic Development Goals

Efficiency

Faster workflows and 

fewer clicks to access 

critical monitoring data.

UX Modernization

Implementation of 

intuitive navigation and 

contemporary visual 

design.

Compatibility

Remain fully compatible 

with Zabbix APIs while 

running next to the 

classic UI.



Evolution of ZBXfm

The Spark

Initial custom widgets for 

specific client monitoring 

needs.

Experiment

Prototyping dynamic 

dashboard layouts and UX 

flows.

Standalone

Building a dedicated dashboard 

interface as widget.

The Platform

A full-scale frontend 

replacement compatible with 

Zabbix 8.0+.

Evolution of ZBXfm (Zabbix Fully Modified)



From idea to product

Step 1 : We started with the widgets … 

Why this order worked

▸ Validate visuals against real Zabbix data

▸ Learn the API field-by-field

▸ Build a reusable editor + renderer pattern

▸ Low risk: value without a rewrite

▸ Natural path into a larger workspace



From idea to product

Fourteen widget kinds (and growing)

Manifest → editor → renderer — one framework for all

graph

Time series

gauge

Thresholds

stat

KPI tiles

piechart

Distribution

heatmap

Density

Tree map

Hierarchy

problems

Live issues

Top hosts

Rankings

Data overview

Tables

geomap

Geo context

clock

Timezones

timestate

State over time

Host navigator

Host browse

Item navigator

Item browse



From idea to product

Phase 1 : Prove UX

Custom widgets → 

standalone dashboard

•Experiment with modern 
monitoring views

•Validate layout, density, and 
widget ideas

•Low risk: no full Zabbix UI 
replacement yet

Phase 2 : Prove platform

Login + core monitoring via 
PHP BFF

•First vertical slice: problems, 
hosts, latest data

•Sessions and Zabbix 
credentials stay server-side

•REST tailored for the SPA 
not raw JSON-RPC in the 
browser

Phase 3 : Expand 
workspace

Same patterns, broader 
surface

•Configuration, reports, 
users, alerts, dashboards

•Entity drill-downs 
(host/template items, 
triggers, discovery)

•Role-aware navigation on 
every screen transition

“Today” 
ZBXfm-studio runs alongside the classic Zabbix UI
Production-deployable for day-to-day monitoring and configuration
Parity gaps remain, we ship incrementally, not as a big-bang rewrite



From idea to product

What We Learned

1 Start small : widgets first

Composable blocks let you validate UX ideas before committing

 to a full surface.

2 Challenge bold ideas early

"Dashboard as widget" was a useful failure. Catch wrong 

abstractions before they scale.

3 AI accelerates, constraints decide

Use AI as a force multiplier for iteration, but let real product 

constraints drive architecture.



Security First Approach

Security First Approach

Why a PHP BFF?

Security is paramount when exposing 

monitoring data. The Backend for 

Frontend (BFF) architecture provides 

critical layers of defense.

Server-side session management

No Zabbix tokens stored in the browser

Built-in CSRF & rate limiting protection

Strict security header implementation



Why a PHP BFF?

• Zabbix session / API credentials stay server-side in PHP sessions

• We support CSRF tokens, origin checks, login rate limiting, security headers

• REST endpoints tailored for the SPA (SinglePageApplication) above raw JSON-RPC (no 
full page reloads)

• Server-only capabilities: item.test via trapper (port 10051), aggregation

• Fits typical Zabbix deployments: nginx + php-fpm on the same host

Why a PHP BFF?



As of July 2026

How much code is there today?

~237k

lines of source

Vue · TS · PHP · CSS

~790

source files

excluding dependencies

14

widget kinds

framework + registry

17

Cursor rules

AI guardrails

Vue (.vue)

~105k lines · 327 files

TypeScript

~66k lines · 416 files

PHP BFF

~50k lines · 30 files



Building With AI

LINES OF CODE

• We started with ChatGPT + Codex
• Later moved to Cursor
• Much of the implementation was AI-assisted
• Human-driven architecture and security decisions

Building With AI



Product choices

EDITORS & FORMS

Full-page editors —> not modal-first

Our approach

▸ Host / template / user edits as pages

▸ Form Panel sections (general, interfaces…)

▸ Collapsible advanced blocks

▸ Live max length counters for Zabbix fields

▸ Shared primitives, one form language

▸ Modals only for small, focused tasks

Why it’s better

▸ Complex forms stay readable

▸ Less stacked-dialog fatigue

▸ Better keyboard & scroll flow

▸ Easier to teach and document

▸ Matches how operators configure systems

▸ Room for validation & helpers



Technical challenges

Technical challenges

Integrating with the Zabbix API

• The BFF normalises and simplifies Zabbix API responses, converting internal codes 
and values into frontend-friendly data structures

• Understanding the full permission model

• Keeping workflows consistent across the application

• Designing navigation that scales up to thousands of hosts

• Deciding what belongs in the frontend and what belongs in the backend

• Avoiding technical debt while moving quickly



Dashboard Workspace

Real-time Visualization

The core of ZBXfm is its ability to present vast 

amounts of data without overwhelming the user.

Customizable interface modules

Near real-time state timeline widgets

Optimized for high-density viewports

Kiosk-mode ready for NOC displays

72 column grid with resizable rows from 48 to 144



Core Functional Modules

Monitoring - Problems

Advanced query bar with AND / 

OR / AND NOT and easy pills to 

choose from with suggestions.

Easy filter facets on the left



Core Functional Modules

Inventory - Overview

• Configurable filters by e.g. OS

• Quick overview of hosts in 

maintenance, with problems, 

or OK



Core Functional Modules

Inventory - Hosts

• Easy host display cards

• Customizable cards

Easy links to latest data, edit 

host, graphs



Core Functional Modules

Reports – Local reports 

• PDF export without a local 

Chrome/Chromium install

• Easy selectable predefined 

reports



Core Functional Modules

Reports – Local reports 

• Reports can be saved

• Exported to pdf or csv



Core Functional Modules

• Summary of the reasons for 

downtime

• Clear overview of the 

downtime periods

• SLA % calculated in the report 

for management

• Warning for hosts that are still 

unavailable 



Core Functional Modules

Reports – System information 

• Easy health overview for 

items and triggers



Core Functional Modules

Reports – Action debug

• A new module that reports 

why an action was not working.

• Maintenance

• Wrong severity

• Access permissions

• Wrong user media

• SMTP server bad config

• …



Core Functional Modules

Data collection - Hosts

• Live data view for 

• LLD

• Json hints



Core Functional Modules

Data collection - Hosts

• Live data view for 

• Preprocessing



Core Functional Modules

User Profile

• Support for themes

• Support for widescreen 

layouts

• Different themes:

• Teal light

• Teal dark

• Blue dark



Other improvements

Unified edit forms for widgets



Other improvements

High flexible unified filters

Combine  AND / OR / AND NOT



Other improvements

Lazy page loading

• Max lines filter per user but no 
hard limit.

• Pages are already loading the 
next 100 items before you have 
hit the bottom 

• A small red / green dot in latest 
data before the host so we see 
if the item works or not



Other improvements

Easy host permission overview

• Usergroups will have an easy 
overview of what rights they 
have on what host groups and 
sub groups.

• Easy to follow the parent 
group or propagate changes to 
sub groups



Other improvements

Host / Item navigator with 
support for multiple selections

• Host and item navigator have 
the option to select multiple 
host / items.

• This allows us to use widgets 
with more than 1 data stream.



Other improvements

Color tags

• Host, item, trigger and 
template tags all come with 
their own color

• Easy to see where the tag 
comes from



Other improvements

Maps

• SVG Maps + icons
• Weathermap
• Path tracing
• Animated data flow



Other improvements

Trigger actions

• Steps on a timeline
• Conflict detection
• Summary of the config
• Animated data flow



Other improvements

Announcements

• Announcements on top
• Info / Warning / Critical



Other improvements

Maintenance

• Easy timeline overview



Lessons in AI-Driven Development

Efficiency: Much of the Vue implementation was AI-assisted using Codex and Cursor.

Human: AI speeds up implementation, but architecture and security decisions remain 

human-driven.

The Reality: Building individual screens is easy; building a coherent, consistent product with 

AI is hard.

Complexity: Permissions and navigation consistency are the most challenging aspects of a 

frontend rebuild.

Lessons in AI-Driven Development



Lessons in AI-Driven Development

Context hygiene for AI-assisted development

Make Smart use of :

• .gitignore : keep secrets (and junk) out of Git
• .cursorignore : keep secrets (and noise) out of the AI context
• .cursorindexingignore : skip irrelevant paths in the index (faster / cheaper)
• .cursor/ : project rules so the AI follows your conventions
• Make use of manual mention @ : Point AI to the correct files and save tokens



Performance & scalability

Performance & scalability

What we did

• Pagination and explicit limits on list endpoints

• BFF aggregation to reduce browser round-
trips

• Lazy-loaded workspace sections (async 
components)

• Client-side table sort where datasets are page-
scoped

• Streaming/export guidelines for large CSV 
workloads

What to watch for in the future

• Zabbix API remains the bottleneck — not the SPA 
(Single Page Application) +- (1-2s penalty)

• Multi-node BFF needs shared storage for rate limits 
/ settings

• Heavy graphs and dashboards still depend on 
upstream query cost

• Role capability checks on every navigation 
transition

• Ongoing work: payload hygiene on largest tables

• Addition of a small db in the future for settings

• Extra features more and better widgets



Thank you

Thank you

Any questions?

Feel free to ask me for a demo!
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