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White-box vs. Black-box monitoring

* White-box is when you can collect all the internal states and data of
the monitored object

* Black-box is knowing nothing about the internals of monitored object
(as a user would see it*)

* https://sre.google/sre-book/monitoring-distributed-systems/
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Black-box monitoring

* You know nothing more but how to reach it as a user (e.g. URL of a
website)

* Alchemy: turning nothing into something



What is typically monitored?

* HTTP response code
* Response time



How is it typically monitored?

* From some static datacenter probe

* Worst case — from same infra as service itself is hosted (no real-world
network included into monitoring scope)



What will we monitor?

* HTTP response code

* Response time (TTFB)

* Number of retries

* Content / response headers length
* [CPM ping (min / max / avg / loss)
* Qutput of “mtr”

* Screenshots of website

* SSL cert expiry



How will we monitor it?

 Combine data center-based checks with residential proxy-based
checks



How will we monitor it?

Property Data center Residential proxies

HTTP response code v
Response time (TTFB) v
Number of retries v
Content / response length v

ICPM ping (min / max / avg / loss)

Output of “mtr”

Screenshots of website
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SSL cert expiry




How will we monitor it?

* Geographical awareness:
» Datacenter probe located in same country(ies) as our target audience

e For HTTP checks — using rotating residential proxies from same location as our
target audience



Why geography and residential proxies
matter?

e Say 90% of real visitors are from Lithuania

* We should not care if page is or is not reached (and how fast) from
some static datacenter in Germany (or even worse, something more
remote)

* We should care that real users from Lithuania can reach the page






/abbix native features for datacenter checks

* Web scenario

* HTTP agent item
* |ICMP ping items
* net.tcp™ items

* Browser item



And of course...

e UserParameter feature — to tweak everything needed



For example...

With web scenario we can’t:

* Implement dynamic timeout value for each retry / exponential
backoff strategy

* Monitor number of retries

 Measure TTFB when proxies are used (time_starttransfer -
time_pretransfer)

e Store values in Zabbix at exact same intervals between them if it takes
long time to retrieve it (because timestamp is of “finish”, not “start”)



UserParameter

run_request() {

local timeout=

curl \

--proxy-header "Cache-Control: no-cache" \

-H "Cache-Control: no-cache" \

-L -v -5 -S -m -I -X HEAD \

--no-keepalive \

-w $'Time total: %{time_total} seconds\nTime connect: %{time_connect} seconds\nTime pretransfer: %
{time_pretransfer} seconds\nTime starttransfer: %{time_starttransfer} seconds\n' \
-x "http:// : _country- _streaming-1@
" " OS&




ICMP ping

* One master item and parse min / max / avg / loss from it

UserParameter=fping[*],fping -s -C -1 "$1"



ICMP ping
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mtr

* This command combines ping and traceroute — we can see how do
we travel from source to destination in details

UserParameter=mtr.raw.json[*],mtr -bw -r -c 5 -4 -T -P -j "$1"




mtr

e LLD applied to be able to extract info (latency, loss) about each hop
from source to destination

* Thanks to the concept of dependent items, mtr needs to be run only
once — both LLD and items are dependent on it



mtr

[tem prototype  Tags 2 Preprocessing 1
Preprocessing steps 9 Mame Paramete
1: | JSONPath v | | §.report hubs[?(@ host=="#HOST}" && @.count=="{#HOP}")].Avg_first()

Custom on fail | Discard value W

. Ill4ll,
“login.seb.lt (78.24.199.35)",

)




mtr

2026-07-02 15:40:43

LT DC:

LT DC

LT DC

LT DC

LT DC

login.seb it - 01 - 169.254.0.1 - avg latency: 0.208 ms

- login.seb it - 02 - 31.14.176.255 - avg latency: 0.515 ms
LT DC:
LT DC:
LT DC:

login.seb it - 03 - 81-16-238-52 datalogistics. It (81.16.238.52) - avg latency: 0.592 ms
login.seb It - 04 - 185-84-46-76_datalogistics. It (185.84.46.76) - avo latency: 0.778 ms
login.seb it - 05 - vinal0-agg-1_bundle-ether? tele2 net (91.129.14.188) - avg latency: 11.475 ms

- login.seb it - 06 - vina00-agg-1_bundle-ether? tele2 net (91.129.14.186) - avg latency: 11.493 ms
LT DC:
LT DC:
LT DC:

login.seb it - 07 - vinal0-core-1.bundle-ether111.tele2 net (130,244 130.22) - avqg latency: 11.572 ms
login.seb it - 08 - ada345-boore-1.bundle-ether? tele? net (130.244 130.2) - avg latency: 114738 ms
login.seb it - 09 - ada345-boore-1.bundle-ether? tele? net (130.244 130.2) - avg latency: 11.63 ms

- login.seb it - 10 - mcfB88-sn-1.bundle-etheri tele2 net (212.151.28.135) - avg latency: 11.423 ms
LT DC:
LT DC:
LT DC:

login.seb It - 11 - static-212-107-37-2% cust tele2 ee (21210737 .29) - avg latency: 11.916 ms
login.seb it - 12 - jmt-g003.5eb ee (78.24 192 18) - avg latency: 12 458 ms
login.seb it - 13 - jmt-g003.5eb ee (78.24 192 18) - avg latency: 12 456 ms

- login.seb it - 14 - login.seb it (78.24.199.35) - avg latency: 12.599 ms



mtr

mtr - avg latency
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SSL certificate monitoring

expires=$(echo | timeout 5 openssl s_client -connect $1:$2 -servername $1 2>/dev/null | timeout 5 openssl x509 -noout
-dates 2>/dev/null | grep "After")

[[ $(echo ${expires#notAfter=x}) != "" ]] && echo $((($(date -d "${expires#notAfter=+}" +%s)-$(date +%s))/86400)) ||
echo "-1"



SSL certificate monitoring

login.seb. It - certificate

135

days



HTTP-related checks

* Since proxy traffic might become expensive, we perform HEAD
instead GET

* From data center we can perform GET in parallel, if needed (and for
example search for some string in return content)



HTTP-related checks

* Time to respond — in proxy case it is important to exclude time to
connect to proxy itself

Time taken
20s
158
2026-06-30 22:44:48
LT DC: Time taken - login.seb. Wuil: 63.15ms
10= M LT residential proxies: Time target - login.seb. tui’, 82.2ms
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Sz
|} -y
6-30 20004 6-30 20:51 6-30 21:33 6-30 22:25

6-30 23112 7-01 00:00 7-01 00:47 7-0101:34

7-01 0221
LT DC: Time taken - login.seb. itfui/ == LT residential proxies: Time target - login.seb_lt/uif == LT residential proxies: Time taken - login.seb. tuif



HTTP-related checks

 HTTP status code; in case of timeout — will drop to O

Response
600
2026-06-30 222748
400 ) .
LT DC: Target response - login.seb [tuif: 200
LT residential proxies: Target response - login.seb_tfuif: 200
LT residential proxies: Proxy response - login.seb. tuil; 200
200
]
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HTTP-related checks

* Number of retries — increasing / frequent retries indicate problem

Retries
3
2026-06-30 23:53:18
2
LT DC: Retries - login_seb. il 0
LT residential proxies: Retries - login.seb Wuif: 0
1
]
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HTTP-related checks

* Content length / response (full curl output) length — if changes, might
be interesting, why

Content length
10 KB
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G KB
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4 KB
LT DC: Content length - login_seb ltfuil: 7.46 KB

LT DC: CQuiput length - login_seb tfui: 4.74 KB
KB LT residential proxies: Content length - login.seb Wuif: 7.46 KB
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0B
7-02 04:16 7-02 0540 7-0207:03 7-02 05:26 7-02 09:50 7-02 11:13 7-02 12:36 7-02 14:00 7-02 1523

LT DC: Content length - login_ seb. tfuif LT DC: Output length - login.seb. iuif LT resideniial proxies: Content length ... LT residential proxies: Ouiput length - ..



Browser item

* Allows you to create, store and display screenshots directly in Zabbix



Browser item

 However way of displaying is not entirely satisfying...

Item history

login.seb |t Website login_seb. It Get data
login.seb It Website login_seb. it Get data
login.seb lt: Website login.seb. It Get data

login.seb |t Website login_seb. It Get data



Browser item

* So | created workaround to display it like:

Latest screenshot

Pasirinkite & tpaFinimo priemondg

AtpaFning kedas

Ko mes tvarkomes jusy ssmens duomens?



Browser item

* Pros:
* 100% width and height of widget
* Incorporates smoothly into any dashboard
* Includes timestamp when screenshot was created

 Cons:
* |tis a workaround



Browser item

e Custom endpoint
* Receives itemid as GET parameter

['itemid'] ??




Browser item

* Queries Zabbix API (history.get) for latest timestamp (clock,ns) of this

item
L N

'itemids' => " "
'history’ = 5,

'output’ => ['clock', 'ns'],
'sortfield' => 'clock’,
'sortorder' => 'DESC',

‘Timit’ =>

[
'jsonrpc' => '2.0',
'method’ ‘history.get’,
‘id’ ,
‘params’




Browser item

* Calls /zabbix/zabbix.php with action
'widget.itemhistory.image value.get'

= http_build_query(|
"i1temid' => ,
'clock’ — ,
'‘ns’ => -
‘action' => 'widget.1itemhistory.image_value.get"

1);

= "/zabbix/zabbix.php?




Browser item

* Draws in full size the retrieved image — use it as URL widget




Browser item
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Conclusion

Purpose of black-box monitoring is to tell that something is not
working, not to tell why.

With Zabbix and all the presented techniques applied, you will have
better chances to not miss those non-working moments.



Thanks!



	Slide 1: Black-box monitoring on steroids
	Slide 2: White-box vs. Black-box monitoring
	Slide 3: Black-box monitoring
	Slide 4: What is typically monitored?
	Slide 5: How is it typically monitored? 
	Slide 6: What will we monitor?
	Slide 7: How will we monitor it? 
	Slide 8: How will we monitor it?
	Slide 9: How will we monitor it? 
	Slide 10: Why geography and residential proxies matter?
	Slide 11
	Slide 12: Zabbix native features for datacenter checks
	Slide 13: And of course…
	Slide 14: For example…
	Slide 15: UserParameter
	Slide 16: ICMP ping
	Slide 17: ICMP ping
	Slide 18: mtr
	Slide 19: mtr
	Slide 20: mtr
	Slide 21: mtr
	Slide 22: mtr
	Slide 23: SSL certificate monitoring
	Slide 24: SSL certificate monitoring
	Slide 25: HTTP-related checks
	Slide 26: HTTP-related checks
	Slide 27: HTTP-related checks
	Slide 28: HTTP-related checks
	Slide 29: HTTP-related checks
	Slide 30: Browser item
	Slide 31: Browser item
	Slide 32: Browser item
	Slide 33: Browser item
	Slide 34: Browser item
	Slide 35: Browser item
	Slide 36: Browser item
	Slide 37: Browser item
	Slide 38: Browser item
	Slide 39: Conclusion
	Slide 40: Thanks!

