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(Sovereign) AlOps

Red Hat Ansible + Al for IT Infrastructure




Al + Ansible Automation for IT infrastructure

What is AlIOps?

Understanding Ansible for Al assisted operations

B

Red Hat




What do we mean by "AlOps”?

AlOps | Turn operational insight into
intelligent, automated outcomes.

Ansible Automation Platform is the trusted execution and orchestration
layer for AlOps, integrating Al and partner intelligence into governed, reusable
automation at scale.



And how is sovereign related?

Sovereign | Keep total control of
your technical stack and data.

You can choose if you give control of technical stack and access do data in your
own hands or do trust it to third parties.



AlOps

Why do we do this?

We want to achieve

e Speed to resolution and root cause analyzes
e Avoid spending time on what is quickly done by Al
e Yet, we want process that is:

o Auditable

o Repeatable

o Versionable

o Predictable

BN VOREEFFICIENTOPS (i



Al + Ansible Automation for IT infrastructure

AlOps with Ansible Automation Platform

Al-powered operational framework for IT infrastructure
Automated
Inference
@ % > Ingest telemetry, alerts, and operational events from observability anc
O O
. Foundation oH3S IT p|atf0rms
Gemini
Models
MCP server . . . .
> Use Al to enrich incidents with context and recommended
remediation
A Red Hat Al

Claude
> Automate corrective actions through trusted automation workflows
| ZABBIX 9
Event-Driven
Automation

. Observability > Enable human-in-the-loop approvals for governed operations
Copilot Platforms
@ Turn operational insights into automated action across your
ChepT — infrastructure

assistant

Intelligent
assistant ‘ Red Hat



“Deploy a RHEL 10
VM web server”
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Where does Al participate?
AlOps is not defined by how work starts

1. HUMAN-INITIATED 2. EVENT-INITIATED 3. TICKET-INITIATED 4. SCHEDULED REVIEW
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Al + Ansible Automation for IT infrastructure

2. Al-Assisted Event Response

1010 —
EVENT |— 1HOI| T DECISION
111 o

1 Route known problems for remediation and
trigger required workflow

[1 Monitor data streams to
identify events

[ Leverage Al to interpret unknown events

OBSERVE |
|

AUTOMATION

0 Execute required action

Must be governed, auditable,
enterprise-grade, and able to a
across entire IT stack

]

Monitoring and observability tools:

i_sdynalrace

servicenow. rJ LogicMonitor

@ BigPanda  splunk> ¥:3 DATADOG &

a CI1SCO company



Al + Ansible Automation for IT infrastructure

3. Al-Enriched Ticket Resolution

Classifies tickets
‘Enriches context
Recommends actions Ticket Al can participate before, during,

or after automation execution.

Al assisted path 0

Al o> 8_ ‘

Event SOURCE Assistant .

Monitoring tool '
/ \ Create Incident ~N

ZABBIX “Web server failing on host rh-web-01"
\_ J
“Apache: Process not o Enrichen incident ticket data N
running”
“What other events do we see recently?”
\_ J/
Q . Evaluate host problems ~\
\ / Governed Execution Automation workflow " . ”
# What exceptions are found from system logs
4 I \
@ Reconfigure problematic hosts
=]
“Configure and restart Apache on given web servers [/4”
Cloud Network Security Infrastructure  Edge L )
o )
IT Infrastructure
Takeaways:

e Al accelerates triage and decision making and helps avoiding future problems by pointing root cause.
e Ansible Automation Platform provides orchestration, governance, and auditability to execute across any & RedHat
environment and any tool.
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Al-Ops demo setup

GITHUB-MCP j&

ZABBIX-MCP @
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Al Capabilities ‘ RedHat
‘ Red Hat Al vodel Development | Serving

Ansible Automation

Lifecycle | Agentic | RAG | Fine Tuning Platform

RHEL

automate

Apache Web Server

‘ RedHat

Enterprise
Linux 10

monitor RHEL
+ apache

Red Hat
OpenShift Container Platform

Foundational Application Platform Capabilities
Service Mesh | Serverless | Builds | Pipelines | GitOps |Tracing | Log Management | Cost Management

8, RedHat

OpenShift Kubernetes Engine

Kubernetes

\., RedHat

Run Containers and Virtual Machines | Run Virtual Machines Only

OpenShift
Virtualization Engine

Ticket

8~
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@ Red Hat Openshift Al x (@ rhowe walMact x [ applianc oard x & Overview | Ansible Autcx  ©

« C @ file:///home/itengval/Pictures/Screenshots/Screenshot From 2026-10-02 16-00-04.png
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Al-Ops demo setup

GITHUB-MCP

ZABBIX-MCP ZABBIX

LINUX-MCP

AAP-MCPs

1
VLAM,
5TAck

monitor RHEL

Apache Web Server

Al Capabilities ‘ RedHat _ _ ‘ Red Hat
‘ RedHat Al Model Development | Serving An5|b|e Automation Enterpnse

Lifecycle | Agentic | RAG | Fine Tuning Platform automat Linux ]O
RHEL

& RedHat | Foundational Application Platform Capabilities
OpenShift Container Platform

Service Mesh | Serverless | Builds | Pipelines | GitOps [Tracing | Log Management | Cost Management

&, RedHat Kubernetes
OpenShift Kubernetes Engine Run Containers and Virtual Machines | Run Virtual Machines Only



https://docs.google.com/file/d/13YUxudGOumPyjuB7JFeeYxBIRjXKPCPl/preview

WHAT ELSE COULD WE DO

Going further...

» Use professionals for Zabbix, this was just a simplest demo ==

» Combine info about Red Hat insights reports [ ]

> Pull info from Satellite about compliance to CIS/NIST/etc... governance
tooling ['4

> In container and virtualization world, utilize ArgoCD / OpenShift GitOps &

> There are MCPs for all kinds of a systems, networking, storage etc.. to pull

information from / Push configurations to using ansible collections



WHAT ABOUT SECURITY?

>

Should we harden this somehow?

Sure, this is just a demo cutting all the corners...

Do we need MCP gateway for authentication?

Is RBAC set properly in AAP/qgit so that prompts can't
Can the data be poisoned? E.g. something breaking t
Strong guardrailing of the models and MCPs so that t

be manipulated?

he prompts in server logs?

ney can only read?



USE CASE: 1

ITSM

€@ Red Hat Al
ChatGPT
3 Claude

7 Copilot

15

Incident and ticket enrichment
Accelerating diagnosis by attaching context at the moment an incident is created

Logs &
Events

Metrics &
Traces

Recent
Changes

Knowledge
& Policies

@ CHALLENGE
Teams spend too much time investigating issues before taking action.

SOLVED: Al + AUTOMATION

OX_J. @ Automation collects logs, metrics, traces, and recent changes at alert time
® Al correlates signals, summarizes findings, and identifies root cause

® Enriched, actionalable context is attached directly to the ITSM ticket

@ Tickets are automatically routed to the right team

BUSINESS OUTCOME

/|\||/ “] - Faster '1]] Lower £  Fewer More consistent
I « .J triage K| MTTR 8-8 escalations incident handling




Self-healing infrastructure

Observability, Al, and automation are combined into a closed-loop operational system

€@ Red Hat Al
ChatGPT
3 Claude
 Copilot

SO0

Observability Tools
A

A EVENT Q REMEDIATION

o) @ @ = (s

Cloud Network Security Infrastructure  Edge

\ J
IT Infrastructure

CHALLENGE

Known issues with proven fixes still wait in alert queues for someone to pick them up,
diagnose them, and run the remediation manually causing delay, inconsistency, and
interruption.

SOLVED: Al + AUTOMATION
® Observability platforms detect systems-level failures using continuous signals

® Alinterprets the signal and generates or adapts remediation
® Automation executes remediation using approved workflows and permissions

BUSINESS OUTCOME

Faster Consistent O Scalable O controlled
Recovery operations adaptability me¢ autonomy

‘ @ The Bottom Line. Self-healing infrastructure closes the loop between detection, remediation, and validation ‘ Red Hat



linkedin.com/company/red-hat

Thank you

youtube.com/AnsibleAutomation

facebook.com/redhatinc

x.com/Ansible
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