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The little things
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Agents



Persistent buffer on Agent 2
Zabbix 5.0

Active-check data can survive a lost connection and an agent restart.

zabbix_agent2.conf

EnablePersistentBuffer=1
PersistentBufferFile=/var/lib/zabbix/agent2.db
PersistentBufferPeriod=12h

     

Agent 2 Proxy / Server

Connection unavailable

×

SQLite buffer DB



Let the agent normalize its hostname

Hostname= must be unset

zabbix_agentd.conf / zabbix_agent2.conf

HostnameItem=system.hostname[netbios,lower]

Windows reports

MY-WIN-SERVER

Zabbix hostname

my-win-server



Item aliases

Shorter keys, or several keys for the same underlying check

zabbix_agentd.conf / zabbix_agent2.conf

Alias=zabbix.userid:vfs.file.regexp[/etc/passwd,"^zabbix:.:([0-9]+)",,,,\1]

Item key in Zabbix

zabbix.userid

Also useful for multiple LLD rules



One key, different platforms

Item key in the template

os.disk.free

Linux: zabbix_agentd.conf / zabbix_agent2.conf

Alias=os.disk.free:vfs.fs.size[/,free]

Windows: zabbix_agentd.conf / zabbix_agent2.conf

Alias=os.disk.free:vfs.fs.size[C:,free]



Several LLD rules, one discovery key

zabbix_agentd.conf / zabbix_agent2.conf

Alias=vfs.fs.discovery[*]:vfs.fs.discovery

Database filesystems

vfs.fs.discovery[database]

Filter the database mount points

Other filesystems

vfs.fs.discovery[other]

Apply a different filter and prototypes



Reload user parameters without restarting
Zabbix 6.0

bash · Zabbix agent 2

sudo zabbix_agent2 -R userparameter_reload

Available in both Zabbix agent and Agent 2



One agent, many host names

zabbix_agentd.conf / zabbix_agent2.conf

Hostname=rhel-server01,server01-mariadb,server01-unbound

One active agent

rhel-server01
Operating system

server01-mariadb
MariaDB

server01-unbound
Unbound resolver

Zabbix 5.2



Many passive hosts, one agent

Same agent endpoint

192.0.2.10:10050

Template: MySQL by Zabbix agent 2

Different database instances

server01-mariadb-a

{$MYSQL.DSN} tcp://127.0.0.1:3306

server01-mariadb-b

{$MYSQL.DSN} tcp://127.0.0.1:3307



Agent 2 has a health web endpoint

Plugin status, tasks and current capacity usage.

zabbix_agent2.conf

StatusPort=10055

Status URL

http://localhost:10055/status

SCREENSHOT PLACEHOLDER

Agent 2 /status output

Plugin and internal-state information



Agent deployment with Host Wizard
Zabbix 7.4

One command on the target

Generate the PSK

Let the installer write the agent 
configuration

Copy the command and run it



Proxies



A proxy can buffer in memory
Zabbix 7.0

Memory mode eliminates history-buffer database writes; useful on IoT and flash storage.

disk

Database

hybrid

RAM, then database when 
needed

memory

RAM only

zabbix_proxy.conf

ProxyBufferMode=hybrid
ProxyMemoryBufferSize=256M



The proxy can recreate its SQLite database

Unsent history in the old database is lost.

SQLite

1 Database file is missing
Restart the proxy

2 Proxy creates a fresh database
Monitoring configuration comes from the server

3 Collection resumes
Existing server history is unaffected

bash · proxy stopped

sudo rm -f /var/lib/zabbix/proxy.db



Refresh proxy configuration from the UI
Zabbix 6.2

Refresh configuration without the command line.

Administration / Proxies



Server and proxy versions can differ
Zabbix 6.4

Useful for gradual upgrades. Full functionality requires matching major versions.

Example: Zabbix 8.0 server

Proxy version Status Data New configuration

8.0 Current Yes Yes

7.0 / 7.2 / 7.4 Outdated Yes No

Older than 7.0 Unsupported No No

Newer than 8.0 Unsupported No No



Let the proxy talk to Vault itself
Zabbix 7.4

Administration / General / Other

Vault A Server Vault B Proxy

Secrets stay out of configuration transfers.
Give each proxy its own Vault access.

Request

Response

Request

Response

     

•Different vaults for different 
sites

•Revoke one proxy’s access 
independently



Triggers and macros



Why did this trigger fire?
Zabbix 6.0

Trigger expression

min(/db01/vm.memory.size[pavailable],5m)<10
or last(/db01/system.swap.size[,pfree])<20

{TRIGGER.EXPRESSION.EXPLAIN}

9.2 < 10 34.6 < 20

{FUNCTION.VALUE1} {FUNCTION.VALUE2}

Minimum available memory, % Latest free swap, %

true false

or



When was this value collected?
Zabbix 7.4

Timestamp macros

Value at the event Latest value

{ITEM.VALUE.AGE}
{ITEM.VALUE.DATE}
{ITEM.VALUE.TIME}
{ITEM.VALUE.TIMESTAMP}

{ITEM.LASTVALUE.AGE}
{ITEM.LASTVALUE.DATE}
{ITEM.LASTVALUE.TIME}
{ITEM.LASTVALUE.TIMESTAMP}

Notification template

Value: {ITEM.VALUE}
Collected: {ITEM.VALUE.AGE} ago

Resolved notification

Value: 87
Collected: 4m 12s ago



Timestamps in trigger expressions
Zabbix 7.4

firstclock() Oldest collection time in a period

lastclock() Latest or Nth collection time

logtimestamp() Timestamp inside a log message

Find a reporting gap after data resumes

lastclock(/sensor01/temperature)
-lastclock(/sensor01/temperature,#2)>600

12:00 12:05 12:10 12:15

900 seconds between the newest two samples

Last report Reporting resumes



Calculate inside an event name
Zabbix 5.4

Trigger expression Less than 10% free

last(/db01/vfs.fs.size[/,pfree])<10

Event name

Root FS: {{?last(//vfs.fs.size[/,free])
         /1024/1024/1024}.fmtnum(1)} GiB free

Resolved event name

Root FS: 6.4 GiB free



Macro functions beyond regsub()
Zabbix 7.0

Formatting

5.2

fmtnum()
fmttime()

Encoding

7.0

btoa()
htmlencode()
urlencode()

Strings

7.0

lowercase()
uppercase()
regrepl()
tr()

Example using the 7.4 timestamp macro

{{ITEM.VALUE.TIMESTAMP}.fmttime("%Y-%m-%d %H:%M:%S")}

Since 7.0: wherever the underlying macro is supported, with minor exceptions

Resolved value

2026-09-25 14:30:00



Regex contexts for user macros

Avoid overlapping regex contexts. Matching order is undefined.

{$FS_FREE_MIN}=10
{$FS_FREE_MIN:regex:"^/usr/tenants/[^/]+/data$"}=25

Filesystem Threshold

/ and /home 10%

/usr/tenants/acme/data 25%

/usr/tenants/zeus/data 25%

LLD trigger prototype

last(/Linux/vfs.fs.size[{#FSNAME},pfree])
  <{$FS_FREE_MIN:"{#FSNAME}"}



Web monitoring



Extract JSON and XML in a web scenario
Zabbix 7.0

1. POST /api/v1/auth/login

{"access_token":"demo-token-7f2c","token_type":"Bearer"}

{token}=jsonpath:$.access_token

2. Request the protected endpoint

Authorization: Bearer {token}

XML alternative {token}=xmlxpath:/auth/access_token



Web scenario: capture the token
Zabbix 7.0

Extract from the 
response

{token}
jsonpath:$.access_token

Read access_token
from the login response.



Web scenario: reuse the token
Zabbix 7.0

Reuse in the next 
request

Authorization
Bearer {token}

Send the token in
the request header.



Browser items with ChromeDriver
Zabbix 7.0

A direct WebDriver endpoint is enough for a small setup.

zabbix_server.conf / zabbix_proxy.conf

WebDriverURL=http://127.0.0.1:9515

Zabbix server / proxy

Browser poller

Runs the item’s JavaScript

W3C WebDriver

HTTP commands

ChromeDriver

Controls the browser
Chrome

bash

$ ./chromedriver --port=9515 --allowed-ips=127.0.0.1

ChromeDriver was started successfully on port 9515.



Windows applications with Appium
Zabbix 7.0

Windows terminal

appium --use-drivers novawindows --port 4723



Application test results in Zabbix
Zabbix 7.0

Browser item (excerpt)

var browser = new Browser({
  capabilities: {
    alwaysMatch: {
      platformName: "Windows",
      "appium:automationName": "NovaWindows",
      "appium:app":
        "C:\\Windows\\System32\\notepad.exe",
      "appium:shouldCloseApp": false
    },
    firstMatch: [{}]
  }
});
browser.setElementWaitTimeout(10000);
var editor = browser.findElement(
  "xpath",
  "//*[@ClassName='Edit' or " +
  "@ClassName='RichEditD2DPT']"
);
editor.click();
editor.sendKeys("Hello from Zabbix!");



How many browser pollers?
Zabbix 7.0

8 pollers: room for slow checks and timeouts.

Synchronous: one running check per browser poller

12 checks × 20 s / 60 s = 4 busy pollers on average

zabbix_server.conf / zabbix_proxy.conf

StartBrowserPollers=8

1
2
3
4
5
6
7
8

0 s 20 s 40 s 60 s

Checks 1–8 Checks 9–12 Headroom



Dashboards and navigation



All widgets in template dashboards
Zabbix 7.0

Build the dashboard once and reuse it with the template.

All widget types are 
available in template 
dashboards

SCREENSHOT PLACEHOLDER

A template dashboard with Gauge, 
Honeycomb and Graph widgets

Show the same dashboard in one linked host’s context



Logs in the Item history widget
Zabbix 7.0

Log view Widget settings

Column settings



Graph data sets can use item IDs
Zabbix 6.2

Item patterns

Match hosts and item names
Useful for a large or changing set of metrics

Item list

Select items in the UI
Zabbix stores their item IDs



Global search as a navigation shortcut

Templates, groups and 
hosts

Search for part
of the name.



Search by part of an IP address



Configuration and
data collection



Macro overrides in a custom template

{$ORACLE.SESSION.LOCK.MAX.TIME}

my db host Optional host override

Thresholds for Oracle by ODBC 1200 seconds

Oracle by ODBC 600 seconds

Host uses 1200 seconds The standard template stays unchanged

Link the host to the custom template, with Oracle by ODBC underneath



Monitoring Prometheus metrics with Zabbix

2. Change per second   ·   Numeric (float)   ·   requests/s

Application metrics · requests by route and status

api_requests_total{route="/login",code="401"} 73
api_requests_total{route="/login",code="200"} 12480
api_requests_total{route="/orders",code="500"} 18

HTTP agent master
/metrics (Text) Prometheus preprocessing Dependent item value

Configured on the dependent item

1. Prometheus pattern — output: Value

api_requests_total{route="/login",code="401"}



Asynchronous polling needs fewer processes
Zabbix 7.0

One poller can wait for many responses at once.

Up to 1,000 concurrent passive agent checks

Zabbix 6.0 Zabbix 7.0

zabbix_server.conf / zabbix_proxy.conf

StartPollers=1000

zabbix_server.conf / zabbix_proxy.conf

StartAgentPollers=1
MaxConcurrentChecksPerPoller=1000

1,000 1
processes process

≈



Configurable item timeouts
Zabbix 7.0

Global, proxy and item timeouts

Global default 3 seconds

Proxy override 5 seconds

Custom item timeout
15 seconds

Allowed range: 1–600 seconds

Set on a template item; inherited by its hosts



Disable lost LLD resources before deleting
Zabbix 7.0

Discovery rule settings

Example policy

Disable

After 1h

Stop polling

Delete

After 7d

Remove the resource



Configuration from environment variables
Zabbix 7.2

Keep secrets out of static configuration.

zabbix_server.conf

DBPassword=${ZABBIX_DB_PASSWORD}

zabbix_agentd.conf / zabbix_agent2.conf

Hostname=${ZABBIX_HOSTNAME}

Secret manager Runtime environment Zabbix configuration



Achieving 1M NVPS
Zabbix 8.0

1,000,000
new values every second

Zabbix 8.0 with ClickHouse history storage



Why Clickhouse
Zabbix 8.0

Time series Very fast inserts and queries by item and time range

Compression Similar values stored together mean less disk space and I/O

SQL Familiar filters and aggregations help to reuse existing queries

Retention TTL removes old history inside the storage engine



A single-node ClickHouse setup
Zabbix 8.0

bash · Docker

docker run -d --name clickhouse \
  -p 127.0.0.1:8123:8123 \
  -e CLICKHOUSE_DB=zabbix -e CLICKHOUSE_USER=zabbix \
  -e CLICKHOUSE_PASSWORD='<secret>' \
  -e CLICKHOUSE_DEFAULT_ACCESS_MANAGEMENT=1 \
  -v clickhouse_data:/var/lib/clickhouse \
  --ulimit nofile=262144:262144 \
  clickhouse/clickhouse-server:26.3

bash · Zabbix ClickHouse schema directory

./history_all.sh --server http://127.0.0.1:8123 \
  --db zabbix --user zabbix --password '<secret>'



Connect Zabbix to ClickHouse
Zabbix 8.0

Example: numeric history

zabbix_server.conf

HistoryProvider=clickhouse;value_types="uint,dbl",url=http://127.0.0.1:8123,db=zabbix,username=zabbix,password=<secret>

zabbix.conf.php

$HISTORY_PROVIDERS[] = [
  'types' => ['uint', 'dbl'], 'provider' => 'clickhouse',
  'url' => 'http://127.0.0.1:8123', 'db' => 'zabbix',
  'username' => 'zabbix', 'password' => '<secret>'
];



The test setup
Zabbix 8.0

One laptop 4 performance CPU cores  ·  32 GB RAM

Zabbix server

ClickHouse

MySQL

Numeric history

Configuration

8 × zabbix_sender



Configured scale and incoming data
Zabbix 8.0

2,500 hosts  ·  25,000 application instances

All benchmark items receive data 150,000 triggers

975,000 items 120,000 last()
 15,000 avg()
  7,500 nodata()
  7,500 change()

8 sender streams



Zabbix server settings
Zabbix 8.0

zabbix_server.conf

StartTrappers=12
StartDBSyncers=12
CacheSize=8G
HistoryCacheSize=3G
HistoryIndexCacheSize=1G
TrendCacheSize=1G
TrendFunctionCacheSize=256M
ValueCacheSize=3G
DBHost=localhost
DBSocket=/tmp/mysql.sock



ClickHouse memory settings

Parameter Value Configuration file

max_server_memory_usage 8 GiB config.xml

max_memory_usage 6 GiB users.xml / profile

mark_cache_size 1 GiB config.xml

uncompressed_cache_size 0 config.xml

6 GiB is a per-query limit, within the server memory budget



ClickHouse asynchronous inserts

50 MB threshold · adaptive flushing at 50–200 ms

users.xml · profiles / default

<async_insert_max_data_size>50000000</async_insert_max_data_size>
<async_insert_use_adaptive_busy_timeout>1</async_insert_use_adaptive_busy_timeout>
<async_insert_busy_timeout_min_ms>50</async_insert_busy_timeout_min_ms>
<async_insert_busy_timeout_max_ms>200</async_insert_busy_timeout_max_ms>

Parameters sent by the Zabbix ClickHouse backend

HTTP insert request · query parameters

async_insert=1&wait_for_async_insert=0

Acknowledgement can arrive before the buffered data is written.



Processing and storage in Zabbix
Zabbix 8.0



1.10M NVPS on a laptop
Zabbix 8.0

15 minutes after warm-up

1,096,237 1,096,312

new values/s processed new rows/s stored

1,322,201,401 acknowledged values = stored rows

After drain, including warm-up

0 logged insert errors Peak sampled history cache use: 1.235%



Thank you
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