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Growing number of large enterprise customers
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Zabbix 4.2

April, 2019

High frequency monitoring with throttling
Data collection: HIT TP agent, Prometheus
Preprocessing: validation and JavaScript!

Enhanced tag management

ZABBIX MIOJI®
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New platforms

docker

aWs ZABBIX B
- >) kubernetes
Cloud
£y ¢ RED HAT = openstack
S OPENSHIFT a2 OP S
Google Cloud DigitalOcean
New OS  EB Windows X
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Where we are currently

3.0 LTS 4.0 LTS 4.2 4.4 5.0 LTS

/ABBI X March, 2020
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Zabbix 4.2

April, 2019

High frequency monitoring with throttling
Data collection: HIT TP agent, Prometheus
Preprocessing: validation and JavaScript!
Preprocessing by Proxies

Enhanced tag management

ZABBIX MIOJI®

Conference
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New platforms

docker

aWs ZABBIX B
- >) kubernetes
Cloud
£y ¢ RED HAT = openstack
S OPENSHIFT a2 OP S
Google Cloud DigitalOcean
New OS  EB Windows X
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Zabbix 4.4

More than 30 new features and functional improvements

ZABBIX PAGI®

Conference
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ltem

Custom error handling

Check for error in JSON
Check for error in XML

Check for error using regular expression

Preprocessing

reprocessing steps Name

1: | Check for error in JSON v

Change per second -
- Numeral systems

Boolean to decimal

Octal to decimal

Hexadecimal to decimal
Custom scripts

JavaScript
Validation

In range
Matches regular expression
Does not match reqular expression

Check for error in JSON

Check for error in XML

s

Check for error using reqular expression

Throttling

Discard unchanged

Discard unchanged with heartbeat
Prometheus

Prometheus pattern

Prometheus to JSON v

Custom on fail Actions

Preprocessing steps Name Parameters
1: :Check for error in JSON v | $.path.to.node
Custom on fail Set value to ‘ Set error to |
Add

Update Clone Delete Cancel




XML and JSON related enhancements

XML-related preprocessing options added to LLD

XML Xpath and Check for error in XML preprocessing options have been added to
low-level discovery rules

Zabbix now supports advanced syntax for JSONPath

hitps://www.zabbix.com/documentation/4.4/manual/appendix/items/jsonpath

ltem Preprocessing

Preprocessing steps

1: | JSSONPath v | | 3[?(@.name == "Object’)].history.first().length() Test Remove

ZABBLX UGI®

) Conference
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Advanced data
collection and discovery
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Discovery and data collection

jmx.get[<discovery_mode>,<object_name>]

Compared to the jmx.discovery|] item from previous versions, that had to ignore
encountered that JMX MBean properties contains hyphens, square brackets
and non-ASCII characters (that could not be converted into a macro name) the
new mx.get[] item does not generate LLD macro names in the returned JSON

db.odbc.get[unique_description,data_source_name]
The new item is capable of returning values from multiple rows and columns,

formatted as JSON.

wmi.getall[<namespace>,<query>]
The new item Is capable of returning the entire response of the query, formatted

as JSON

ZABBIX MIOJI®
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Auto-registration with PSK, unencrypted or both

Auto registration %
Housekeeping
mages

con mapping

Reqgular expressions
Macros

Value mapping

Working time

Trigger severities
Trigger displaying options
Other

Auto registration

Encryption level v No encryption

v | PSK

* PSK identity = psk001

*PSK | 14b97461a7c1045b9al1c963065002c5473194952

ZABBIX PAGI®

Conference



q Description for
USer macros




20

Discovery and data collection

py4\\2121). 4 Monitoring Inventory Reports Configuration Administration

Hostgroups Templates Hosts Maintenance Actions Event comrelation  Discovery  Services
Hosts
All hosts / Kubernetes cluster: Kubernetes clu.. Enabled Applications 3 Iltems 22 Triggersé Graphs Discoveryrules 3 Web scenarios
Host Templates IPMI Tags Macros Inventory  Encryption
Inherited and host macros
Macro Value Description
{SNAMESPACE} =  kube-system NS of system pods and services
Add
Update Clone Full clone Delete Cancel

3 Support

Hshae ? 2

Remove

ZABBIX PAGI®
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Zabbix Agent

m Passive, Pull
ﬁ
ZABBIX Active, Push

/Zabbix Server

Zabbix Agent
(zabbix_agentd)

16)

Bl Windows

X
() ux
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Zabbix Agent

—_—

Active, Push

ZABBIX

(zabbix_agentd)
Zabbix Server

Challenges

. G Script.sh
Passive, Pull

_ 7 abbix Agent 4_

ORACLE
DATABASE

.
D

Plugin.so

_OoNg running scripts

Parallel active checks

Support of flexible intervals
Processing of traps

Support of persistent connections
Better plugin framework

ZABBIX PAGI®

Conference



Next Generation Zabbix Agent

Plugin infrastructure
Support of long running scripts

Parallel active checks
Support of flexible intervals for all checks
| Support of persistent connections (DB connections)
New Zabbix Agent , _ , .
(zabbix_agent?) Accepting incoming traps and events (MQTT subscribe,
T istening TCP/UDP ports, etc)
- & Monitoring of systemd service out of the box
e Drop-in replacement of the existing agent!

ZABBIX MIOJI®

Conference
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Internal structure of the agent

4\ AGENT =GO

PLUGIN PLUGIN PLUGIN
EXPORTER COLLECTOR RUNNER
=GO =GO =GO
. Regular data Background
Polling . .
collection routines

PLUGIN

WATCHER
=GO

Trapping

ZABBIX MIOJI®

Conference
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Avallablility of the new Zabbix Agent2

4.4 — experimental, 5.0 — production ready

Older agents will be supported

| Currently only Linux-like systems
New Zabbix Agent

(zabbix_agent?2)
N Zabbix Agent 2 for Windows — already in development!

Y,
I *s_ /?lg\_//
cl ;
|
\

b ’4'
O~ <Y

Check our git repository: https://git.zabbix.com

ZABBIX MIOJI®
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5 Alerting and
notifications




Messaging

S T[T o 6 Skype & Opsgenie
Notifications Moo IStogram @

._;l. slack * VictorOps [P30 ErdUTg Mattermost

ZABBIX N
Incidents

I'TSM
1[ 4 Jira Service Desk

8 me servicenow zendesk @ Jira Software

Webhook with
Embedded
JavaScript

Event streaming

EVGHTS k'afkd = elasticsearch
~ VERTICA
ZABBIX MIOJl®
Conference

CHINA



*Name @ ServiceDesk

Type Webhook

Parameters Name Value Action

URL https://sd.example.com/api Remove U RL fOr AP' aCCGSS

TicketName {ALERT.SUBJECT} Remove

TicketBody {ALERT.MESSAGE} Remove

* Script | reg.AddHeader ('Content-Type: application/json');

<— All logic in JavaScript

Timeout » 30s

Process tags PI’OCGSS eveﬂt tagS

Include event menu entry || v

* Menu entry name

----------------------------------

< Add a menu entry for 2-way
' iINntegration

* Menu entry URL } https://sd.example.com/browse/{EVENT.TAGS.Ticket}

ZABBIX PAGI®

Conference
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Workflow

1 ‘ Redis i1s not available

Datacenter: NY2

D —
Media type
2 ‘ LABBIX Serviceggsk
m Ticket: PROD-12345 OK

—

3 ‘ Redis is not available

30

4 Jira Service Desk

ZABBIX PAGI®
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3

A

Redis I1s not available

Datacenter: NY2

Time Severity v Recovery time Status

2019-10-01 11:13:26 - PROELEM

Ticket: PROD-12345

Info Hosi

AWS N34

Problem Duration Ack Actions Tags
Service Redis stopped m Yes [l 2,
TRIGGER
Problems
Description
Configuration m

Servicedesk issue PROD-12345 m

eToRY 4 Jira Service Desk

Service status

ZABBIX PAGI®

Conference
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ltem detalls

Linux010

CPU (8 ltems)

CPU idle time & 2019-10-10 10:05:08 89.8262 %

CPU interrupt time [ 2019-10-10 10:05:11 0 %

CPU iowait time 0.1687 %

CPU nice time 0 %

CPU saftirg time 0.928 %

CPU steal time &8 2019-10-10 10:05:09 0%

CPU system time &8 2019-10-10 10:05:11 5.1788 %

CPU user time [ 2019-10-10 10:05:09 4.218 %
ZABBIX MOl
Conference

CHINA




Problem detalls

Time a \_\ Severity Recovery time Status Info Host Problem Duration Ack Actions Tags
2019-05-23 16:37:00 - \:\ PROBLEM Linux907 Zabbix agent on Linux907 is unreachable for 5 1y 4m No Service: Zabbix agent
minutes 19d

September O

2019-09-30 12:45:45

PROBLEM AZMO08  Low CPU utilization on host machines 1yod  Yes [N 1,

Slow query execution time 1y 9d No 1 Service: AWS Dynam... |Datacenter: NY1
Env: Production

PROBLEM AWS N30  Too many queries per second tyod  Yes [ 2, EEGETES
n

2019-09-30 12:45:45

PROBLEM AZ M18

2019-09-30 13:45:45

2019-09-30 13:45:45

1. Insufficient number of worker nodes if all worker nodes stay busy

QOctober ©
2. Network related issues

2019-10-01 12:25:11 PROBLEM A _ —
2019-10-01 12:25:11 + PROBLEM AWS N34 Service Redis stopped iysd  Yes [l 2
Today ©
10:48:11 PROBLEM Zabbix Too many processes running on Zabbix server 3m39s  No

 bman

[ ]

] - PROBLEM Az | Typical reasons of the high number of queries per second on HTTP balancer: e
-

ZABBIX PIOJI®

Conference
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7 Visualization




Zabbix Global View

Al dashboards / Zabb x Gleba View
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Haderless widgets

Amazon Cloud Amazon Cloud

37

Zabbix Proxy
CPU load: 0.56 IN: 22.35 Kbps
oK OUT: 199.82 Kbps
IN: 19.12 Kbps
QUT: 192,21 Kbps
Zabbix Proxy /
CPU load: 1.39 IN: 21,86 Kbps

0K

Zabbix Proxy
CPU load: 1.39
oK

QUT: 200,28 Kbps

Zabbix server
127,001
OK

Azure Cloud

IN: 22.35 Kbps
OUT: 199.76 Kbps

OUT: 195,86 Kbps -

N

IN: 23,33 Kbps
OUT: 199,83 Kbps

Zabbix Proxy
CPU load: 1.39
oK

Zabbix Proxy
CPU load: 1.39
PROBLEM

Zabbix Proxy
CPU load: 0.5%
oK

Zabbix Proxy
CPU load: 0.5 IN: 22.35 Kbps
(o734 OUT: 199.82 Kbps
IN: 19.12 Kbps

OUT: 192.21 Kbps

Zabbix Proxy
CPU load: 1.39
oK

Zabbix Proxy
CPU load: 1.39
o

e

IN: 21.86 Kbps
OUT: 200.28 Kbps

Zabbix server
127.0.01
Ox

Azure Cloud

IN: 22.35 Kbps
OUT: 199.76 Kbps

IN: 22.35 Kbps

T: 195.85 Kbps

N\

IN: 23.33 Kbps
OUT: 199.83 Kbps

Zabbix Praxy
CPU load: 1.3%
Ox

Zabbix Proxy

CPU load: 1.39

PROBLEM

Zabbix Praxy
CPU load: 0.%
o

2019
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Compact problem view

New York Datacenter

[——

New York = 1[I

Problems by severity % m
HPC Cluster

Internal infrastructure

R&D Lab1

R&D Lab2 1 -

Region/Australia 1

Region/Brazil
Region/China
Region/Europe
Region/Japan

Region/USA

SAP HANA Infra

Zabbix infrastructure : 1 » | ZABBIX QO] 9

Conference




Aggregation of data and bar graphs

vaiaset ;[ \

type here to search

Base colour

Draw

7.76 GB | 100 %
—_— I S— o

" o 6.17 GB ................ 60 %
5.37 GB

457 GB

3.77GB

9-05 11:04 9-0511:18 9-05 11:33 9-05 11:47

10-10 10:48 10-10 10:55 10-10 11:04 10-10 11:12 10-10 11:20

w= Zabbix server: Total me...

w= 7abbix server: CPU user... == Zabbix server: Available...

10-10 10:23 10-10 10:31 10-10 10:3¢

LA LI1 S\

Conference
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8 New storage
options
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Support of Timescale database

Advantages

- Automatic partitioning

- Zabbix manages removal of old data
- Pertormance oriented DB

- Now ofticially supported by Zabbix!

& TIMESCALE

ZABBIX PAGI®

Conference




Standards for
templates
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Template DB MySQL 3rd party solutions

Link

Template MySQL (800+ items)
A huge template for monitoring MySQL without any triggers

v Zabbix Agent v Zaubix Trapoer

share.zabbix.com/template-mysqgl-800-items

Zabbix template for monitoring Galera cluster

Template for monitoring a Galera Cluster running on Linux.Tested on RHEL and
CentOS 7.Created using 3.2 but may work with lower versions.Add Value
Mapping, import Template and copy userparamater file to client, and restart
zabbix agent service.

v Zabbix Agent

github.cam/MagiePele/zabbix-galera-temuolate

share.zabbix.com/galera-cluster-monitoring

MySQL-Monitoring-Proxy

This tool can be utilized to gather behavioral measurement data or
configuration data of MySQL servers in a efficient way. It can be used as an
external check for the zabbix monitoring system. The benefit for using this tool
is a very low averhead for gathering the measurements because this tool is
written ..

v Custom Script

github.com/scoopex/mysq!_extend

S0 many templates to choose from!

Source Compatibility
snare.zabbix.com 2.0

® 13207 B

snare.zabbix.com 3.2

® 884 13

Y|

snare.zabbix.com

Type,
Technaology

Template,

External script

e

lemplate

External script
C

Created Rating

Updated
2015-08-19
4 Y

Not martained

2017-08-04

2C15-09-27

ZABBIX PAGI®
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Template defines how to monitor a resource

DS Any |T infrastructure (services)
Application CcONsIsts of a set of standard
resources
Hardware device R
My = clasticsearch ORACLE €@ RedHat

guncos  NGINX  @rooesat (@)

RS 001

Conference
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Templates is a knowledge base!

How to monitor a resource?
What resource metrics needs to be monitored?
What availability, performance and security related problems must be detected?

Description of all metrics and problems

ZABBIX MIOJI®

Conference



Guidelines

Best practices on

Data collection: items

GRAPHS

Problem detection: triggers

DISCOVERY

é <>>> TRIGGERS Problem classification: severity and tags

METRICS

a5 8 Knowledge
c—> | DEPENDECIES
—
— Visualization: host level screens (dashboards)
https://www.zabbix.com/documentation/guidelines
ZABBIX DAL
y Conference

CHINA
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Various resources
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Making a platform for high quality solutions

IEM MQ

IBM MG

U InterSystems

ntersystems

8 hsooReports

JasperReports

¥JIRA

Jira

%

Kafkz

%) KYOCERA

Kyocera

/

L'ighttpd

LXC

LxC

Memcached

SNIONTd ONIJOLINOW

Zabbix Agent 2

Data

UKD
(KD

R
Notifications

—>
Incidents

Events

SNOILVYYDILINI
a4s5vd MOOHddM

NET

NET

Alerta

Alerta

ArC

AFC

aruvba

Aruba

AVWS EC2
:rf:f:f'

Bigpzanda

BUFFALD
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ZABBIX

Zabbix Blog

eboan

/abbix Blog

}‘ﬂ‘ﬂl "-r.'\*\r‘n,.w h’

&S

Webinars

You [T

ZABBIX SERIES

INTRODUCTION

Youtube

SO .-l' ~ -
_— (’ j
I j J 1
[ W ) /

-
—

ZABBILX PAGI®
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Zabbix 5.0 LTS
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/abbix 5.0

March, 2020

Main directions

Out of the box monitoring and alerting
Ready for Cloud and Kubernetes monitoring
Baseline monitoring

Security monitoring

Vizualization and reporting

Performance and high availability

ZABBIX MIOJI®

Conference
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Modules for
/Zabbix Ul

Support of user modules to extend Zabbix Ul:
- extend functionality

- add new menu entries

- modify or improve existing functionality

- add new dashboard widgets (in 5.27)

ZABBIX MIOJI®

Conference
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New Agent

zabbix_agent2 f’@‘

(5-_-4'

Support of Microsoft Windows Bl Windows
Two ways of deploying a plugin.
- compiled-in (supported currently)

- as a standalone module

ZABBIX MIOJI®

Conference
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Security
monitoring

Detection of security related problems for a
monitored resource:

- unsafe configuration options
- Use of non secure connections
- other resource specific Issues

All problems classified (tagged) as
avallablility, performance or security related

Policy for problem tags: list of mandatory

tags for templates and hosts
FZEEIR 0019

Conference
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Enabling code
contributions

Process

1. Sign Zabbix Contributor Agreement
2. Develop plugin or a new media type

3. Zabbix Team will review it and provide
feedback

4. Fix reported Issues

—

5. The new code will be included Into Zabbix
software and officially supported

ZABBIX MIOJI®

Conference
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Dashboard
Problems
Overview
Web

Latest Data
Graphs
Maps
Discovery

Services
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Reports

Possible look of Zabbix 5.0

Administration

Support
Zabbix Share
Help

User Settings

Log Out




ZABBIX = «
o}

Bs Dashboards

A\ Problems
) Monitoring

Dashboard

‘ Problems

Extend functionality of Zabbix Ul

Overview

Web

U | m Od u |eS 3rd party modules and reporting Latest Data

Graphs

Maps

New dashboard widgets (5.27) T

Services

Inventory
Reports
Configuration

Administration




Detalled roadmap will be publisheo
next week!

https://www.zabbix.com/roadmap

2019
Conference
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