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https://blog.cactifans.com/
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Network
monitoring

(= o) (= o)
o 9
(= o) (= o)

Server
monitoring

Monitor anything

Solutions for any kind of IT infrastructure, services, applications, resources

t

Cloud
monitoring

£z

Services
monitoring

Joln

KPI / SLA
monitoring
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Monolithic Architecture Microservices Architecture

Data
Access
Layer

Business
Logic

Microservice - Microservice

GG@@

Microservice Microservice Microservice Microservice
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CLOUDS
O: CONTAINERS
Q / VIRTUAL MACHINES

ZABBIX| %

5 ®

DATABASES

SERVICES

HARDWARE

APPLICATIONS

—

ltem  Preprocessing

* Name

Type v Zabbix agent

* Key

* Host interface
Type of information
Units

* Update interval

Custom intervals

* History storage period
* Trend storage period
Show value

New application

Zabbix agent (active)
Simple check
SNMPV1 agent F
SNMPv2 agent
SNMPv3 agent
SNMP trap
Zabbix internal
Zabbix trapper
Zabbix aggregate
External check
Database monitor
HTTP agent Interval Period
IPMI agent

SSH agent
TELNET agent
JMX agent
Calculated
Dependent item

t ‘ 50s 1-7,00:00-24:00

Do not keep trends Storage PEUGI | 365d

As is :
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RESTful 0

Mobile
Applications  Cloud-Based
Services

Partner
Applications

Web
Applications

& S

Cloud
Resources

Legacy
Applications

Application Data
Servers

v httpsi//” 1443/api

Params utt t 5 (10) [ ] )

Query Params

KEY VALUE DESCRIPTIOP
pt
Body (5) Test Resul Status
Pretty F Previe BETA  j5ON v =
1A
2 "kind": "PodMetricsList",
3 "apiVersion": “"metrics.k8s.io/vlbetal",
4 “metadata": {
5 "selfLink": "/apis/metrics.k8s.io/vlbetal/pods"
6 h
7 "items": [
8 {
9 "metadata": {
10 “name": "coredns-5644d7b6d9-rv295",
11 "namespace": "kube-system",
12 "selfLink": "/apis/metrics.k8s.io/vlbetal/namespaces/kube-system/pods/coredns-5644d7b6d9-rv295",
13 "creationTimestamp": "2019-11-06T02:40:21Z"
14 +
15 "timestamp": '"2019-11-06T02:40:04Z",
16 "window": "30s",
17 "containers": [
18 {
19 “name": "coredns",
20 "usage": {
21 "cpu": "2274200n",
22 “memory": "11016Ki"
23 ¥
24 b
25 1
26 +
27 {
28 "metadata": {
29 “name": "calico-node-2x4kk",

"namespace": "kube-system",
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ZABBlX Monitoring  Inventory Reports  Configuration ~ Administration

mplates  Hosts Maintenance  Actions  Event correlation  Discovery  Services

Host groups

Discovery rules
All templates / Template OS Linux  Discovery list / Mounted filesystem discovery  Item prototypes 5  Trigger prototypes 2

Discovery rule  Preprocessing  LLD macros  Filters

*Name | Mounted filesystem discovery
Type | Zabbix agent B
“Key | vfs.fs.discovery

*Update interval | 1h

Graph prototypes 1

Custom intervals  Type Interval Period Action

Flexible Scheduling 50s 1-7,00:00-24:00 Remove

Add

* Keep lost resources period | 30d

Description | Discovery of file systems of different types as defined in global regular expression
"File systems for discovery".

Enabled v

| Clone | l Delete I l Cancel |

Host prototypes
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string? B ? fhkes

Item data
@ Preprocessing manager
Enqueue item value in
‘ preprocessing queue ’ Process dedicated to engqueuing of item values and

distribution of preprocessing tasks among
preprocessing workers.

Add result to preprocessing
queue

Send value to unoccupied
preprocessing worker

Preprocessing n Preprocessed a
task value

Preprocessing worker

Execute preprocessing steps |
Rrep Q sen Process dedicated to execution of preprocessing

steps.
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Kubernetes 2214

G = Worker Node 1
www.learnitguide.net

KUBERNETES ARCHITECTURE Pod2 ~Tod3

User Interface
Kubernetes Master

APl Server DOCKER
=8

Worker Node 2
Controller-Manager Pod 2 Pod 3

Container 1
Container 1 _—
|==——==a] Conttainar 2
kubectl Contabees 2 Comtainer 3

DOCKER

Scheduler
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Kubernetes K&

_______________________________

: Zabbix Agent

k8s master

i‘ CPU/ 7/ B £/ M2
BRE/A ..

__________________

k8s pod

R F
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Kubernetes Metrics Server &3

https://github.com/kubernetes-sigs/metrics-server

# Kubernetes 1.7

@ $ kubectl create -f deploy/1.7/
# Kubernetes > 1.8
$ kubectl create -f deploy/1.8+/

#edit metric-server deployment to add the flags

# args:
@ # - --kubelet-insecure-tls
# - --kubelet-preferred-address-types=InternallP,ExternallP,Hostname

$ kubectl edit deploy -n kube-system metrics-server

@ Token
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Kubernetes Metrics Server API

Nodes https://K8S_API_SERVER:6443/apis/metrics.k8s.io/vlbetal/nodes
Pods  https://K8S_API_SERVER:6443/apis/metrics.k8s.10/v1betal/pods

1 {
2 "kind": "PodMetricsList",
3 "apiVersion": "metrics.k8s.io/vlbetal",
4 "metadata": {
5 "selfLink": "/apis/metrics.k8s.io/vlbetal/pods"
6 },
7 "items": [
8 {
9 "metadata': {
10 "name": "kube-proxy-rdj8q",
11 "namespace": "kube—system"J
12 "selfLink": "/apis/metrics.k8s.io/vlbetal/namespaces/kube-system/pods/kube—-proxy-rdj8q",
13 "creationTimestamp'": '"2019-11-06T04:09:51Z"
14 ¥,
15 "timestamp": "2019-11-06T04:09:012",
16 "window": "30s",
17 "containers'": [
18 {
19 "name": "kube-proxy",
20 "usage'": {
21 “"cpu'": "5127129n",
22 “"memory": "19088Ki"
23 ¥
24 }
25 1
26 ¥
27 {
28 "metadata': {
29 "name'": "metrics—-server—-849fb4fdd4-f4t6n",
30 "namespace": "kube-system",
31 "selfLink": "/apis/metrics.k8s.io/vlbetal/namespaces/kube-system/pods/metrics—server—-849fb4fdd4-f4té6n",

32 "creationTimestamp": '"2019-11-06T04:09:51Z"
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ltems

All templates / Kubernets Nodes  Applications 2  Items 2  Triggers Graphs Screens Discoveryrules 2  Web scenarios

ltem  Preprocessing

*Name | k8s pods master
Type | HTTP agent 4

*Key | k8s.pods.master

*URL | {$K8S_API_SERVER}/apis/metrics.k8s.io/v1betal/pods Parse *ﬁ J:Il& 7’21 {$ K8 S_A P I_S E RV E R}

Query fields Name Value

name = | value Remove

LK RTFR NMRE

Requesttype | GET ¢

Tmeot |32 Headers Token
Request body type JSON data XML data

Request body
z
Headers Name Value
Authorization = | Bearer eyJhbGciOiJSUzI1NilsimtpZCl¢ | Remove
Add

Required status codes | 200

Follow redirects v/
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Discovery rules
All templates / Kubernets Nodes  Discovery list / K8s pods discovery Item prototypes 2  Trigger prototypes  Graph prototypes  Host prototypes
Discovery rule  Preprocessing  LLD macros  Filters
*Name | K8s pods discovery
Type [ Dependent item #]
*Key | k8s.pods.discovery _
B N2
FEARERY Dependent Item

S CIChl Kubernets Nodes: k8s pods master % Select

* Keep lost resources period | 1d

— 7 S 30 SR 75 A 1d

Enabled v

I Clone l I Delete I I Cancel I

k8s.pods[nginx-deployment-fdc64d445-dfsdm,cpu] 1w 30d Dependent item  k8s-pods Not supported n

k8s.pods[nginx-deployment-fdc64d445-dfsdm,memory] ) ) ) ) _
The item is not discovered anymore and will be deleted in 23h 23m 47s (on 2019-11-30 at 21:35).

LLOA mAadAala~ning Adanlaimmannt FAARAAAALD H#O0-0N Al cvms P e T te Le i bt e e e
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{8
"kind":"PodMetricsList",
"apiVersion":"metrics.k8s.io/vibetal",
"metadata":{ O
"selfLink":"/apis/metrics.k8s.1i0/vilbetal/pods"

Discovery rules b
"items":[ &
{8
"metadata":{ O
"name": "kube-prox ]
("namespace”: "kube-systen", )
"selfLink":"/apis/metrics.k8s.i0/v1lbetal/namespaces/kube-system/pods/ku
Preprocessing steps Name Parameters "creationTimestamp":"2019-11-06T04:09:51Z"
. 1
1: | JSONPath v )| $tems]:]. metadata "timestamp":"2019-11-06T04:09:01Z",
Add "window":"30s",
"""""" "containers":[ &
I Clone l I Delete I I Cancel | {8
"name": "kube-proxy",
"usage":{ O

enorsesn {HKBS_NAMESPACE}

All templates / Kubernets Nodes  Discovery list / K8s pods discovery  Item prototypes 2  Trigger prototypes ~ Graph prototypes  Host prototypes

Discovery rule  Preprocessing LLD macros  Filters

. [#K8S_POD_NAME}

{B

3 "metadata":{ O
DlSCOVGW rUIeS l "name":"metrics—server-849fb4fdd4-f4t6n":I
| "namespace": "kube-system", |

All templates / Kubernets Nodes  Discovery list / K8s pods discovery  ltem prototypes 2  Trigger prototypes  Graph prototypes  Host prototypes "selfLink":"/apis/metrics.k8s.1o/vibetal/namespaces/kube-system/pods/me
"creationTimestamp":"2019-11-06T04:09:512"

Discovery rule  Preprocessing  LLD macros  Filters b
"timestamp":"2019-11-06T04:09:10Z",

"window":"30s",

LLD macros LD macro JSONPath "containers":[ O
{8
{#K8S_NAMESPACE} $.namespace Remove "name": "metrics-server",
"usage":{ O
{#K8S_POD_NAME} $.name Remove "cpu":"661076n",
"memory":"16960K1"
Add }
]

l Clone | l Delete ] I Cancel | 12
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All templates / Kubernets Nodes  Discovery list / K8s pods discovery  Item prototypes 2  Trigger prototypes

Item prototype ~ Preprocessing

* Name

Type

* Key

* Master item

Type of information
Units

* History storage period
* Trend storage period
Show value

New application

Applications

k8s {#K8S_POD_NAME} ON {#K8S_NAMESPACE} cpu
Dependent item $

k8s.pods[{#K8S_POD_NAME},cpu]
Kubernets Nodes: k8s pods master

Numeric (unsigned) %

Im

Do not keep history FESIGIEGERELE | 1w
Do not keep trends FESIGIERERI LAY 30d

Asis

-None-
k8s-nodes
k8s-pods

Graph prototypes  Host prototypes

A
v

Select Select prototype

show value mappings

KB

-Bivi

Dependent item

Im
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https://www.zabbix.com/documentation/4.2/manual/appendix/items/jsonpath

$.items[?(@.metadata.name=="{#K8S_POD_NAME})].containers[:].usage.cpu.first()
$.items[?(@.metadata.name=="{#K8S POD_NAME}"].containers[:].usage.memory.first()

{B
"kind":"PodMetricsList",
"apiVersion":"metrics.k8s.io/vibetal",
"metadata":{ @
ltem prototype  Preprocessing "selfLink":"/apis/metrics.k8s.10/vibetal/pods"
— 1,
"items":[ O
Preprocessing steps Name Parameters e
"metadata":{ O

) ; [ "name": "kube-proxy-rdj8q", ]
1:| JSONPath 5| $.items[?(@.metadata.name=="{#K8S_POD_NAME}')].containers[:].usage.c "namespace”: "kube-systen",
"selfLink":"/apis/metrics.k8s.10/vibetal/namespaces/kube-system/pods/kube-proxy-rdjsq",
"creationTimestamp":"2019-11-06T04:09:51Z"

2:| Right trim

<>

n )

"timestamp":"2019-11-06T04:09:01Z",

3: | Custom multiplier ¥110.000001 "window":"30s",
"containers":[ &

Add e

........... "name": "kube-proxy",
"usage":{ &

| Clone l I Delete I I Cancel l

"memory":"19088K1"

}
}
]
1,


https://www.zabbix.com/documentation/4.2/manual/appendix/items/jsonpath
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All templates / Kubernets Nodes Discovery list / K8s pods discovery  Item prototypes Trigger prototypes  Graph prototypes  Host prototypes

Iltem prototype = Preprocessing

Preprocessing steps

1: | JSONPath 7 | $.items[?(@.metadata.name=="{#K8S_POD_NAME}')].containers[:].usage.c Test Remove

2: | Right trim
Test item preprocessing
3: | Custom multipli

, )
Add Value | { re Time now

Clone Previous value Prev. time

End of line sequence CRLF

Macros
{#K8S_POD_NAME} = | kube-apiserver-k8s-master
Preprocessing steps Name Result
1: JSONPath 44212119n
2: Right trim 44212119
3: Custom multiplier 44
Result Result converted to Numeric (unsigned) 44
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k8s-pods (27 Items)

k8s pods master
k8s.pods.master

k8s metrics-server-849fb4fdd4-f4t6n ON kube-sy...
k8s.pods[metrics-server-849fb4fdd4-f4tén,memory]

k8s metrics-server-849fb4fdd4-f4t6n ON kube-sy...
k8s.pods[metrics-server-849fb4fdd4-f4t6n,cpu]

1

k8s kube-schedul

k8s.pods[kube-scheduler-k8s-master,memory]

k8s kube-schedul

k8s-master ON kub

k8s-master ON kub

Y

1

k8s.pods[kube-scheduler-k8s-master,cpu]

Y

k8s kube-proxy-rdj8q ON kube-system memory
k8s.pods[kube-proxy-rdj8q,memory]

k8s kube-proxy-rdj8q ON kube-system cpu

k8s.pods[kube-proxy-rdj8q,cpu]

k8s kube-proxy-hn7bq ON kube-system memory
k8s.pods[kube-proxy-hn7bg,memory]

k8s kube-proxy-hn7bq ON kube-system cpu

k8s.pods[kube-proxy-hn7bq,cpu]

k8s kube-proxy-4zlzd ON kube-system memory
k8s.pods[kube-proxy-4zlzd,memory]

k8s kube-proxy-4zlzd ON kube-system cpu
k8s.pods[kube-proxy-4zlzd,cpu]

k8s kube-controller-manager-k8s-master ON kub...
k8s.pods[kube-controller-manager-k8s-master,me...

k8s kube-controller-manager-k8s-master ON kub...
k8s.pods[kube-controller-manager-k8s-master,cpu]

k8s kube-apiserver-k8s-master ON kube-system ...

k8s.pods[kube-apiserver-k8s-master,memory]

k8s kube-apiserver-k8s-master ON kube-system ...

LOn nndnfliiha anlnaniae LOa mactar anel

30d

30d

30d

30d

30d

30d

30d

30d

30d

30d

30d

30d

30d

30d

HTTP agent

Dependent item

Dependent item

Dependent item

Dependent item

Dependent item

Dependent item

Dependent item

Dependent item

Dependent item

Dependent item

Dependent item

Dependent item

Dependent item

Dependent item

2019-11-06 12:40:16

2019-11-06 12:40:16

2019-11-06 12:40:16

2019-11-06 12:40:16

2019-11-06 12:40:16

2019-11-06 12:40:16

2019-11-06 12:40:16

2019-11-06 12:40:16

2019-11-06 12:40:16

2019-11-06 12:40:16

2019-11-06 12:40:16

2019-11-06 12:40:16

2019-11-06 12:40:16

2019-11-06 12:40:16

16.56 MB

om

15.64 MB

18.74 MB

18.57 MB

18.75 MB

4m

36.02 MB

241.8 MB

33m

-16.06 KB

+40.16 KB

-40.16 KB

Graph

Graph

Graph

Graph

Graph

Graph

Graph

Graph

Graph

Graph

Graph

Graph

Graph

Graph
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ZabbixizEE: k8s kube-apiserver-k8s-master ON kube-system cpu

90 m

80 m

70m

60 m

50m

A

30m

TETI6Z-TT

[43 ¢4

TETZ

0ETZ

6TTC

81T

LT

9TTT

STTZ

Tz

T

(2414

e

0zTZ

6TTZ

8TTZ

LTTZ

9TTZ

STTZ

YTz

ETTZ

650z

8507

502

9502

550

50z

€502

50z

oz

0502

6+0T

¥z

90T

s+0Z

oz

oz

oz

oroz

(334

8E0T

LEOT

980T

SE0T

tEoT

€07 6Z-TT

max
89m

avg
37.8833m

last min
32m

36m

[all]

M k8s kube-apiserver-k8s-master ON kube-system cpu

#l: k8s kube-apiserver-k8s-master ON kube-system memory

Zabbix¥%:

2299 MB

2298 MB

229.7 MB

2296 MB

T

2295 MB

2294 MB

TETT6Z-TT

STTT
ozt
STTZ
OTTZ
S0TZ
0012
5507
050z
s+0Z

SE0T
0E0Z
szoz
ozoz
STOZ

s00Z
00:0Z
SS6T
056T
St6T

SE6T
0E6T
ST6T
ozetr
ST6L

SO06T
006T
SS8T
058T
S+8T

SEST
0E8T
ST8T
0zstT
STST

SO8T
00:8T
SSLT
05LT
SHLT

SELT
0ELT
STLT
ozLT
STLT

S0LT
00:LT
5591
059T
SHIT

SE9T
0E9T
ST9T
0z9T
STIT

S09T

009T

S5ST

05'ST

SHST

oFST

SEST
TEST6Z-TT

max
229.89 MB

avg
229.54 MB

min

22946 MB

last
229.62 MB

[all]

M k8s kube-apiserver-k8s-master ON kube-system memory
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