Monitoring
MDM
Certificates
with Lab9 Pro
and Zabbix

A case study
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Challenge

For Apple device management, the typical customer has a few certificates issued by Apple,
which require approval of the user agreement by the Apple business or school manager.
Depending on the customer, the certificates need to be renewed on different dates. If the user
agreement is not approved, automated device enroliment will stop working.

Lab9 Pro found themselves needing to check all certificates and user agreements for MSP
customers manually, which involved an unacceptably high error rate that often caused
discontinuity of the MDM system.

Solution

Lab9 Pro were already using Zabbix to monitor customer environments and their own
infrastructure, including storage, firewalls, switches, and more. Because Zabbix offers a
wide variety of options that make it possible to monitor almost anything, it was only
logical to use Zabbix to monitor the MDM certificates. Since Lab9 Pro manages multiple
MSP tenants, they created a dedicated Zabbix template that includes both pre-filled and
empty macros.

ResUlts

Whenever a certificate is nearing expiration, a problem is automatically displayed on Lab9 Pro’s
Zabbix dashboard, which is visible on TV screens placed throughout their office in order to
make sure the entire team is aware of upcoming certificate renewals.

Since Lab9 Pro began monitoring MDM certificates with Zabbix, they have experienced zero
expired certificates. Zabbix makes it possible for Lab9 Pro to keep their clients’ MDM systems
operational, while allowing them to either proactively inform them when certificates need to be
renewed or handle the renewal process on their behallf.

To learn more about what Zabbix can do
for IT companies

Visit our website
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