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Informacoes sensiveis no Zabbix

### Option: DBUser

# Database user.
#

# Mandatory:

# Default:

# DBUser=

T Text

% Secret text

#DBUser=zabb1x &. Vault secret

### Option: DBPassword

i@t Database password.

# Comment this line 1f no password 1s used.
#

# Mandatory:

# Default:

# DBPassword=

Macro

[SMY.SECRET.PASSWORD} secure/zabbix/ssh_password -




HashiCorp o o Zabbix
Vault of o Agents
— HTTPS
D [A .
9&% — | sde — “rﬂr%\'—o— Zabbix
4@\1— AN Proxies
=L
Role Based Zabbix
Access Web interface

berypt user
passwords

Zabbix

password g Database

policy Z

Commandline
utilities

()
o
=
e
o
>
o
-
—
(D
p)

911Ud PIULINS3S

Fonte da imagem: Securing Zabbix 6.0 LTS by Karlis Salins / Zabbix Summit Online 2021 - Zabbix Blog



https://blog.zabbix.com/securing-zabbix-6-0-lts-by-karlis-salins-zabbix-summit-online-2021/18962/#Zabbix_HashiCorp_vault

O que é o HashiCorp Vault?

Armazena e gerencia 0 acesso as informacoes Open Source
sensiveis de aplicagoes, sistemas e infraestrutura Self-managed | always free
0SS, como o Zabbix

Download the open source Vault binary
Centralize e proteja os segredos and run locally or within your

environments.

Controle o acesso
Tenha o registro detalhado para auditoria

Fonte da imagem: https://www.vaultproject.io/
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Secrets?

Compreende qualquer coisa que voce queira controlar
rigorosamente o0 acesso

Informacoes sensiveis (chaves de API, senhas, certificados

-

Exemplos:Macros de Usuario
Credenciais de Banco de Dados

Zabbix
Server

Vault

Uma camada de seguranca com TLS deve ser adicionada

Fonte da imagem: https://www.zabbix.com

Informacao armazenada fora da base de dados do Zabbix
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Pré-requisitos

Possuir um certificado para o HC Vault e configura-lo no .hcl que contem
as configuracoes

Uma dica do tipo “salva-tempo”: vault —autocomplete-install

O vault inicia selado



Inicializando o Vault

vault status & vault operator init

[root@vault ~]# vault operator init
[root@vault ~]# vault status Unseal Key 1: +HOg84rtUnx+CGeggswK2SqtAbDjeoCrhqoC+wspldri
I{E}f Unseal Key 2: 1bdnpnt8mCH7gqgpQ9tApT25g1WZNTDqrR+4C+Wv+m9sD
Unseal Key 3: WdND9lo+pzgK072gnU4WhBhadBwFAHAkbJETd7k+Qe83
, Unseal Key 4: yp+2n1lPLFOpsbrdCIXShiTfTUMLE2cMqSUYNL6FgzPq
Seal Type shamir Unseal Key 5: Huz2CD7yHkMNzpfVQjYoKrKgVKnmg3wCN110AjV4KY D

Initialized

Sealed true

Total Shares O Vault initialized with 5 key shares and a key threshold of 3. Please securely
Th hold ) distribute the key shares printed above. When the Vault 1s re-sealed,
resho restarted, or stopped, you must supply at least 3 of these keys to unseal 1t

Unseal PFDQFESS 0/0 before 1t can start servicing requests.

Un SEE.l.L Nonce n/a Vault does not store the generated master key. Without at least 3 key to
Version 1.6.0 reconstruct the master key, Vault will remain permanently sealed!

Stnrage TFPE file It 1s possible to generate new unseal keys, provided you have a quorum of
HA Enabled existing unseal keys shares. See "vault operator rekey" for more information.

Initial Root Token: s.Njn0Z1aGnBw4NSDxpQD69qgEo
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Unseal Vault

vault operator unseal

[ root@vault ~]# vault operator unseal
Unseal Key (will be hidden):

Key

Seal Type
Initialized
Sealed

Total Shares
Threshold

Unseal Progress

Unseal Nonce
Version
Storage Type
HA Enabled

shamir

true

true

5

3

1/3
996ecffc-cbff-5cdf-abe3-blcc2el71265
1.6.0

file

[ root@vault ~]# vault operator unseal
Unseal Key (will be h1idden):

Key

Seal Type
Initialized
Sealed

Total Shares
Threshold
Version
Storage Type
Cluster Name
Cluster ID
HA Enabled

sham1ir
true

=

3

1.6.0

file
vault-cluster-0434122e

19d03346-60c3-1128-2121-1c5c1996b301
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Unseal Vault

vault operator unseal

[ root@vault ~]# vault operator unseal
Unseal Key (will be hidden):

Key

Seal Type
Initialized
Sealed

Total Shares
Threshold

Unseal Progress

Unseal Nonce
Version
Storage Type
HA Enabled

shamir

true

true

5

3

1/3
996ecffc-cbff-5cdf-abe3-blcc2el71265
1.6.0

file

[ root@vault ~]# vault operator unseal
Unseal Key (will be h1idden):

Key

Seal Type
Initialized
Sealed

Total Shares
Threshold
Version
Storage Type
Cluster Name
Cluster ID
HA Enabled

sham1ir
true

=

3

1.6.0

file
vault-cluster-0434122e

19d03346-60c3-1128-2121-1c5c1996b301

ZABBIX 2022
Conference™®

BRAZIL




Status e Login

vault status & vault login

[ root@vault ~]# vault status

Key

Seal Type
Initialized
Sealed

Total Shares
Threshold
Version
Storage Type
Cluster Name
Cluster ID
HA Enabled

shamir
true

5

3

1.6.0

file

vault-cluster-0434122e
19d03346-60c3-T128-212f-1c5c1996b301

[root@vault ~]# vault login

Token (will be h1idden):

Success! You are now authenticated. The token information displayed below
1s already stored in the token helper. You do NOT need to run "vault login"
again. Future Vault requests will automatically use this token.

s.Njn0Z1aGnBw4NSDxpQD69qgEo
token_accessor Ds0z01bH1608pJ5vggeEZN]Y
token_duration
token_renewable
token_policies
1dentity policies
policies
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Criando e listando o path zabbix

vault secrets enable —path=zabbix/ kv-v2

| root@vault ~ |# vault secrets enable -path=zabbix/ kv-v2

Success! Enabled the kv-v2 secrets engine at: zabbix/

vault kv list zabbix

| root@vault ~ |# vault kv list zabb1ix
Keys

database

macros
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Inserindo as secrets

vault kv put

[root@vault ~]# vault kv put zabbix/macros username=zabbixmon password=zabbixmon
Key

created time 2022-05-29T15:39:43.2971039712
deletion time n/a

destroyed -

version 1

| root@vault ~ |# vault kv put zabb1ix/database username=zabb1ix password=zabb1x
Key

created_time 2022-05-29T15:24:58.384992035Z

deletion_time n/a

destroyed |

version 1
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Consultando as secrets

vault kv get

| root@vault ~ |# vault kv get zabb1ix/macros
Metadata

created_time 2022-05-29T715:39:43.297103971Z
deletion_time n/a

destroyed f

version

password zabb 1xmon

LUsername rabh 1xmon

| root@vault ~|# vault kv get zabbix/database

Metadata

created_time
deletion_t1ime
destroyed
vers1ion

password
username zabb1x
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Vault Policies

Controle de acesso as secrets ?Eth "zabb1x/data/database”

capabilities = [ "list" , "read" ]

Formato HCL }

path "zabbix/data/macros"”

1

capabilities = [ "list" , "read" ]
}
L

Negativa de acesso por padrao
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Server e Frontend policies - Criando

zabbix-frontend policy zabbix-server policy
/etc/vault.d/zabbix-frontend-policy.hcl /etc/vault.d/zabbix-server-policy.hcl

Eath zabb1x/data/database path "zabbix/data/database"

- - - — 1] : 1] 1] 1] {

?EpahllltlEE = [ "list" , "read" ] cepabilities = [ "list" , "
}

path "zabbix/data/macros"”

{

capabilities = [ "list" , "

h
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Aplicando as policies

vault policy write zabbix-frontend /etc/vault.d/zabbix-frontend-policy.hcl
[ root@vault ~]# vault policy write zabbix-frontend /etc/vault.d/zabbix-frontend-policy.hcl

Success! Uploaded policy: zabbix-frontend

vault policy write zabbix-server /etc/vault.d/zabbix-server-policy.hcl
[ root@vault ~]# vault policy write zabbix-server /etc/vault.d/zabbix-server-policy.hcl

Success! Uploaded policy: zabbix-server




Obtendo os tokens

vault token create -policy=zabbix-frontend

[root@vault ~]# vault token create -policy=zabbix-frontend

Key

token
token_accessor

token duration
token renewable
token policies
1dentity policies
policies

s.5ThODYwXkwRVP7gW5q0R1 1gb
mUPk1QVdBeeZFyhNXYwqKz VW
768h

true
[ "default" '"zabbix-frontend"]

[]
[ "default" '"zabbix-frontend"]
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vault token create -policy=zabbix-server

| root@vault ~|# vault token create -policy=zabb1ix-server

Key

token
token_accessor
token_duration
token_renewable
token_policies
ldenti1ty policies
policies

s.7EGJA91Vhmo1Ht012PKngfuv
dob9U8BV5SW1qz7yU415Fvu7M
768h

true

| "default" "zabbix-server" ]
]

| "default" "zabbix-server" ]
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Importante!

Pode-se utilizar ZBX DATA CACHE_TTL para controlar a frequéncia de

atualizacao/invalidacao dos dados em cache.
As secrets ficam no configuration cache do Zabbix, e os valores sao obtidos toda

vez que o Zabbix atualiza sua configuracao.
E possivel atualizar os valores das secrets no vault com o comando:

secrets reload
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zabbix server.conf

Desabilite a configuracao usual:

#4¢ Option: DBUser

# Database user,
i

# Mandatory:

# Detault:

# DBUser=

#DBUser=zabbix
### Option: DBPassword

it Database password.
# Comment this line if no password is used.
#

# Mandatory:
# Default:
# DBPassword=

E habilite as opcoes do Vault:

### Option: VaultToken
Vault authentication token that should have been generated exclusively for Zabbix server with read only permission
to paths specified in Vault macros and read only permission to path specified in optional VaultDBPath
configuration parameter.
It is an e if VaultToken and VAULT TOKEN environment variable are defined at the same time.

# Mandatory: [

# Default
VaultToken=s.7EGIJA91LVhmolHt012PKngfuv
|
### Option: VaultURL

# Vault server HTTP[S] URL. System-wide CA certificates directory will be used if SSLCALocation 1s not specified.
#

# Mandatory:

# Default:

VaultURL=https://Vault:8200

### Option: VaultDBPath
Vault path from where credentials for database will be retrieved by keys 'password' and 'username'.
Example: secret/zabbix/database
This option can only be used if DBUser and DBPassword are not specified.

# Mandatory:
# Default:
VaultDBPath=zabbix/database




Frontend | Macros

De “Store Credentials in” até “Vault
authentication token”, todas as informacoes
que devem ser fornecidas serao provenientes
da configuracao do Vault e dos arquivos de
configuracao do Zabbix

ZABBIX

Configure DE connection
Seftings
Pre-installation summary

Install

Configure DB connection

database. Press "Next step” button when done

Database type

Database host

Database port

Database name

Store credentials in

Vault APl endpoint

Vault secret path

Wault authentication token

Database TLS encryption ~0Nnection wiif not be e/

MySQL A
localhost
0 0 - use default port
zabhix

Plain text
hitps./MNault-8200

Zabhix/database

Y kwRVFTgW5SqORligh




Frontend | Macros

Utilize os segredos obtidos no Vault

iacro Valor Descricao
f555H. USERNAME]} Zabbix/macros:username E‘. v |
fE55H PASSWORD} Zabbix/macros:passwaord

Adicionar T Texto

& Secref text

Adicionar | Cancelar ~ ;
- 3 Uau@ecra




Outras opc¢des de vaults no roadmap

CyberArk — prevista para o release v6.2




Repositorio GitHub




ZABBIX 2022
Conference

BRAZIL

OBRIGADA



	Número do slide 1
	Número do slide 2
	Número do slide 3
	Bio	
	Número do slide 5
	Número do slide 6
	Número do slide 7
	Número do slide 8
	Número do slide 9
	Número do slide 10
	Número do slide 11
	Número do slide 12
	Número do slide 13
	Número do slide 14
	Número do slide 15
	Número do slide 16
	Número do slide 17
	Número do slide 18
	Número do slide 19
	Número do slide 20
	Número do slide 21
	Número do slide 22
	Número do slide 23
	zabbix_server.conf
	Frontend | Macros
	Frontend | Macros
	Outras opções de vaults no roadmap
	Número do slide 28
	Número do slide 29

