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ENTWICKLUNG DATA GATHERING

DAS KONZEPT ZABBIX

2 Vollstindiges” Monitoring Tool

HOST ACTION

CONDITION Eemm
CONDITION ;|

~

2 So vielseitig wie Monitoring-Anforderungen
unterschiedlich sind

wrd Trigger fmwd Event famre

FE-»

2 miglichst viele Anwendungsszenarien abdecken

»

2 Standardisiertes Monitoring Item .
2 Transportierbare, “self-contained” Monitoring - E-mal, Sms -
Templates L ) Restart service,start server  €&— ERATION K

2 Finheitliche Definition von Problemzustinden

2 Vielfaltige Datenerhebungsmethoden
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ENTWICKLUNG DATA GATHERING

HERAUSFORDERUNGEN / ZIELE

2 Extraktion von Monitoring-Daten aus beliebigen Quelldaten
— SNMP
— Agenten
— Agentless
— APIs, ...

2 Verzicht auf externe Skripte

2 Flexibilitat, Dynamik
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ENTWICKLUNG DATA GATHERING

LOW LEVEL DISCOVERY

] LLD Type: SNMP, Agent, custom.... 1
. . ( ltems
Endpoint Low Level Discovery Rule ) —
) S
JSON (  ltem prototypes )))
A
h ( Triggers %

(kTrigger prototypes ).)) —
C A

2012
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ENTWICKLUNG DATA GATHERING

DEPENDENT ITEMS & PREPROCESSING

Dependent Item )

] Iltem Type: SNMP, Agent, Trapper, custom, ...
Endpoint Master Item Dependent Item )
J JSON,
Text,
XML,
Ccsy,
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ENTWICKLUNG DATA GATHERING

DEPENDENT ITEMS & PREPROCESSING

( LLD Type:Dependent

Preprocessing Master Item ) >[ Low Level Discovery Rule)

reprocessin e
JSON,
Text, JsonPath JSON (" ltem prototypes JsonPath
XML, Convert \ T
CS8v, ( Triggers %

Regex ( Trigger prototypes
e \ k \

2012 2017
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ENTWICKLUNG DATA GATHERING

HITP AGENT ITEMS

Host

Type: Dependent

LLD Type:Dependent

I '

Preprocessing/ ( Master Item ) >{ Low Level Discovery Rule) Items %
N
JsohRath JSON ( ltem prototypes ))) JsonPath A
\
Convert H'I'TP GET C ( —

Regex HTTP POST (\T:igger prototypes )-)) - %

Preprocessing
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ENTWICKLUNG DATA GATHERING

PROMETHEUS EXPORTER SUPPORT

LLD Type:Dependent

Preprocessing Master Iltem )— Low Level Discovery Rule)
etrics as
xt

Prom Pattern JSON (__Item prototypes
Prom Convert b T
HTTP GET .
Trigger prototypes
AN
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ENTWICKLUNG DATA GATHERING

CUSTOM JSON FOR LOW LEVEL DISCOVERY

y -
>& Low |-evel Discovery Rule ) (
\

< )))
J custom |{#LLD.MACRO1}
JSON |{#LLD.MACRO2} (k Item prototypes ))) .

|\ ! ( Triggers %

( Trigger prototypes —
Mappi \
apping C ~

LLD Type: Agent, HTTP, custom.... 1
Endpoint
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ENTWICKLUNG DATA GATHERING

JAVASCRIPT PREPROCESSING + LLD OVERRIDES

LLD Type:Dependent

Low Level Discovery Rule)

(ltem prototypes ):
U
U

( Trigger prototypes
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ENTWICKLUNG DATA GATHERING

JAVASCRIPT ITEMS

Host
-
Type: Dependent
Item Type: Script LLD Type:Dependent

(HTTP) Endpoint Preprocesging Master Item Low Level Discovery Rule) Preprocessing

JSON, i -

Text : -_JavaScrlpt JSON (Item prototypes )?'m) JavaScript

|
XML
) |

m— )
Trigger prototypes 99

AN
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ENTWICKLUNG DATA GATHERING

NEW TRIGGER SYNTAX + AGGREGATION

[ 1 Calculated Items
o # of discovered items

> * avg value
 # of enabled...

LLD Type: Agent, HTTP, custom....

) C ltems
>(Low Level Discovery Rule) —

Endpoint ] %
J custom |{#LLD.MACRO1} ( ltem prototypes L.
JSON |{#LLD.MACRO2} ‘- ))) _
|\ ! C Triggers %

(ang_qer prototypes ))) —
C o
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ENTWICKLUNG DATA GATHERING

FEATURE EVOLUTION

Certificate Monitoring SD-WAN Velocloud Template

% InfluxDB Template

Kubernetes Monitoring
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02 ANWENDUNGSBEISPIEL

LERTIFIKATSMONITORING

Mitgeliefert mit Zabbix 5.4+

"x509": {
"version": 3,
"serial_number": b
"signature_algorithm":
"issuer": tigo
"not_before": {
"value":

"timestamp": 1581984000

1,
"not_after": {
"value":

"timestamp": 1653177600

1,

"subject":

"public_key_algorithm":

"alternative_names": [

]
1,
"result": {
"value": 5
"message": " i
B
"shal_fingerprint":
"sha256_fingerprint":

{SCERT.WEBSITE.HOSTNAME}
{SCERT.WEBSITE.PORT}
{SCERT.WEBSITE.IP}
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Template .. Website certificate by Zabbix agent 2"

Web Server

https

4

3

Zabbix Agent2

Iltem Type: Agent

Master Item

_Cert: Issuer @l

_ Cert: Last validation status [i2

_ Cert: Public key algorithm 28

_ Cert: Serial number 2

. Cert: Signature algorithm =

_ Cert: Subject 2l

_ Cert: Subject alternative name 2
_ Cert: Validation result 2

_ Cert: Valid from 2

_ Cert: Version 2l

. Days left until expiry

Preprocessing

Dependent ltem )

JsonPath

Preprocessing

Dependent Item )

JsonPath

Preprocessing

Dependent Item )

JsonPath

2022-03-16 20:28:35

2022-03-16 20:28:35

2022-03-16 20:28:35

2022-03-16 20:28:35

2022-03-16 20:28:35

2022-03-16 20:28:35

2022-03-16 20:28:35

2022-03-16 20:28:35

2022-03-16 20:28:35

2022-03-16 20:28:35

2022-03-16 20:29:39

CN=Sectigo RSA Do...

certificate verified su...

RSA

24d0b71fb3f801634...

SHA256-RSA
CN="*.mcl.de
["*.mcl.de","mcl.de"]
valid

2020-02-18 01:00:00
3

66 d

Group




02 ANWENDUNGSBEISPIEL

Iltem Type: Script

LLD Type:Dependent

Master Item

JavaScript

L
{

{SMULTICERT.CONFIG}

"hostname": "www.webl.com",
"port": "443",
"address": ""

) >f Low Level Discovery Rule)

LERTIFIKATSMONITORING - ERWEITERT

Mehrere Zertifikate auf einem Host

secadm - Part of IMCL? Group

JSON

( Iltem prototypes
~ |
|

( Trigger prototypes L
U

"hostname": "www.web2.com",
"port": "443",
"address": ""

HOSTNAME , <PORT> ,<ADDRESS>; HOSTNAME , <PORT>, <ADDRESS>; ...

e A
Higst Type: Dependent
Type: Agent PP ltem 1 https
N
- Master Item Cert 1 PP Item 2
—
JSON PP Item 3
_______________________________________ Zabbix Agent2
Type: Dependent
—‘ Master Item Cert 2 PP Iltem 2
JSON \< PP X tem3 )
.

https://qithub.com/sa-ChristianAnton/zabbix-website-multiple-certificates-by-zabbix-agent-2



https://github.com/sa-ChristianAnton/zabbix-website-multiple-certificates-by-zabbix-agent-2
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03 KUBERNETES MONITORING

CLOUD NATIVE INFRASTRUCTURE

2 Micro Services

2 Hochgradig dynamisch

2 vollstandig API basiert - “alles ist ein Objekt”
2 Serverless” und Servicezentrisch

2 Metriken und Status via AP

? Jusitzliche Metriken via Prometheus Exporter

secadm - Part of ITCL? Group
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03 KUBERNETES MONITORING

VORAUSSETZUNGEN [EMPFEHLUNGEN)

2 Zabbix Proxy im Cluster installiert

2 Tabbix Agent auf jeder Node aktiv (DaemonSet)

? kube-state-metrics , Agent”

https://git.zabbix.com/projects/ZT/repos/kubernetes-helm/browse



https://git.zabbix.com/projects/ZT/repos/kubernetes-helm/browse
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03 KUBERNETES MONITORING

KUBERNETES MONITORING TEMPLATES

? |nteraktion mit dem K8S API Server

[ Kubernetes nodes by HTTP J p_ [)ummy"-Host

2 Cluster Nodes als Host Prototypes
— Template: Linux by Zabbix Agent

2 (Worker) Nodes (Items pro Host auf dem Dummy Host)
— Memory, CPU, Disk pressure, Health

2 Pods (Items auf dem Dummy Host)

{$KUBE.LLD.FILTER.POD.NAMESPACE.MATCHES} _ Fllter naCh Namespace Verwenden!

{SKUBE.LLD.FILTER.POD.NAMESPACE.NOT MATCHES}

— Restarts, Conditions, Scheduled, ...
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03 KUBERNETES MONITORING

TEMPLATE: KUBERNETES NODES BY HTTP

Get Nodes ) R
Get Pods Item Type: Script

Get Endpoint IPs /
>\ Item "Kubernetes: Get nodes"

Preprocessing

Kubernetes API (API-Server)

A

Item Type: Dependent

Item "Kubernetes: Get nodes check" )

Error Message while
fetching nodes data

LLD Type: Dependent

( LLD "Pod discovery" ) Zabbix Host "Kubernetes Cluster"

Preprocessing.

Item prototypes per Pod Items

Containers ready
Initialized

Filtering & Reformatting

|

Item Type: Dependent

Ready
C Item "Node LLD" ) - Scheduled
Trigger prototypes Restarts

Status: Phase
Uptime

|

Zabbix Host "Kubernetes Node" | _

( LLD "Cluster node discovery" ) ( LLD "Node discovery" )
per Node Items
External IP

Host prototype
/ \ Item prototypes Internal IP
\Template: Linux by Zabbix Agent — CPU

Memory
[ # of Pods

Disk pressure
Memory pressure
Network pressure
Info (roles, runtime, ...)
Uptime

Trigger prototypes l
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03 KUBERNETES MONITORING

TEMPLATE: KUBERNETES NODES BY HTTP

DEMO
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03 KUBERNETES MONITORING

KUBERNETES MONITORING TEMPLATES

?
[ Wi dvgier et by } Clusterkomponenten als Host Prototypes

— API Servers

( B

Kubernetes API server by HTTP — K8S Controller Managers

Kubernetes Controller manager by HTTP — Kubelets

r ) — K8S Schedulers

Kubernetes kubelet by HTTP

2 Daemonsets, Deployments, Endpoints, PVCs, ...

Kubernetes Scheduler by HTTP .
L J — Filter nach Namespace verwenden!

? Pods

— Mehr Informationen als iiber das ,.Nodes™ Template

{$KUBE.LLD.FILTER . NAMESPACE . MATCHES } : |
{$KUBE.LLD.FILTER.NAMESPACE .NOT MATCHES} — Filter nach Namespace verwenden!




secadm - Part of IMCL? Group

03 KUBERNETES MONITORING

TEMPLATE: KUBERNETES CLUSTER STATE

DEMO
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03 KUBERNETES MONITORING

FAZIT KUBERNETES MONITORING
)

~ N

g\,\'f

? Teigt, was derzeit alles mdglich ist
2 Sehr flexibel und umfangreich
? Customizing empfohlen/erforderlich (Filter, Duplikate, ...)

2 Umfasst NICHT das Workload-Monitoring an sich (ist jedoch auch durch Zabbix supported)
— Abfragen von durch Pods bereitgestellte Metriken

— Auto-Discovery von Prometheus Exporter Endpoints

2 Inshesondere in heterogenen Infrastrukturen eine wertvolle Erweiterung von Zabbix
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07 SUPPORT

VIELEN DANK!

christian.anton@secadm.de




