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DIGITAL TRANSFORMATION CHALLENGES

)

)

)

)

Management of legacy and existing systems, mix of older and newer

technologies and protocols

Transition to Hybrid Clouds, K8S and OpenShift
Scalability and HA

Security plays an increasingly important role

Budget concerns
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Infrastructure monitoring challenges
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INFRASTRUCTURE MONITORING CHALLENGES

& Scalability and high availability
& Growing number of devices, networks, increasing complexity
& The Multiple Tools Problem
& Missing Single Pane of glass
& Getting more value out of collected data
& Centralized visualisation and reporting

& New processes: AlOps
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Zabbix is an Universal Open Source
enterprise-level monitoring solution

ZABBIX IOV
Conference

nnnnnnnnnnnnn



All enterprise grade features at no cost!
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COST EFFECTIVENESS

» Exceptionally low TCO (Total Cost of Ownership)

)

N

& Free and Open Source high quality product
& Backed by reliable vendor and commercial services
@ No limits, great scalability

& Free access to all information: documentation, HOWTOs, community

resources
& Zabbix engineers are relatively easy to hire

& Cost is fully under control: fixed price support agreements, trainings

ZABBIX IOV
8 Conference

GERMANY | online



AAAAAAAAAA

zzzzzz

EEEEEEE

Deploy EVIIER

ZABBIX MO

Conference
EEEEEE | online



DEPLOY ON-PREMISE
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Vonitor gigiilallale

Legacy and modern systems, ready for the future
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SOLUTIONS FOR MONITORING
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Highest security standards
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SECURE BY DESIGN

Zabbix Ul

2FA, SSO
Pwd complexity

Auditlog
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HTTPS

Agent key restrictions,

@ Nno root access
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Zabbix
Database
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Proxies

Zabbix
Agents

Agent key restrictions
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ZA B B | x PRODUCT SOLUTIONS SUPPORT & SERVICES TRAINING PARTNERS COMMUNITY ABQUT US DOWNLOAD

Homea / Product /

Zabbix Security Advisories and CVE database

How to report a security issue?

Zabbix ID CVE number CVSS Zabbix a Synopsis Component/s Affected Published
score  severity version/s
ZB\V-2022-01-2 CVE-2022-24917 Reflected XSS in service configuration windaw of Zahbix Frantend Frentend 4.0.0- 2022 Feh Q2
4.0.38

5.0.0-5.0.20
5£0-5410

ZBV-2022-01-3 CVE-2022-24918 Reflected XSS in item configuration window of Zabbix Frontenc Frentend 5.0.0-5.0.20 2022 Feb 02
5.4.0-5410
6.0

ZBV-2022-01-1 CVE-2022-24349 Reflected XSS in action configuration window of Zabbix Frontend Frentend 400- 2022 Feb O1
4.0.38
5.0.0-5.0.20
54.0-54
6.0

ZBV-2022-01-4 CVE-2022-24919 Reflected X5S in graph configuration windew of Zabbix Frentend Frantend 4.0.0- 2022 Feb 01
4.0.38
5.0.0-5.0.20
5.4.0-5.4.10
6.0

ZBV-2021-12-2 CVE-2022-231324 T L ow Possible view of the setup pagss by unautherticated users if config file Fronter 540-548 2021 Bec 20
rcnten
already exists 6.0.0 -

https://zabbix.com/security_advisories ZABBIX IOy
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GRANULAR CONTROL OF USER PERMISSIONS

& Different parts of Ul can be made accessible for different user roles

& Control what user operations are accessible: maintenance, editing of

dashboards, etc

& Fine grained control access to API and its methods for extra security
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ZABBIX -+ |ser roles

“Name @ Customers

Manitoring Usertype  User

4»

Inventa
Y Access (o Ul elements

Reports Monitoring v Dashboarc v Problems Hosts

QOverview Latest data Screens

Configuration

Maps Disccvery Services

Administration

Inventory Overview Hosts

General Repaorts System information Availability report Triggers top 100

Proxies Audit Action lag Notifications

Authentication Configuration Host groups Templates Hosts

Maintenance Actions Event correlation
User groups
Discovery Services
User roles
Administration General Proxles Authentication

Users
User groups User roles Users

Media types Media types Scripts Queus

Scripts * At least one Ul element must be checked.

Queue
Default access to new Ul elements

Access to modules

No enabled modules found.

Default access to new modules

Support Access to API

Enabled «

Share .
API'methods BUELZRIEIEE  Deny list

r - b -~ -
& ) ) y S8 {
X I \V otdl LU

Help

User settings
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)

)

)

)

Zabbix monitoring as added-value service

Customer portal, a combination of

user roles for read-only access to dashboards and

customized Ul
re-branding options
SLA reporting

scheduled reports

POWERFUL SOLUTION FOR MSP

19
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MACHINE LEARNING AND STATISTICAL ANALYSIS

‘Number of new user registrations is down 12% last week”

‘Sudden anomaly detected in daily bandwidth usage”

‘Unusual weekly CPU usage”

ZABBIX WIO
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Zabbix [HIRNE

Released in 2022
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Vlain vectors

More value for the enterprise

General usability: UX and Ul, ease of use

Visualization and reporting

-vent and problem handling and processing

—xtending scope of monitoring: compliance monitoring, APM,
advanced log monitoring, public and hybrid cloud monitoring

—xtendability on all levels: trigger functions, storage engines,
agent plugins+Ul modules+3rd party widgets, webhooks

HA, scalability and load balancing

ZABBIX IOV
23 Conference
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ZABBIX 6.2, 6.4 AND 7.0 LTS

& External management of users and permissions (AD, SAML)
& End-user synthetic monitoring
& Security and compliance monitoring

< Zabbix for multi-DC scenario

24
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MULTI DC MONITORING

& Centralized event processing from multiple Zabbix Servers

& Centralised dashboard

(KD _ Local widgets
D _— —
DC1 Zabbix Server o e —
"R | = e LA
(D Events g L .
—eeeeeeep v g = = —
DC2 Zabbix Server v - ~ - -
e Zabbix Server S (5 | |
D
DC3 Zabbix Server
ZABBI X [ple9M)
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ZABBIX 6.2, 6.4 AND 7.0 LTS

& Abllity to receive events from other systems
& Advanced visualization
& Event correlation engine

& Enterprise alarm console

26
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ADVANCED EVENT CORRELATION ENGINE

& Tag based event pre-processing and correlation
& Event filtering, de-duplication, enrichment
& Noise reduction

& Root cause analysis

Traps Events

.0gs Events
Root cause

ONIdd1l 114
INJWHIOIENS

0T Events

Events
ZABBILX IO
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ENTERPRISE ALARM (PROBLEM) CONSOLE

& Noise reduction (hide, suspend, group), hide dependant problems

& Optimised for faster problem resolution and collaborative work

Time a Severity Recovery time Status Info Host Problem Duration Ack Actions Tags
2019-05-23 16:37.00 « Average PROBLEM Linux907 Zabbix agent on Linux907 is unreachable for 5 1y 4m No Service: Zabbix agent
minutes 18d

September ©

2019-09-30 12:45:.45 « - PROBLEM AZ M08 Low CPU utilization on host machines 1y 9d Yes n N Service: Kubemetes | Datacenter: FR2
2019-09-30 12:45:45 « PROBLEM AZ M18 Slow query execution time 1y 9d No .L Service: AWS Dynam... |Datacenter: NY1
Env: Production
2019-09-30 13:45:45 « Average PROBLEM AWS N30 Too many queries per second [ 1y 9d Yes [ N Service: HTTP balancer | Datacenter: NY1
Env: Production
2019-09-30 13:45:45 Average PROBLEM AZ M10 Too many queries per second 1y 9d LGN 2 IR Service: HTTP balancer | Datacenter: NY1
October ©
2019-10-01 12:25:11 » - PROBLEM AWS N90  Service Redis stopped ty8d  Yes [N .1, Datacenter: FR2 | Env: Staging
2019-10-01 12:25:11 » - PROBLEM AWS N34  Service Redis stopped 1y 8d ves [l 2, Datacenter: FR2 | Env: Staging
Today ©
10:48:11 - PROBLEM Zabbix Too many processes running on Zabbix server 3m39s  No Service: Zabbix
server

ZABBIX IOV,
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NEW VISUALIZATION CAPABILITIES

© New extended set of widgets for visualization and reporting

& TopN reporting: capacity planning and more

& Advanced templated (host-level) dashboards
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ZABBIX 6.2, 6.4 AND 7.0 LTS

&  APM + tracing

& Cloud native: HA, performance and scalability
& Log management

@ Also:

& Visualization and usability improvements

& Out of the box monitoring and integrations

30
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BE CLOUD-NATIVE

& Zabbix 5.2: HA and load balancing for Ul and API
& Scalable history storage
& History API for different time-series backends

& HA and load balancing for Proxies and Servers

iii
P B / Device or Service
roxy
Zabbix Server
31
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ZABBIX RELEASE SCHEDULE

& Zabbix 6.2: Q2, 2022
& Zabbix 6.4: Q4, 2022

& Zabbix 7.0 LTS: Q2, 2023
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ZABBIX ROADMAP: LONG TERM & UP-TO-DATE

Roadmap

This page contains an incomplete list of planned functionality that can be updated anytime without prior notice

Zabbix 6.2 Zabbix 6.4 Zabbix 7.0 LTS

Zabbix 6.2

ed ri ase aate:. Ues LUZ.

High availability, performance and scalability

« Scalable history storage

. . _ _ End-user Web monitoring
« Proxies to provide automatic load balancing and HA

ZBXNEXT-5911 [op voted

« Support of complex scenarios for monitoring of Web applications
and services

General usability improvements

« Improve usability of saved filter views

Za\.\. ‘*JE;"\' TUE’ '_—)t:

FZETR 0 029
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