ZABBIX

Product and feature overview




Who am I?

Nathan Liefting
Zabbix Consultant / Trainer
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WHY MONITOR?

Prevent downtime

Make big IT environments transparent & easy to manage

Collect and visualize real-time data, analyze and make trend-predictions
Enable better planning & purchasing

WHAT 1 MINUTE OF DOWNTIME COSTS:

AIRLINES DATA CENTERS AUTO INDUSTRY
Delays Unplanned outages Unexpected stoppages

$65 $8.651 $22.000

~US e o8
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19 YEARS OF EXPERIENCE

300.000+
INSTALLATIONS
WORLDWIDE

INTEGRATE WITH
ANY SOLUTION

MONITOR OVER
100 000 DEVICES

28 November 2022

100%
OPEN-SOURCE

24x7
TECHNICAL
SUPPORT

COLLECT OVER
10 000 000
METRICS

oicts.com

USER INTERFACE
IN 15 LANGUAGES

VISUALIZE FOR
BETTER ANALYSIS

ENCRYPT
CONNECTIONS
BETWEEN ZABBIX
COMPONENTS
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BASIC ARCHITECTURE

VISUALIZATION

HOST METRIC COLLECTION /)\/O\/)

Anything you wish to monitor:

* Server ) NOTIFICATION
e Switch c
. UPS (SO @g3
Application \ /
« Database FRONTEND
 Website, etc.
c
AGENT = ~ @ _ ZABBIX
Monitoring of devices, BACKEND
resources and applications. DATABASE
PROXY — / \ —
Monitoring of distributed locations. A APPS
é INTEGRATION
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BASIC ARCHITECTURE

FRONTEND

ZABBIX

BACKEND
DATABASE

FRONTEND

SERVER
« Data collection E .
« Calculating Triggers B st
» Creating Events - B
* Notification

FRONTEND
« Visualization
« Configuration management

DATABASE
 Datastorage

ZABBIX
SERVER
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ADVANCED ARCHITECTURE

- Keep Zabbix running even when there is an issue « BUILT-IN functionality for Zabbix server
« Database is the single source of truth « Use industry standard tools for frontend/database
« HA support on the PROXY/AGENT « Easy to built and extend

-

7 PROXY

]
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DATA COLLECTION

WHAT KIND OF DATA CAN BE COLLECTED

CLOUDS
« Services: availability and the responsiveness of e-mail or web
servers; Q) CONTAINERS
. Ntelt:work devices: network utilization, CPU, memory and port CP VIRTUAL MACHINES
status;
« Virtual machines: VMware vCenter and vSphere installations for SERVICES
various VMware hypervisor and virtual machine properties and =
. A
statistics ZABBIX % HARDWARE

- Databases: monitor in great detail any database, including
MySQL, PostgreSQL, Oracle and Microsoft SQL Server;

« Java Application Server: monitor JBoss, Tomcat, Oracle — é
Application Server or any other application with the efficient ==
Zabbix Java gateway;

- Web services: easily monitor availability, response time and APPLICATIONS DATABASES
download speed of your external website, e-commerce portal or
internal wiki and service desk system;

« Hardware: gather statistics such as temperature, fan speed
voltage, and disk state.

« Customized monitoring: integrate ZABBIX in any environment
and gather data from financial systems, environment control
systems or even sophisticated research devices.
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ZABBIX AGENT

Negligible performance overhead

« Push or pull data delivery e
4
« Easy to extend with plugins or external scripts
1
« Backwards compatibility for effortless upgrades !
« Access to Windows WMI and performance @UX
counters \
\
\
« Strong TLS or shared key encryption for E @
communications 8';‘:@?"6
\
« Deploy Zabbix agent as a package, use MSI or N
command line installer on Windows or deploy
pre-compiled agent binaries Oﬁ

FreeBSD
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AGENT-LESS MONITORING

« SNMP (v1/2c/3) polling and trapping

« |[PMI

« ICMP and TCP checks

« ODBC database monitoring

« Website performance / functionality

« HTTP data collection

e SSH/Telnet checks

« Easy to extend using scripts and/or plugins

« Prometheus monitoring
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E}’j WEB ig >

oicts.com

PLUGIN Ev j;__//
ava
\ \: Y
P =
ICMP | —> &— g
% :
7 0 N
l Va ~
-
PROMETHEUS

@ Opensource ICT Solutions 9



BUILT IT YOURSELF OR JUST START

H zabbix / community-templates ' Public

ogncnv(r-'.v) Alcated-Lucent () \% S‘Ig’u{e NPT <> Code (%) Issues 69 i1 Pullrequests 6 ) Discussions ») Actions [ Projects () Security |~ Insights
main ~ P 1branch ©0 3 Go to file Code ~
socsoe 3 bl D-Link &
Bhocaoe Cisco \ < actions-user Re-build README.md badbdee 10 days ago ' 245
.github D 4 montt
Applications
& - E Extreme ‘n%‘
SOCHe - v Cloud 5 9 month
Databases / : , 6. 6 months
) Network_Appliances a .0 temp 9 months
HAPROXY v MHIKVISION Harwiott Pachand . i
Unterpeine Network_Devices 2 months

Operating_Systems 2 3_tcp_uc C 1 4 months
Power_(UPS) / n 4 2 mor

(inteD) 9 Jenkins

Printers X f 6.0 7 montt

SCADA_loT_Energy_Home_Automa... added 6 9 months
Server_Hardware Add fil

¥JIRA Junieer & © Mattermost B4 ST 1 : 3 mon
Telephony E 0 te ates 9 montt

Unsorted ac emplates 9 months ago

Virtualization - A d (Gane RAPI temp b 6 months ago

n fcﬁd‘ - Es - - I
K IIN‘;( R o %’ MI\KI’OT'k @mnngo.?.‘

e_generic_.. r r x and minor fix 6 montf
docs D D 4 montt
LICENSE Create 12 months

README.md

ZABBIX.COM/INTEGRATIONS GITHUB.COM/ZABBIX/COMMUNITY-TEMPLATES
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DETECT PROBLEMS HOW YOU WANT

* Real time detection

« Define your own thresholds with expressions
« Easy to understand and setup

 OQverride mass thresholds on various hosts with macros

 Detect anomalies

Predict trends

Flexible thresholds using baseline monitoring

« And many customization options...

28 November 2022 oicts.com @ Opensource ICT Solutions 11



TIME TO SHOW THE DATA

ZABBIX «=

Global view
All dashboards / Global view

Top hosts by CPU utilization

No permissions to referred object or it
does not exist!

System information

Edit dashboard E E

© Monitoring Utilization 1m avg 5m avg 15m avg Processes Parameter Value Details

Dashboard Zabbix server ] 0.6508 % 0 0 0 259 Zabbix server is running Yes localhost:10051
Problems Number of hosts (enabled/disabled) 10 10/0 1 5 u 1 2
Hosts Number of templates 321 u
Latest data Number of items (enabled/disabled/not supported) 420 401/0/19 Am Ste rd a m
Maps Number of triggers (enabled/disabled [problem/ok]) 323 323/0[150/173]
Discovery Number of users (online) 2 1
Services Required server performance, new values per second 5.93
Inventory Host availability Problems by severity Geomap
seet 5 1 7 148 2 ' ‘

Available Unknown Total Warning - \
Configuration = |

\

Administration
Current problems

* Fully customizable dashboards

Hull \ Hamburg
Time v Info Host Problem « Severity Duration Ack Actions Tags 7 Bremerhaven
Groningen
14:19:54 lar-permanent- 52m 8s No component: system | name: Windows Updat... Foen ( 9 V Bremen
England ) Assen
w10 : noti .
wit scope: notice Peterborough \ Zwolle Niedersachsen
Norwich Tadrier o Woll
14:00 © r Osnabrick ]
'll ‘:)(:‘s Cambridge Neéderland Hannover
yr )
13:42:22 o lar-permanent- 1h29m40s No component: system | name: Microsoft Softw... n Cokchestarn ‘Den Haag " arnhema-MINSer®  piglafeld
w10 ‘
L°";’°2 i Middelburg Eindhoven )
outhend: ®
133916+ larpormanent thazmdss Mo component sysiem e e SR~
10 i gD o busseldort ..
t f s Bhibies Aachen " gonn
o th I olgie
13:38:52 o lar-permanent- Copy) i 1h33m10s  No component: system | name: Volume Shado... I Belgique / Koblenz <
wi0 coo Belgien
Ha ?
13:37:14 o lar-permanent-  "wisvc" (Windows Insider Service) is not running (startup type manual) 1h34m48s No component: system | name: Windows Inside... f Latbebara F'aftk.’“" am -6
w10 IRt lavre — 5t Leaflet | © OpenStreetMap contribut

« Zabbix 6.4: New Zabbix widget framework

« Filter using host groups, tags and more * More than 20 widgets
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TIME TO SHOW THE DATA

Zabbix server: ltem values

04
03
02 ]‘
DASHBOARD GRAPHS |
- 0 U : - — P e SRR
Edit widget 22 8 & 8 8% 3 4 8% 5 8 3 8 @ o8 8 o3 B B 5 B A2 S 5 Y% I YOS5 % TR @ o4 A Q8L B A3 8
T 3 3 3 =2 =3 = 2 8 5 3 % 3 ;8% 53 ¥ R ¥ X 8 3 2@ ¥ m xR BRRR R R AL RZERSEAGS
1 -
o
Type | Graph v J
-
last  min avg max
Name | default B load average (Imavg)  [avg] 014 0 002217 0.29
M Load average (5m avg) [avg] 0.1 0 0.01083 0.11
Refresh interval | Default (1 minute) v W Load average (15m avg) [avg] 0.04 0 0.0025 0.04
250 Kbps
AD-HOC GRAPHS
200 Kbps
150 Kbps
100 Kbps
50 Kbps
ps
11-2214:18 11-22 14:23 11-22 14:29 11-22 14:35 11-22 14:41 11-22 14:47 11-22 14:53 11-22 14:59 11-22 15:05 11-22 15:10
== Zabbix server: Interface ens192: Bits received Zabbix server: Interface ens192: Bits sent
Dataset 1  Displaying options ~ Time period Axes Legend Problems Overrides
Data set . Select Interface™: Bits* X Select
host pattern item pattern
Draw Points Staircase Bar Missing data m Connected Treat as 0 Last known
Stacked Y-axis Right . .
=X <o Zabbix server 127.0.0.1:10050 Enabled Latest data 125 Problems Graphs 25
Width —@ 1 Time shift | none
Point size Aggregation function | none v
Transp Y L 5 Aggregation interval
m—e : TEMPLATED GRAPHS

Approximation | avg v

+ Add new data set
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GET USEFUL ALERTS

— « Define your own action conditions
e S  Filter on tags, host groups, severities and more

Define your own actions operations
« Escalate, delay, repeat

,’ & Z ‘\
] \ « Customize severities
I ) :
'. |
\ ]
\ ]

« Show only what you need in the frontend

&
§
I

E </> IV;— « Or..Let Zabbix solve the problem for you with remote
— commands
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GET USEFUL ALERTS A o
aTeIegram LQ’ Signal
A ATLASSIAN

TJira & Opsgenie PagerDuty

® Statuspage

®» TOPdesk servicenow
$ Microsoft Teams ....' SIack D
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2
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MORE TO COME - ROADMAP
Zabbix 7.0 LTS Zabbix 7.2

Planned release date: Q2 2023 Planned release date: Q4 2023

High availability, performance and scalability
Cloud native

« Scalable history storage

It will include standard API for storage of history and trend data as well as

support of new time-series storage engines. « New architecture for horizontal scalability,

ZBXNEXT-714 Top voted!
performance and HA
« Proxies to provide automatic load balancing and HA

ZBXNEXT-5911 ¥ Top voted! Top voted!

Out of the box monitoring and alerting
« Security and compliance monitoring APM monitoring

« New set of widgets aimed to APM visualization

« Bindings for various programming languages (Java, Python, PHP,

Distributed monitoring ete)

« Extend Zabbix to enable APM functionality and tracing
« One dashboard for multiple data sources ZBXNEXT-5812, ZBXNEXT-7617
Ability to display data from multiple Zabbix servers on a single dashboard to

enable multi-DC monitoring scenario

https://www.zabbix.com/roadmap
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Questions?
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