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Challenges
of the modern IT



CIO-LEVEL VIEW

Digital transformation

Management of legacy and existing systems

Mix of older and newer technologies and protocols

Transition to Hybrid Clouds, Microservices, K8S and OpenShift

IT infrastructure management

Agile processes: DevOps, AIOps, CI/CD

Preparing for emerging technologies

Cybersecurity plays an increasingly important role
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How does it affect monitoring?



MONITORING CHALLENGES

The Multiple Tools Problem

Missing Single Pane of glass

Lack of centralized visualisation and reporting

Scalability and high availability

Growing number of devices, networks, increasing complexity

Pro-active problem resolution is critical

Cost effectiveness
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Zabbix is a Universal Open Source 
enterprise-level monitoring solution
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All-in-one monitoring platform
Everything included
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Free and Open 
Source

Commercial 
services, 

reliable vendor 
and partners

No limits, no 
licence fees, no 
per-device fees

Free access to 
all information

Access to 
Zabbix 

professionals

Fixed price 
support 

agreements

COST OF ZABBIX
Exceptionally low TCO
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YOU’RE COVERED: 24X7 PROFESSIONAL SERVICES
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TECHNICAL SUPPORT, WORLDWIDE
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AVAILABLE EXTRA TRAINING COURSES
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242 PARTNERS AROUND THE WORLD
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104 of Fortune 500 Global use Zabbix



ZABBIX SCALABILITY

550K+ of devices

30K+ proxies

10M+ itemsSingle Zabbix server
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Deploy anywhere



DEPLOY ON-PREMISE

DEPLOY IN THE CLOUD
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Monitor anything
Legacy and modern systems, ready for the future
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OUT OF THE BOX MONITORING

zabbix.com/integrations



Improved S.M.A.R.T. monitoring, also added new templates for: 

RECENT ADDITIONS



CMDB AND TICKETING

ALERTING
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Security on all levels
Highest security standards, verified by independent researchers
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SECURE BY DESIGN

HashiCorp Vault
CyberArk

Zabbix DB Zabbix Proxies

Zabbix Agents

Zabbix UI

2FA, SSO
Pwd complexity
Auditlog
User roles

Agent key restrictions, no 
root access, push or pull

HTTPS

Zabbix Agents

Agent key restrictions

Zabbix UI Zabbix Server
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Bug bounty

ISO/IEC 27001
Accreditation in progress…



zabbix.com/security_advisories
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Solution for MSPs
Better QoS, additional revenue stream
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Baseline: New user registrations is down 12% last week

EARLY PROBLEM DETECTION, USEFUL INSIGHTS

Anomaly: Sudden anomaly detected in S3 usage

Trend prediction: Running out of EC2 instances next week



30

USER ROLES
Granular control of user permissions



SCHEDULED PDF REPORTS

Can be applied to any dashboard

Accessible to all users

Use user roles to restrict access

Daily, weekly, monthly or yearly



10
TH

ZABBIX SU
M

M
IT / 2022

BUSINESS SERVICE MONITORING (BSM)

Complex SLO definitions for 100K+ services

SLA real-time and scheduled reporting

Multi-tenancy using flexible user roles

Alerting, root cause and impact analysis
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MONITORING AS A REVENUE STREAM FOR MSP

Added-value service

Customer portal, a combination of

user roles for read-only access to dashboards and customized UI

re-branding options

SLA reporting

scheduled reports

Professional services tailored to MSPs



ZABBIX FEATURES

All benefits of Zabbix in one place

Use as a reference

Answers many FAQs

zabbix.com/features
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What’s next ?
Thinking about the future of Zabbix



ZABBIX ROADMAP

It is always a compromise, a balance of:

Strategic functionality

ZBXNEXT popular and less popular feature requests

Paid development

Backlog issues
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Main vectors

General usability: UX and UI, ease of use

Cloud monitoring, visualization and reporting

Event and problem handling and processing

Extending scope of monitoring: compliance monitoring,
APM, IoT, advanced log monitoring, public and hybrid
cloud monitoring

Extendability on all levels: pluggable storage
engines, agent plugins+UI modules+3rd party widgets,
webhooks

HA, scalability and load balancing

More value for the enterprise



10
TH

ZABBIX SU
M

M
IT / 2022

ADVANCED SYNTHETIC MONITORING

Zabbix Server

Get value

Scripted scenario

Metric value

Complex interaction with Cloud APIs over HTTPS: AWS, Azure, GCP

Multi-step scripted data collection

Advanced availability checks 

Zabbix 6.4

Browser emulation!



ZERO-DOWNTIME UPGRADE OF PROXIES

Now:

All Zabbix components (except agents) must be

upgraded simultaneously 

Zabbix 7.0 Proxy

Zabbix 7.0 Server
Zabbix 6.0 Proxy

Zabbix 6.2 Proxy

Zabbix 6.4:

Older proxies will continue to process data

Creates a longer time window for upgrade

Zabbix 6.4



THE CONCEPT OF CAUSE AND SYMPTOM EVENTS Zabbix 6.4



ADVANCED EVENT CORRELATION

Tag based event pre-processing and correlation

Event filtering, de-duplication, enrichment

Normalization and noise reduction

Generation of new facts

Data

Data

Data

Data EVENT CORRELATION ENGINE

FILTERING

DE-DUPLICAITON

ENRICHMENT

NORMALIZATION Events

Logs

IoT

XML

JSON

Zabbix events

NEW FACTS



MULTI DC MONITORING

Centralized event processing

Centralized dashboards

Getting events from multiple Zabbix Servers

Events

DC1 Zabbix Server

Central Zabbix Server

DC2 Zabbix Server

DC3 Zabbix Server

Single Pane of Glass

Zabbix 7.0 LTS



NEW VISUALIZATION CAPABILITIES

New set of widgets

Host-level TopN reporting

More host-level widgets

Visualization of Cloud & K8S

Framework for widget devs



INSTANT CONFIGURATION UPDATE

Configuration sync will support incremental updates

New items are now checked within a minute after creation

Zabbix UI 
or API

0 sec

Zabbix DB Zabbix
Server

30 sec

Metric data after 1 minute (max)

Zabbix
Agents

10 sec10 sec

Zabbix 
Proxy

Zabbix 6.4
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JIT USER PROVISIONING

Automatic user provisioning

Auto-creation of users for LDAP and SAML

Management of users and their rights outside of Zabbix

Automatic mapping of user rights to user groups

Zabbix 6.4



ZABBIX 7.0 LTS ROADMAP IN A NUTSHELL

Cloud & K8S monitoring and visualization

JIT user provisioning for AD/LDAP/SAML

End-user synthetic monitoring

Security and compliance monitoring

Event correlation engine

Receiving events from outside

Enterprise alarm console

Framework for new widgets

Simplified upgrade of proxies

Advanced visualization

Massive usability improvements

New templates and integrations

LATER
Observability: APM + tracing, Open Telemetry integration

Cloud native: HA, performance and scalability

Log management



zabbix.com/roadmap

Status
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Zabbix Community
We love what You do!



THANK YOU!


