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Agenda
1. What are security vulnerabilities?

2. What are main drivers to find vulnerabilities?

3. How have we been seeking solutions? 

4. What challenges have we faced?

5. Outcomes.
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WHAT ARE SECURITY VULNERABILITIES?

“A security vulnerability is an error or flaw within an IT 

resource that could be exploited by attackers”

1.

https://jfrog.com/
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WHAT ARE SECURITY VULNERABILITIES?
Their forms

Coding mistake
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WHAT ARE SECURITY VULNERABILITIES?
Their forms

Coding mistake

Developer’s mistake 

https://www.codecademy.com/learn/ 5

Admin

password’; DROP TABLE Accounts;--
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WHAT ARE SECURITY VULNERABILITIES?
Their forms

Coding mistake

Developer’s mistake

IT asset misconfiguration

Many other… 

https://support.f5.com/ 6

Frontend
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WHAT ARE SECURITY VULNERABILITIES?
Scope

USER

ATTACKER
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The list of publicly disclosed cybersecurity vulnerabilities in 

MITRE CVE*

(https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=zabbix)

Zabbix Ticket management system 

(https://support.zabbix.com/)

Zabbix Security Advisories and CVE database 

(https://www.zabbix.com/security_advisories)

WHAT ARE SECURITY VULNERABILITIES?
Examples

8*MITRE CVE - Massachusetts Institute of Technology Research and Engineering Common Vulnerabilities 
and Exposures

https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=zabbix
https://support.zabbix.com/
https://www.zabbix.com/security_advisories
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WHAT ARE SECURITY VULNERABILITIES?
Examples
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WHAT ARE MAIN DRIVERS TO 

FIND VULNERABILITIES?

Regulatory authorities? Customers? Someone else?

2.
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WHAT ARE MAIN DRIVERS TO FIND VULNERABILITIES?

Who wants to see the 
bugs fixed?

Customers

Regulatory authorities

Partners
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HOW HAVE WE BEEN SEEKING 

SOLUTIONS? 

3.
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HOW HAVE WE BEEN SEEKING SOLUTIONS? 
Software Development Lifecycle (SDLC)

1. Requirements 2. Design 3. Development
4. Quality 
Assurance

5. Release to 
Customers

Security 
development 

guidelines

Security 
requirements

Threat modelling

Security 
architecture 

review

Security baseline

Secure code 
review

3rd-party library 
tracking

Static code 
analysis

Dynamic security 
testing

Penetration 
testing
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Predictable product continuous evaluation 
by independent researchers

HOW HAVE WE BEEN SEEKING SOLUTIONS? 
Zabbix cybersecurity program hotspots

14

3. Development
4. Quality 
Assurance

5. Release to 
Customers

Common static application security 
tool

Common dynamic application 
security tool
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SAST* Bug bounty program

DAST*

HOW HAVE WE BEEN SEEKING SOLUTIONS? 
Significant improvements this year

15
*SAST - Static Application Security Testing Tool
*DAST - Dynamic Application Security Testing Tool

3. Development
4. Quality 
Assurance

5. Release to 
Customers

Secure code 
review

3rd-party library 
tracking

Static code 
analysis

Dynamic security 
testing

Penetration 
testing



1
0

T
H

Z
A

B
B

IX
 S

U
M

M
IT

 / 2
0

2
2

HOW HAVE WE BEEN SEEKING SOLUTIONS? 
Significant improvements this year
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WHAT CHALLENGES HAVE WE FACED?

4.
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WHAT CHALLENGES HAVE WE FACED?
Choosing the right tool

And what is your 
choice?

Static Application Security Testing vs Dynamic Application Security Testing

Developer 
view Tester view

3rd step

10 min – 1h

All code

4th step

24h – 30h

Frontend + 
API

18
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WHAT CHALLENGES HAVE WE FACED?
SAST and DAST together

One eye is good, but 
two are much better

20



WHAT CHALLENGES HAVE WE FACED?
Which one is first?

DAST* is the 1st tool, because:

it is capable of covering a larger scope of reported 

vulnerabilities

it takes less effort to get started

21
*DAST - Dynamic Application Security Testing Tool
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WHAT CHALLENGES HAVE WE FACED?
Which one is better?

Limited group of security researchers Thousands of security researchers

More formal, methodology driven More creative

Pentesting vs Bug bounty

Limited in time Continuous

Paid testing time Paid vulnerabilities based on criticality

22



WHAT CHALLENGES HAVE WE FACED?
Pentesting vs Bug bounty

The choice fell on the Bug bounty, because it is closer to 

the Zabbix culture:

the number of releases is quite large; hence testing 

should be constant

the openness of the code and the openness to what will 

be found

the more research, the more secure is the core.

At this moment, our Bug bounty is private!

23
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SAST* Bug bounty program

DAST*

WHAT CHALLENGES HAVE WE FACED?
What we have now

24
*SAST - Static Application Security Testing Tool
*DAST - Dynamic Application Security Testing Tool

3. Development
4. Quality 
Assurance

5. Release to 
Customers

for any changes in release 
branches (alpha, beta, release 

candidates, final)

for any changes in 
release branches 

(alpha, beta, release 
candidates, final)

for all supported Zabbix 
packages



1
0

T
H

Z
A

B
B

IX
 S

U
M

M
IT

 / 2
0

2
2

WHAT CHALLENGES HAVE WE FACED?
Vulnerability identified by SAST

25
*SAST - Static Application Security Testing Tool
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WHAT CHALLENGES HAVE WE FACED?
Vulnerability identified by DAST

26
*DAST - Dynamic Application Security Testing Tool



Outcomes

5.
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Security  has become a 
continues concern during all 
Secure SDLC*. It is changing 
the culture. 

OUTCOMES

28*SDLC - Software Development Lifecycle



1
0

T
H

Z
A

B
B

IX
 S

U
M

M
IT

 / 2
0

2
2

• We have become more proactive in 
finding vulnerabilities and detecting 
them early;  before the product 
release

• Undetected vulnerabilities in SDLC*  
may be found by external security 
researchers in the bug bounty 
program

OUTCOMES

29*SDLC - Software Development Lifecycle
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OUTCOMES

30

Partners and customers are 
first informed about 
vulnerabilities that needed 
to be fixed
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Reduces costs for users 
and Zabbix

OUTCOMES
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By cleaning vulnerabilities up, we 
make Zabbix user environment 
more secure and less exploitable by 
hackers

OUTCOMES
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THANKS A BUNCH!
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