
Advanced VMware Monitoring 
in real life scenario

Dimitri Bellini
CEO, Quadrata Service Group, Italy 
and United Arab Emirates (UAE)



Vmware monitoring with 
Zabbix:
Two years of continuous 
improvements
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Zabbix VMWare Integration
 Agentless integration without need to deploy other software
 Based on SOAP API calls
 Out of the Box, using the provided VMWare Template
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VMware scenario in a real enterprise company

 1 vCenter
 84 Hypervisors
 1993 VM grouped in many folders:
• Hundreds of DB servers
• Hundreds of application servers
• Hundreds of Web servers
• Hundreds of forgotten snapshots 
• …

 VMs with different VMtools releases
 VMs disabled or switched off 
 Simple automation for better VMs 

mangement

The simple vision The reality
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Zabbix up to 5.0 behavior for VMware

 VMware Cluster metrics (vCenter Status, Datastore 
space, Hypervisor status etc)

 VM Base monitoring (CPU, Memory, Filesystem)

But:
 VM & Hypervisor inherit vCenter IP address
 Most of the configuration options are read-only, except 

for enabling/disabling the host and host inventory. 
 Discovered hosts cannot have host prototypes of their 

own.
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Zabbix 5.0 VM available LLD Macros

{#VM.UUID} Unique virtual machine identifier.

{#VM.ID}
Virtual machine identifier 
(VirtualMachine managed object 
name).

{#VM.NAME} Virtual machine name.

{#HV.NAME} Hypervisor name.

{#CLUSTER.NAME} Cluster name, might be empty.

{#DATACENTER.NAME} Datacenter name.

Very few Macros are provided during the VM discovery
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VMware Discoveries on Zabbix 5.0

Fixed IP Address for all discovered Hosts

vCenter Host
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Discovered host view

Most of all 
parameters are 
locked
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Collected data
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Collected data
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Zabbix 5.2 and 5.4 Enhancements
Two important enhancements:

 Discovered VMs VMWare with a dedicated network interface (
https://support.zabbix.com/browse/ZBXNEXT-6269) – introduced for Zabbix 
5.2.2

 Zabbix template VMWare FQDN (
https://support.zabbix.com/browse/ZBXNEXT-6272 and 
https://support.zabbix.com/browse/ZBXNEXT-2088) – introduced for Zabbix 5.4

Solved Issues:

 We can directly monitor Hypervisor using a simple ping 
 We can add Zabbix agent monitoring to a discovered VM
 No more “two” hosts for same VM (one discovered by VMWare integration for 

VMWare metrics, one for Zabbix Agent metrics)

Warning
 If the guest OS hostname is not accessible, than the VM will not be discovered. 

Powered off VMs or VMs without vmtools installed will not be discovered, 
because host FQDN name is absent/unavailable.

https://support.zabbix.com/browse/ZBXNEXT-6269
https://support.zabbix.com/browse/ZBXNEXT-6272
https://support.zabbix.com/browse/ZBXNEXT-2088
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New possibilities but still some problems

 No more duplicated hosts for VM (using Zabbix Agent Active)
 It’s now possible link a specific template based on VM 

Operating System, using Override rules during the 
HostPrototype creation

But...
 No easy way to associate a specific template according to 

VM role and installed services (i.e. application monitoring).
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Possible workaround for specific 
application monitoring

Using an LLD Javascript Preprocessing Step to change VMware VM 
discovery to extend the information of "Host Specialization" using 
the Zabbix Inventory Field... 

Tricky solution with huge performance penalty and Timeout limitation 
during the PreProc Steps...
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Ugly Workaround...

1) Discover VMs using standard FQDN template

2) Change “software” field in the VM inventory 

3) Modify preprocessor Javascript in the VM discovery

4) Add Override rule in order to associate a template related to 
“software” field in the inventory
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Popolate inventory “software” field
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Preprocessing script 
real example (relevant part)

// look for requested template in inventory software field
var w = disc_array.length;
while (w--) {
        disc_array[w]["{#INV.SOFTWARE}"] = '';
        for (var t in hdata_array) {
                if (disc_array[w]["{#VM.DNS}"] == hdata_array[t]["host"]) {
                        disc_array[w]["{#INV.SOFTWARE}"] = hdata_array[t]["inventory"].software;
                }
        }
}
var output = JSON.stringify(disc_array);
Zabbix.Log(1, output);
Zabbix.Log(1, ‘END preproc: OK');
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Discovery overrides
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 VM with a new associated template
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Zabbix 6.2 enhancements
Added support for :

 Host Prototype add custom tags -> ZBXNEXT-7591
 Host Prototype add/change custom Macros -> ZBXNEXT-5517
 Host Prototype add custom Templates -> ZBXNEXT-7523 
 VMware tags for HV, VM, DS, CL and DC -> ZBXNEXT-5229 

         Warning: only Vmware >= 7.0.2 is supported (on Zabbix 6.2.2)
 vmware.dvswitch.discovery and vmware.dvswitch.fetchports.get -> 

ZBXNEXT-7029 

 VMware snapshot information (discovery & item) -> ZBXNEXT-2043   
 VMware vmtools status (discovery & item) -> ZBXNEXT-2302 



ZABBIX SU
M

M
IT / 2022

VM discovery LLD Macros in Zabbix 6.2

 {#VM.UUID} Unique virtual machine identifier.
 {#VM.ID} Virtual machine identifier (VirtualMachine 

managed object name).
 {#VM.NAME} Virtual machine name.
 {#HV.NAME} Hypervisor name.
 {#HV.UUID} Unique hypervisor identifier.
 {#HV.ID} Hypervisor identifier (HostSystem managed 

object name).
 {#CLUSTER.NAME} Cluster name, might be empty.
 {#DATACENTER.NAME} Datacenter name.
 {#DATASTORE.NAME} Datastore name.
 {#DATASTORE.UUID} Datastore identifier.
 {#VM.IP} Virtual machine IP address, might be empty.
 {#VM.DNS} Virtual machine DNS name, might be empty.
 {#VM.GUESTFAMILY} Guest virtual machine OS family, 

might be empty.

• {#VM.GUESTFAMILY} Guest virtual machine OS family, might be 
empty.

• {#VM.GUESTFULLNAME} Full guest virtual machine OS name, might 
be empty.

• {#VM.FOLDER} The chain of virtual machine parent folders, can be 
used as value for nested groups; folder names are combined with "/". 
Might be empty.

• {#VM.TOOLS.STATUS} VMware virtual machine tools state.
{#VM.POWERSTATE} VMware virtual machine power state 
(poweredOFF, poweredOn, or suspended).

• {#VM.RPOOL.ID} Resource pool identifier.
• {#VM.RPOOL.PATH} Full resource pool path excluding the "root" 

name "Resources". Folder names are combined with "/".
{#VM.SNAPSHOT.COUNT} Number of VM snapshots.

"tags" An array containing tags with tag name, description and 
category:
• [{"tag":"tag name","tag_description":"tag description", 

"category":"tag category"}]
• vm.customattribute = [{}] An array of virtual machine custom 

attributes (if defined):
• [{"name":"custom field name", "value":"custom field value"}]
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Zabbix 6.2 VMware host prototype

FQDN Hostname based on VMTools

Assign Template after Host creation

Dedicated Interface per VM
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Zabbix 6.2 VMware host prototype

Add new Custom Macro per VM

Change inherited Macro per VM
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We achieved some good goals!
 Template linking Automation based on VMWare Tags/Custom attribute for VMs 

monitoring
 We can change some specific details of an HostPrototype (aka custom macros, 

template etc)
 No more Dual Hosts for a single VM
 Extened VMWare metrics 

 Snapshot [size/number]  Check old Snapshot or Snapshot size→
 VMTools [version/presence]  Check the version to prevent weird monitoring data →

collection
 More pre-built LLD Macros on VMWare Discoveries (granular control of discovered 

objects)
 Better VMWare components (VMs,Hypervisors) organization using Folder/Resource 

Pool

Final question: Can we monitor an Enterprise 
grade VMWare installation easily and with 
needed detail level?

         Yes, we can! Using Zabbix :-)
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VMWare Snapshot details
Snapshot items “Grand Total per VM”

JSON output of “vmware.vm.snapshot.get”

You can use it for a Snapshot Discovery!



VMWare Tags for Automation

VMWare Tag/Custom Attribute 
used to automate the  
Template association
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More nice and complete VMWare Dashboard



ZABBIX SU
M

M
IT / 2022

More nice and complete VMWare Dashboard
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Future interesting enhancements

 Ability to show LLD rule output  ZBXNEXT-6812 (Show output generated by →
a discovery)

 Creating vmware.hv.sensor.health.state via lld discovery  ZBX-20564 →
(Template VMWare broken since VMWare version 6.5)
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Special thanks

 Zabbix SIA for new Zabbix functionalities
 Michael Veksler for supporting VMWare 

development

Angelo Porta 
Architect, Quadrata Service Group, Italy
Slide writing and daily suggestions :-)



Thank you!

#zabbixitalia

www.quadrata-group.com


