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Disclaimer

• Two Tools developed and maintained by Bernhard Linz, a Zabbix administrator 
from Germany.

• InstallZabbixAgent.bat and AgentAutoUpdate.exe free to use and open source

• Hosts a German Wiki about Zabbix and IT → https://znil.net

• Azure DevOps is not mandatory to fulfill this concept

• Should work with any agent-based CI/CD solution

https://znil.net/index.php?title=Zabbix_Agent_f%C3%BCr_Windows_per_Skript_automatisch_installieren_Musterdatei
https://znil.net/index.php?title=Agent_Auto_Updater
https://znil.net/


Why do we need this
concept?

Keeping Windows Zabbix agents in sync



Why do you need this concept?

You‘re a Managed Services Provider or an Enterprise sized company:

• How many Zabbix agents can you deploy at once?

• Do you need to maintain customers without direct access?

• Have you ever thought of switching to Zabbix agent2 in less than a few
minutes?

• How long does it take you to onboard a new customer?

• Can your Zabbix agent deployment scale limitless?
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What this concept does for you!

Challenges:

1. Keeping track of changes with a GIT like revision system

2. Targeting each and every Windows server

3. Keeping Windows Zabbix agent binary up-to-date

4. Keeping zabbix_agentd.conf up-to-date

5. Distributing newly developed custom User parameters

6. Scale limitless across dozens of customers and thousands of Zabbix agents

https://www.zabbix.com/documentation/current/en/manual/config/items/userparameters


Methods and tools to
install Windows Zabbix 
agent

Keeping Windows Zabbix agents in sync



Methods to install Windows Zabbix agent

Classic method MSI method



Methods to install Windows Zabbix agent

Conclusion

• Classic method, tools already exist since 2013

• Official Zabbix MSI files were introduced with version 4.0.6 in 2019

• Why not MSI?

→Never change a running system

• Results will nearly be the same

https://www.zabbix.com/documentation/4.0/en/manual/introduction/whatsnew406
https://www.zabbix.com/rn/rn4.0.6
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Azure DevOps:
Git, Agent & Pipeline

Keeping Windows Zabbix agents in sync



Azure DevOps Git repository

• GIT has become industry standard, to keep track of source files

• We host the content of our SMB Master share in Azure DevOps GIT



Azure DevOps Git repository - Demo



Azure DevOps on-premises Agent

• Azure DevOps Agent allows to build code or deploy software using Pipelines

• Install one DevOps Agent per customer on Windows Server

• Will host the SMB share with Zabbix agent setup files



DevOps on-premises Agent – Installation Demo



Azure DevOps Release Pipeline

Release A certain commit from
our GIT master branch

Artifact This artifact is then copied
into the on-premises agent

Deployment
Tasks

Creates the customer 
adjusted result



Azure DevOps Deployment Tasks



Azure DevOps Release Pipeline – Task 1

New-ZabbixAgentShare.ps1 

Checks if the target 
folder already exists

Creates folder ->

C:\zabbix-agent

Enables SMB share

Permissions: 

Everyone – Read

NTFS permissions

Local System – Full Control

BultiIn Administrators – Full Control

Authenticated Users – Read and 
Execute

Users – Read and Execute

Everyone – Read and Execute



Azure DevOps Release Pipeline – Task 2

• Replace Tokens is a free Azure DevOps marketplace function, that can replace 
tokens in any text file during a release



Azure DevOps Release Pipeline – Task 3

• Copy Files to is a standard Azure DevOps task, copies the content of a cached 
artifact to any target path

Created target 
path with 

PowerShell, 
prepared SMB & 

NTFS permissions

Manipulated 
artifacts’ 

config.bat, to 
correspond to 

target customers’ 
environment

We copy artifact 
into SMB share: 

C:\zabbix-agent



Azure DevOps Release Pipeline – Demo



Deploy the Windows 
Zabbix agent via Group 
Policy Preferences

Keeping Windows Zabbix agents in sync



Deploy Zabbix agent via Group Policy Preferences

• Customers environment based on Microsoft Active Directory

→ All Windows Servers are domain joined

• Managed Scheduled Tasks from Group Policy Preferences (GPP)

• Zabbix agent will be installed by InstallZabbixAgent.bat via UNC path

• Deploy this call to every Windows Server:

cmd /c "\\fs2016-01.int.anaxco.de\zabbix-agent$\InstallZabbixAgent.bat"



Deploy Zabbix agent via GPP – Demo



Understanding the
InstallZabbixAgent.bat & 
AgentAutoUpdate.exe

Keeping Windows Zabbix agents in sync



InstallZabbixAgent.bat & AgentAutoUpdate.exe

AgentAuto
Update.exe

UNC 
path

InstallZabbix
Agent.bat



Conclusion

Keeping Windows Zabbix agents in sync



Bringing it all together
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Conclusion

Challenges:

1. Keeping track of changes with a GIT like revision system ✅

2. Targeting each and every Windows server ✅

3. Keeping Windows Zabbix agent binary up-to-date ✅

4. Keeping zabbix_agentd.conf up-to-date ✅

5. Distributing newly developed custom User parameters✅

6. Scale limitless / dozens of customers / thousands of Zabbix agents ✅

https://www.zabbix.com/documentation/current/en/manual/config/items/userparameters
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Thank you!

Questions?


