Leveraging Zabbix trend
functions for network
monitoring anomaly
detection and enhanced
visibility
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Introducing the issue

* Issue overview
* Lots of operational monitoring, almost no tactical vision
e Lack of essential information for the network environment management

* In general, the network behavior in relation to its traffic is unknown and network
administrators are reactive professionals
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. Purpose of the implementation and expected results

 What is the purpose of the implementation?

* Improving or generating a network tactical layer monitoring

e Using Zabbix Trend Functions
 What is the expected result?

* Some piece of information about network behavior
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Contextualizing




Contextualizing

What do I really need to monitor?
 CPU, memory, disk, etc...
e Talking about network traffic
* The 5-tuple concept and some additional information
Why and how Netflow?
 What’s happening on the network?
* How can Zabbix collect, store and analyse Netflow data?
e | canteach it and Zabbix can learn it (what if...?)
* So, how can Zabbix help us understand the network behavior?

e Zabbix can bring to light some unknow behaviors
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Scenario




Scenario

WWWwW
The 5-tuple:
Company network
O * SourcelP =x
- e Source port =y
* Destination IP =z
* Destination port=w
Exported Netflow data * Protocol=p
/
Additional information
Exported Netflow data * Flows
*  Packets
* Bytes
[ Active Directory ] [ DNS ] [ Intranet ]
[ FTP ) | POP ) IMAP ]
Internal Services
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Ordinary data




. Ordinary data

e What do | know so far?
* Can | say my network behavior is OK with these data?

* What was expected and what is still not clear?
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The 5-tuple:

Source IP = x

Source port =y
Destination IP =z
Destination port =w
Protocol = p

Additional information

Flows
Packets

Bytes

12
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Some prints — Part 2: Dashboard widget = Top host + Graph
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What’s new?




. Extraordinary data

 What does extraordinary data means?
 What do you think about observability?

e Just monitor or search for something else?
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Comparing both
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How far from the average?

AVG BYTES | PREVIOUS HOUR STANDARD DEVIATION ANOMALY RATE

Value for the last full hour

Deviations found



. Key concept #1

e What is Baseline?

* A way of analyzing past behavior so that | can predict what to receive
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. Key concept #2

e What is Standard Deviation?

e A way of knowing how “far” values are from average
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. Key concept #3

e What is Anomaly Rate?

* itis anindicator based on the number of deviations reached in a detection period
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Baseline




Baseline for total bytes received from a Netflow exporter (firewall, router, etc.)

BYTES RECEIVED / LAST FULL HOUR AND THE 5AME HOUR OVER 7 DAY S IN THE 5AME TIMEFRAME
42 ME
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24 MB ] B Foe
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16 MB - W HNetFlow Endpoint A: Average bytes for the previous hour: 1.84 MB S - ' - _
& ME ‘
(g EEEEE EEEEEEEEle.dEEEEcEnEnEsEEEEEEEEw EEEEEEEEEEEEEEEEEEEEEE.
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baselinewma(//total.bytes,1h:now/h,"d",7)
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. Baseline for total bytes received from a Netflow exporter (firewall or router)

Same time, few days later

[zu:zmm 21:14:46 ]

B MetFlow Endpoint A: Baseline for total bytes based on T days and last full howr: 2.44 MB
B MetFlow Endpoint A: Average bytes for the previcus hour: 2.5 MB

N
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baselinewma(//total.bytes,1h:now/h,"d",7)
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A

Graph explanation #Used baseline formula

Defining the data gathering period

Formula: baselinewma(//total.bytes,1h:now/h,'d",7

l

Defining periodicity

!

Seasonality
Day 7 Day 6 Day 5 Day 4 Day 3 Day 2 Day 1

Today (2022-09-05)

| >
Now: 12:35

12:00 12:00 12:00 12:00 12:00 12:00 12:00 12:00

Based on received values in the last full hour: 11:00 — 11:59
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. “trendavg x avg”

Using trends

Formula: trendavg(//total.bytes,1h:now/h)
The last full hour

AVG BYTES / PREVIOUS HOUR

v
1

08:00 09:00 10:00 11:00 12:00

A
v

08:30 09:30 10:30 11:30

- J
A

Now :12:35

Formula: avg(//total.bytes,1h)
Last hour until now

AVG I LAST HOUR > NOW

Using history
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Standard Deviation




Standard Deviation

0.3 04

0.2

0.0 0.1

34.1%| 34.1%
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. Standard Deviation

STANDARD DEVIATION

— Formula: baselinedev(//total.bytes,1h:now/h,"d",7)
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STANDARD DEVIATION

Standard Deviation

Formula: baselinedev(//total.bytes,1h:now/h,"d",7)

Day 7 Day 6 Day 5 Day 4 Day 3 Day 2 Yesterday Today (2022-09-05, from 17:00 to 17:59)
Now: 12:35

I »

A

I »

2022-09-05 18:05:00 3222233

2022-09-04 15:05.00 2847833

2022-09-03 18:05:00 3877883

2022-08-02 18:05:00 253202E0

2022-09-01 18:05:00 0

2022-08-31 18:05:00 ©

— trendavg(//total.bytes,1h:now/h)

2022-08-30 18:05:00 23263545

2022-08-29 18:01:00 1552300 - _
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=R | L e e

Y05 1704

Standard Deviation

Q.05 1T

STANDARD DEVIATION

FOF2-08-05 18:01:42

B MefFlow Endpaint A: Baseline lor tolal byles based on 7 days and last full boor: 2002 K8

MetFlow Endpaint A: Swe b for the icus hour: 3.14 MB
ol [ | aw pain rage byles for the previeus hawr: -
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. Anomaly Rate

ANOMALY RATE

Formula: trendstl(//trendavg.1,24h:now/d,24h,2h,2,"stddevpop")

Iltem key: trendavg.1

AVG BYTES / PREVIOUS HOUR

: . 1h:
Formula: trendavg(//total.bytes,1h:now/h) Ceeifention: dueation . ..




Anomaly Rate

stddevpop stddevsamp MAD (Default)

ANOMALY RATE

Algorithms

Number of deviations to

considering

l

Formula: trendstl(//trendavg.1,24h:now/d,24h,2h,2,"stddevpop")

Expected periodicity

Observability period

OOKINg 1or anoraiies
here

In the last 24 hours “Anomaly Rate” is 0.13
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Anomaly Rate

O_ 13 MetFlow Endpoint & The rate of anomalies for the last 24 hours 0 13

“.:” 0.08

N 4 0.04 @ . 060

n = o = = = o = = = = o = o = o = = = o = O = oD = © = @ = o = o = = o = o = = o = o = = = = n
o m =] n =] o (=] N (=] N (=] N (=] N (=] ] =] n =] nt =] "t (=] m (=] m (=] N (=] al (=] N =] ] =] m =] ot (=] m (=] N (=] m (=] N (=] N =] " =] m =] o (=] N (=] N =]
I = - ] i3 -l Td ™ ] L=l T ™ - - W L P= -] & - -l 4 ™ - - i -] = - ] i3 -l

- .-} — ] — ~ Ll u w = -] (-] (=} — o] ['a] = .-} — d
— — — i ™~ i ™ i = (=] L] (=] = [=] L= L= L= [=] L= [=] L= (=1 = o = - = — — = — — = — — - — = — i ] rd
= wn
= 2
{=] -}

last min avg max

Il The rate of anomalies for the last 24 hours  [all] 008333 004167 008908 0.125

Something is happening at about 6 PM every day and needs some investigation!
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. #Considerations

* Ashort time was used
* You can use graphs to show a Standard Deviation evolution

* |n real life you must consider your business rules
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. Conclusion

* In general, our goal was achieved

* Improving or generate network infrastructure visibility using some new Zabbix Trend Functions

* Highlighting Baseline, Standard Deviation and Anomaly Rate J
* Improving or generate a tactical layer monitoring in addition to operational layer monitoring J

e Understanding our network behavior based on operational data received before by Zabbix (using
Netflow integration) J

41
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. Conclusion

 We have new challenges
 we need to create some triggers to be fired when a threshold is reached

* we need to translate some business rules to Zabbix formulas and try to reflect the
company reality

e if you don’t use Zabbix 6.+ yet, make a plan and start as soon as possible!
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Conclusion

e Operational layer monitoring is easy and necessary

e if you can monitor the tactical layer, it will be desirable
* There is no limit to monitor when using Zabbix

e if out-of-the-box features are not enough, just extend Zabbix
* More questions instead answers

e Before: Poor visibility
 Now: Operational and tactital layer monitoring
* Next: Investigation
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