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| am Robert Silva

CKA|ZabbixTrainer|Zabbix Expert
DevOpsEngineerat JLCP




Does Zabbix
work In
containers?




| started using Zabbix in
containers 2 years ago

New approach

=% | ZABBIX



https://blog.zabbix.com/scaling-zabbix-with-containers/13155/

How this environment
currently works



} How this environment
currently works

System information
Parameter Value Details
Zabbix server is running Yes 10.143.224.31:10051
Number of hosts (enabled/disabled) 52494 45426 / 7068
Number of templates 689
Number of items (enabled/disabled/not supported) 3080584 2579071 /1457540 / 43973
Number of triggers (enabled/disabled [problem/ok]) 724126 485715/ 238411 [5095 / 480620]
Number of users (online) 1275 18
Required server performance, new values per second 11802.46




} How this environment
currently works

ZABBIX <« =

Using 101 proxies
without any SSH
connection for
maintenance.

Displaying 1 to 50 of 101 found

.




Yes, Zabbix works in containers

But, why do we stillhave environmentsinvirtual machines?

» Maybe because of culture and mainly because of lack of knowledge
> We cantalkaboutit inothermoment.
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Our challenge

Zabbixhashundredsof
integrationslike:
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AWS;

Azure;
Redis;
MongoDB;
Kafka;

APIs;
Prometheus;

Kubernetes/Openshift;

Others.

Software Engineers, Cloud
Engineers prefer Prometheus
becauseitis "Cloud Native".

We Zabbix experts must show
that Zabbix is prepared to work
with modern technologies.

ServiceDiscoveryand Low Level
Discovery working togetheris
Awesome.



How to start working with
kubernetes?



Required skills

Linux;
Networks;
Basic shell script;
Distributed architecture;
High Availability Architecture;
How containerswork;
Containerorchestration;

o Docker Swarm, Kubernetes, Openshift.
Cl/CD process.
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First steps

» Understand what resources we need to Deploy Zabbix in Kubernetes;
» Createanisolated environmentfor development, homologand
production;
» Itisrecommendedtohave 2 clusters:
1. Developmentand homolog;
2. Production.
» Youdon't need a dedicated Zabbix cluster, just dedicated nodes.
» Define how the Deploy will be done:
»  Gitlab Cl/CD, ArgoCD, Harness, Azure Devops and others.
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} Kubernetes basics objects to Zabbix




} How does connectivity work?

<

External Load Balancer
to TCP connections

NGINX Ingress Controller @
Ingress resource
Path: zabbix.domain

to HTTP/HTTPS connections




Two ways to deploy to Kubernetes

spec;‘ X % containers:
nodeSelector: - name: {{ .Release.Name }}
null image: {{ .Values.image.repository}}:{{ .Values.image.tag}}
containers: imagePullPolicy: {{ .Values.image.pullPolicy }}
- name: zabbix-server-mysql {{- if .Values.container.args }}
image: zabbix/zabbix-server-mysql:5.0.28-ubuntu args:
imagePullPolicy: {{- toYaml .Values.container.args | nindent 16 }}
ports: {{- end }}
- containerPort: 10051 ports:
protocol: TCP - containerPort: {{ .Values.port }}
resources: protocol: TCP
limits: {{- if .values.spec.resources }}
cpu: 2 resources:
memory: 4Gi {{- toYaml .Values.spec.resources | nindent 16 }}
requests: {{- end }}
cpu: 1 . {{- if .Values.spec.readinessProbe }}
memory: 2Gi readinessProbe:
readinessProbe: {{- toYaml .Values.spec.readinessProbe | nindent 18}}
failureThreshold: 8 Usi {{- end }}
initialDelaySeconds: 120 .S|r1g ) {{- if .values.spec.livenessProbe }}
periodSeconds: 10 manifest file livenessProbe:
tepSocket: {{- tovaml .values.spec.livenessProbe | nindent 10}}
port: 10051 {{- end }}
livenessProbe:
initialDelaySeconds: 120
tcpSocket: .
port: 10051 Using helm

timeoutSeconds: 1



} Deploy using Kubernetes
manifest files




) How to improve it?

Package manager
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apt HELM
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What is helm?

» The package manager for Kubernetes;

» Provideareusable facilityand serve asa single
pointof control;

» Use Helm Rollbackto easilyrevertto an older
version.



Namespace: develop

) Deploy using Helm
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How Helm works?

» Helm is basedin template files;
» We need create our templatesand define
values.yaml;



> Example Helm values and template

spec: containers:
replicas: 1 - name: {{ .Release.Name }} .
- image: {{ .Values.image.repository}}:{{ .Values.image.tag}}
resources: imagePullPolicy: {{ .Values.image.pullPolicy }}
requests: {{- if .values.container.args }}
cpu: 1 args:
mZmory: 26i {{- toYaml .Values.container.args | nindent 18 }}
limits: ggétz?d 1}
cpu: 2 - containerPort: {{ .values.port }}
memory: 4Gi protocol: TCP
readinessProbe: {{- if .Values.spec.resources }}
tcpSocket : resources: )
. {{- to¥aml .values.spec.resources | nindent 18 }}
port: 10051 {{- end }}
initialDelaySeconds: {{- if .values.spec.readinessProbe }}
periodSeconds: 10 readinessProbe:
failureThreshold: 8 EE- to;a?} .Values.spec.readinessProbe | nindent 18}}
: . - en
llzig:zzzgg?e' {{- if .Values.spec.livenessProbe }}
; livenessProbe:
port: 10051 [{- toYaml .Values.spec.livenessProbe | nindent 18}}
initialDelaySeconds: 120 {{- end }}

timeoutSeconds: 1

values.yam| templates/deployment.yaml A



Solution flow
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Best practices for working with branches

» Enable protected branches and tags;

» Keep stable branches secure, and force developers to use merge
requests;

> Gitlab example:
> Repo > Settings > Repository > Protected branches or tags.

Branch Allowed to merge Allowed to push Allow force push @
develop default Maintainers Mo one (,)
—
homal
Protected tags (10) Last commit Allowed to create

EE 10 matching tags Maintainers Unprotect




} Basic CI/CD Flow using Git and Gitlab
with secure

Zabbix Folder choose the Make ) Remote
Admin with git branch changes commit repository
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deploy




) CI/CD Flow using Git and Gitlab

—ill . .
| Merge branch 'dev’ into fix-dev @® 21jobs for prod in 4 minutes and 23 seconds (queued for 11 seconds)

@ 2jobsh (© 7 jobs for prodin 1 minute and 30 saconds [queued for 10 seconds) o
B latest) N | o 6a59c228
o 46d91cd? [y
14 Norelated merge requests found,
o T3968¢

11 Morelabed merge requests found,

| Pipeline Needs Jobs 21 Tests 0
14 Morelal pipeline weeds Jobs 7 Tests o

Bulld Deploy
Build Deploy
Pipeline i @ build prod (4] @ Stage name ¥
| G:} bulld prod o @ prod rol E
@ Stage name  »
@ prod roz *

@ orod o8 " Stage name  *

| ©@
@ buil (=) prod ros . (¥) stagename *»
—1- () prod ros . ®

©®

() prod rw -

Stage name ¥

Stage name  *




Gitlab Cl sample code using branches

Become dynamic Cl/CD process
SCI_PROJECT_PATH: Repository name
SCI_COMMIT_REF_SLUG: Branch
name

SCI_PIPELINE_ID: Pipeline ID

| docker-build-dev-hom:
stage: build_container
script:
- env
- echo $CI_COMMIT_BRANCH
- docker login -u gitlab-ci-token -p $CI_JOB TOKEN $CI_REGISTRY
- docker build --build-arg BUILD_DATE="date -u +"%Y-%m-%dT%H:%M:%SZ"" \
--build-arg BUILD PIPELINE_ID=$CI_PIPELINE_ID \
-t $CI_REGISTRY/$CI_PROJECT PATH:${CI_COMMIT REF_SLUG}-${CI_PIPELINE_ID} .

- docker push $CI_REGISTRY/$CI_PROJECT PATH:${CI COMMIT REF _SLUG}-${CI PIPELINE ID}
only:
refs: Define when this stage should run
- develop In this case only branch is develop or

- homolog homolog




) Gitlab CD sample code

# Using YAML Anchors
.default-deploy: &default-deploy
stage: deploy
image: "N 2o ld-openshift-cli:latest”
variables:
ENVIRONMENT_STAGE: # Define "develop" ou "homolog"
environment:
name: ${CI_COMMIT_REF_SLUG}
url: https://${PROJECT_NAME_SLUG}.${INGRESS_DOMAIN}
kubernetes:
namespace: ${KUBE_MNAMESPACE}
before_script:
script: -
except:
variables:
- $DEPLOY_ONLY # N3o executa caso esta variavel exista, pula o passo no fluxo de rollback ou redeploy
only:
- develop #Definir individualmente "develop" ou "homolog"




) Gitlab CD sample code

deploy-develop:
¢<: *default-deploy <«

variables:
ENVIRONMENT_STAGE: "develop"
before script:

Reference to YAML anchor

deploy-homolog:
sef << *default-deploy < Reference to YAML anchor
variables:
ENVIRONMENT_STAGE: "homolog"
on. hefora crmints
T ariahla  KUIRE NAKESDACE kR Ak ok kA Ak -
—‘ Scr‘.i - Ua[lalle' INGRES‘S_DOMA'N by ke i o e e e e e e e o x
- 1 vai
. 1 \'{ariabb INGRESS_DDMA'N e e ke i e e e e e R e o
only vag
| 1 Vﬂriable INGRESS_DDMA'N N R S S %

rrvrarmesn IRIPR] 1 §

All (default) V4

develop &

homolog




) Gitlab CD sample code

deploy-develop:
<<: *default-deploy = Reference to YAML anchor
variables:
ENVIRONMENT_STAGE: "develop”
before script:
- if [ -z "${0CP_TOKENJ]  [}" 1; then echo "Variavel de TOKEN nao encontrada" && exit 1; fi
- oc login --server=${OPENSHIFT | }:6443 --token=${OCP_TOKEN [  }
script:
- chmod +x deploy_helm.sh
- ./deploy_helm.sh Run scriptto deploy
only:
- develop




Result from CI/CD process
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Benefits of using Git

> All centralized environment settings, such as:

o Externalscriptsand AlertScripts;

o odbc.iniandodbcinst.ini;

o All configurationparameters:

s (CacheSize, ValueCache, Pollersand others.

= View allchanges:

o Whochanged;

o Whatchanged;

o Because it changed.



Benefits of using CI/CD

> No manualintervention;
> Automatic dockerimage buildand update;
> Automatic setup process.



THANKS!

Any questions? &
ou can fi e at: \
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Special thanks to all the people who made and released these
awesome resources for free:

» Presentation template by SlidesCarnival
» |llustrations by Sergei Tikhonov
» Photographs by Unsplash
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