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 Introductory comments

● Frontend Modules use the official Zabbix frontend module API
https://www.zabbix.com/documentation/current/en/manual/modules

● Frontend Modules and Backend Services use the official Zabbix RPC API
https://www.zabbix.com/documentation/current/en/manual/api

● Some specific extensions use a mix of the Zabbix frontend module API, the 
Zabbix RPC API and direct database access

Because of the well-defined APIs, extensions to Zabbix 
can be created without touching the source code

 and allow updates when new versions are released

How the integrations and extension are build

https://www.zabbix.com/documentation/current/en/manual/modules
https://www.zabbix.com/documentation/current/en/manual/api
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Host CSV Importer

Frontend Module

“I want to do it in Excel”
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Frontend Module - Host CSV Importer

● Frontend module allows simple import of host from CSV files including template assignments

● Provides example CSV file as a template

● Shows preview before importing the hosts

● Initially developed for a Telecommunications Carrier
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Frontend Module – CSV Host Importer

Download
Example CSV

Preview import
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Frontend Module – CSV Host Importer

Sample Excel/CSV file with fieldnames
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Frontend Module – CSV Host Importer

Preview of uploaded data
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Frontend Module – CSV Host Importer

GitHub - https://github.com/intellitrend/zabbix-csv-host-import-module

.

https://github.com/intellitrend/zabbix-csv-host-import-module
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Admin – Host Groups

Frontend Module

“I have to manage my IT department myself”



© Copyright 2022 IntelliTrend GmbH ● Germany ●  www.intellitrend.de 10

Frontend Module – Admin Host Groups

● Frontend module for creating host groups without superadmin permissions

● Requires Zabbix Admin role

● Scope is limited to existing parent hostgroups with write access

● Initially developed for a TV station
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Frontend Module – Admin Host Groups
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Frontend Module – Admin Host Groups

.

GitHub - https://github.com/intellitrend/zabbix-admin-hostgroups-module

https://github.com/intellitrend/zabbix-admin-hostgroups-module
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Service monitoring

Frontend Module and Backend Server

“What makes this service”
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What is service monitoring?

Frontend Service

Cache Service

Webshop
 Service

Database Service

Services can represent complex environments

Frontend Cluster

Frontend Node 1

Frontend Node ...

Frontend Node 2
Cache Cluster

Cache Node 1

Cache Node ...

Cache Node 2

Database Cluster

Database Node 1

Database Node ...

Database Node 2

Each cluster type has its own setup and its 
own complex definitions for unavailability!
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What is service monitoring?

Frontend Service

Cache Service

Webshop
 Service

Database Service

Different acceptance criteria for subservices and services

Frontend Cluster

Frontend Node 1

Frontend Node ...

Frontend Node 2
Cache Cluster

Cache Node 1

Cache Node ...

Cache Node 2

Database Cluster

Database Node 1

Database Node ...

Database Node 2

Partial failure in frontend cluster 
might be acceptableMain Service is 

working, but 
subservice shows 
„warning state“.
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What is service monitoring?

Frontend Service

Cache Service

Webshop
 Service

Database Service

Frontend Cluster

Frontend Node 1

Frontend Node ...

Frontend Node 2
Cache Cluster

Cache Node 1

Cache Node ...

Cache Node 2

Database Cluster

Database Node 1

Database Node ...

Database Node 2

Total failure in frontend cluster is 
not acceptable

Different acceptance criteria for subservices and services

Because of Frontend 
Service failure, main 
service is in „failure 
state“.
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 What is service monitoring?

Frontend Service

Cache Service

Webshop
 Service

Database Service

Frontend Cluster

Frontend Node 1

Frontend Node ...

Frontend Node 2
Cache Cluster

Cache Node 1

Cache Node ...

Cache Node 2

Database Cluster

Database Node 1

Database Node ...

Database Node 2

Total failure in cache cluster 
is acceptable, but service is 
in warning state

Different acceptance criteria for subservices and services

Because of Cache 
Service failure, main 
service is in „warning 
state“.
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 What is service monitoring?

Frontend Service

Cache Service

Webshop
 Service

Database Service

Frontend Cluster

Frontend Node 1

Frontend Node ...

Frontend Node 2
Cache Cluster

Cache Node 1

Cache Node ...

Cache Node 2

Database Cluster

Database Node 1

Database Node 3

Database Node 2

Having less than 2 
nodes available in 
database cluster is 
not acceptable, thus 
failure

Different acceptance criteria for subservices and services

Because of Database 
Service failure, main 
service is in „failure 
state“.

.
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Advanced Services for Zabbix

Service Monitoring



© Copyright 2022 IntelliTrend GmbH ● Germany ●  www.intellitrend.de 20

Frontend / Backend Module - Advanced Services

● Works with native Zabbix Services

● Service configuration based on hosts and tags

● Custom frontend module for node-style visualization of services

● Built-in checks for misconfiguration and unsupported items / trigger

● Includes frontend module and backend server

● No modifications to Zabbix Source code

● Initially developed for a Research Institute
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Frontend  / Backend Module - Advanced Services

Service overview 

Service not okService ok but at least one issue
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Frontend  / Backend Module - Advanced Services

Automatically created visual representation of service details in realtime

OK

Problem

Any service related
trigger can put host
into problem state

Combined result
of related hosts
contributes to
service state

Zabbix Service
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Frontend  / Backend Module - Advanced Services

More complex service setup

Any number
of relations

Any number
of hosts

Realtime
view about
calculation

.
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Big data in cloud like environments

Metric Streamer
-

Capture the values of metrics and events
in large data sets

(Many thanks to the Deutsche Telekom Technik team for a great project!)
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Big data collection in cloud like environments

Monitoring System “A”

Monitoring System “B”

Monitoring System “C”

Monitoring System “D”

Several independent
Monitoring Systems

Each system collects
and processes data
on its own



© Copyright 2022 IntelliTrend GmbH ● Germany ●  www.intellitrend.de 26

(De)Centralized data processing

Big data collection - Metric Streamer Idea

Monitoring System “A”

Monitoring System “B”

Monitoring System “C”

Monitoring System “D”

Centralized data collection
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Centralized data collection

Big data collection - Metric Streamer Idea

Application and services could access data from any system



© Copyright 2022 IntelliTrend GmbH ● Germany ●  www.intellitrend.de 28

Centralized data collection

Big data collection - Metric Streamer Idea

Application and services could access data from any system

Any Monitoring system
 could also access any data
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Big data collection - Metric Streamer Design

Publish values from Zabbix metrics (i.e. zabbix agent)

Publish values from Zabbix events (i.e. trigger)

Consume metric like values from central data collection

Consume event like values from central data collection
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Big data collection - Metric Streamer Requirements

● Values of metrics and events must be exported using JSON data format

● Exported data must be “transformable”, depending on requirements of data sink

● Exported data must be filterable based on hosts, hostgroups and items

● Filter options should support ids, names, keys and tags

● Data sinks: Kafka, NSQ, Database and Flat File

● Support for multiple data source / filter to data sink relations

● Handle up to 40.000 values / sec

● Monitorable with Prometheus / Zabbix

● Work in cloud environments and in Kubernetes Cluster
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Big data collection - Metric Streamer Design

Application-1

Kafka
Message

Broker

Subscribe

network/wifi/metrics

Subscribe

server/web/alerts
server/db/alerts
network/wifi/alerts

Application-2

Zabbix-1
Monitoring

3th Party
Monitoring

Publish

Publish

Zabbix-2
Monitoring Subscribe

network/wifi/metrics
network/wifi/alerts

network/wifi/metrics
network/wifi/alerts

server/web/metrics
server/web/alerts
server/db/metrics
server/db/alerts

Subscribe

server/web/metric
server/db/metrics

Application-n

Example using Kafka Message Broker as data sink
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Big data collection - Metric Streamer Implementation

Data Source
Zabbix Database

Data Source
WebHook

Data Source
NSQ Topic
Kafka Topic

Data Source
Database

Router
by filter / sink

Data Sink

NSQ Topic

Data Sink

Kafka Topic

Data Sink

Database

Data Sink

Flat File

Transformer 1
Javascript

Transformer 2
Javascript

Transformer 4
Template

Transformer 1
Javascript

Transformer 3
Javascript

Transformer 5
Template

Transformer 6
Javascript

Route 1

Route 2

Route 3

Route 4

Metric Streamer components and data flow
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Raw data for type Zabbix item – includes all relevant metadata

Big data collection - Metric Streamer Implementation



© Copyright 2022 IntelliTrend GmbH ● Germany ●  www.intellitrend.de 34

Example Javascript Transformer – Prepare data for export on Kafka Message Bus

Reduced data as defined by transformer – includes also the new field “non-zero”

Big data collection - Metric Streamer Implementation
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Extensive application monitoring using Zabbix or Prometheus

Big data collection - Metric Streamer Implementation

.
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Simplified Frontend Access

Frontend Access
with

Self-Provisioning

(Many thanks to the team of ZDF - Zweites Deutsches Fernsehen for the valuable feedback!)



© Copyright 2022 IntelliTrend GmbH ● Germany ●  www.intellitrend.de 37

Simplified Frontend Access

Different requirements for Zabbix for different groups of users

Interested in high level view Interested in all details
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Simplified Frontend Access - Requirements

● Simple Dashboard like view

● Easy access to open and closed problems

● Easy access to related metrics and their values

● Ability to acknowledge or comment on problems

● Configure notifications themselves

● Configure maintenance themselves

● Support for multiple Zabbix Server

● No modification to Zabbix Source code
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Simplified Frontend Access - Design

Zabbix Server

Zabbix DB

Zabbix Frontend

IntelliMon Server

IntelliMon DB

Zabbix API

gRPC Proxy

Frontend Server

Web Client gRPC

Information about Google’s gRPC protocol https://grpc.io/

HTTPS

REST API
 optional

API Guard
 optional

https://grpc.io/
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Simplified Frontend Access - Implementation
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Simplified Frontend Access – Open problems

Opens related 
information
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Simplified Frontend Access – Problem details
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Simplified Frontend Access – Item details

.

Vector graph
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Simplified Frontend Access - Maintenance

User with sufficient permissions can manage maintenance
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Simplified Frontend Access - Alerts

User an configure alerts for host / hostgroups
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Simplified Frontend Access – Mobile View

.

IntelliMon Mobile for Zabbix – available for iOS and Android
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5 Real world examples for
Zabbix integrations

 and extensions

Contact: Wolfgang Alper

 wolfgang.alper@intellitrend.de

IntelliTrend GmbH

www.intellitrend.de

Thank You!
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