
  

Automating Zabbix 
with Netbox and 
Ansible



  

• Working @ AP Hogeschool
• Network and security expert
• Network automation enthusiast

About me

@jefvantongerloo
Linkedin.com/in/jefvantongerloo
github.com/jefvantongerloo/zabbix-automation-demo



  

• Use of programmable logic and code to describe the network
- Intent based networking
- Predictable state

Network automation
What, Why & How?



  

• Use of programmable logic and code to describe the network
- Intent based networking
- Predictable state

• Automation of network processes and operations
- Configuration management
- Device discovery and provisioning
- Operational tasks
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• Eliminates manual error prone tasks
• Improves efficiency
• Scales from cow to cattle
• Vendor independent
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• Think big, start small

• Start with read-only operations

• KISS – Keep it simple, stupid

• Complexity lies into the problem, not 
the solution

Network automation
What, Why & How?
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• An Automated flow for on-boarding, synchronizing and configuring network 
devices from our source of truth to Zabbix for enabling SNMP monitoring. 

• A closed loop and hands-off approach, set and forget.

Case study
What do we want to achieve?



  

Case study
Automate all the things!

• Automated Zabbix host and interface creation
• Automated Zabbix templates and groups configuration
• Automated Network device SNMP configuration and validation
• Automated source of truth as inventory
• Automated callback to our inventory journal for logging
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- API integration
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Case study
Open-source rules the world

• Infrastructure manager as source of truth
- Network & device modeling
- API integration
- Device journal

• Automating tasks and processes
- Modular with Ansible collections
- API interactions through libraries
- Network CLI interaction capabilities
- Configuration templating

• Monitoring solution
- Community Ansible collection
- API integration



  

Case study
Concept



  

Case study
Ansible Galaxy



  

Demo
Add device to Netbox
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Demo
Ansible inventory
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Demo
Zabbix hosts
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Demo
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Demo
Ansible handlers



  

Demo
Netbox callback



  

What’s next?
Integration

• Integrate in CI/CD pipeline services
• Github, GitLab, Drone CI, …

• Integrate into task manager
• AWX, Jenkins, …

• Sit back and relax
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Questions?
@jefvantongerloo
Linkedin.com/in/jefvantongerloo
github.com/jefvantongerloo/zabbix-automation-demo


