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« Wireless AP’s — cloud managed

24 November 2023

Juniper Mist™ gives you more. Compare now.

Deployment Flexibility and Cloud Management [ NN N]
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Scalability, . sssss

End-to-End Visibiity s esss

Al-Driven RF Optimization(RRM) s ess s e

Root Cause ldertificaton s essaese

Dynamic Packet Capture [N NN N ]

Anomaly Detection s esss

Cloud Native NAC LR NN ]

Virtual Network Assistant ss e
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Monitor | wiees | wired :] HQ - Today ~

Access Points Associated Clients Mbps

20 5 0.04

12:00 AM Nov 15 - 12:42 PM Nov 15 {(drag an area of Interest to Zoom In) Site Events

1101

Site Events s =

Total Bytes ‘
1

2:50 AM - 3:00 AM Nov 15: 3.1 MB, 0.04 Mbps

DNS server is not responding to requests B .
DNS server 185.55.137.82 is not responding to requests. 2 devices are impacted by the outage.

DNS server is not responding to requests
Start: Nov 15, 2023 10:33 AM | End: 10:41:56 AM
DNS server is not responding to requests Resolved Details

DNS server is not responding to requests

DHCP server is not responding to requests

Client Events 13428 Total 9974 Good 2631 Neutral 823 Bad 1-1,0000f 13428 > =

I DHCP Success

Client bi; AP AP-FRE-06
802.11 Auth Denied
Client IP Address Server IP Address
DHCP Success
Last Association Nov 15, 2023 1:46 AM -23:
Disassociation BESID) geedtll
Disassociation DHCP Latency 6.59 msecs RSS! -49 dBm
I DHCP Success SSID Ag Protocol 802.11ac
I DNS Success Number of Streams 3 VLAN
I DHCP Success Subnet ¢ 28125 Band 5 CHz
I DHCP Success
Gatewav 29 NNE Caruare
Applications =«
App name Total Bytes ¥ Percent Bytes Number of cllents RX Bytes TX Bytes
Unknown 35.1GB 66% 85 16.6 GB 18.5GB
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Access Points HQ ~

But cloud. Do we need monitoring?!
* Yes. Of course.

Q
O staws Name A MAC Address
. ] B Connect AP-FRE-D1 ac:23:16
* Even the cloud breaks sometimes 0k B
O B co t AP-FRE-03 ac:23:16
° ° ° (] Bco t AP-FRE-04 ac23:16
* Or you just want to see statistics b B s o
] B Connect AP-FRE-D6 ac23:16
O B co t AP-FRE-07 ac:?23:16
o O r g e t e a Sy a le rtS ] B Connect AP-FRE-D8 ac:23:16
O O p S ! (] B Connect AP-FRE-D9 ac:23:16
° ° — | o - by ted  AP-FRED ac23:16
* Or... yes. We need monitoring. 00 s e
] B Connect AP-FRE-11 ac23:16
] B Connect AP-FRE-12 ac23:16
O B co t AP-FRE-13 ac:23:16
] B Connect AP-FRE-14 ac:23:16
O B Connected AP-FRE-15 aci23:16
] B Connect AP-SW-01 5c5hi35
O Bco 1 AP-SW-02 5c:5h:35
] B Connect AP-SW-03 ScShi3s
] B Connect AP-SW-D4 ScS5hi3s
O B co t AP-SW-05 5C:5h:35:F
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* Monitoring. Network equipment. That's gonna be SNMP!
« Ornot... it's the cloud

e |t turns out that Mist is only supporting their own “Mist Insights”
solution which forces you to check their web portal or
WebSockets
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« We need middleware to setup the WebSocket

« We need some mechanism to get the hosts in, along with their
data

 Solution was build together with Quanza Engineering BV, the First
customer that approached us with this monitoring challenge.

QUANZA
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e Get all nodes to Zabbix

» Force the middleware to subscribe to information of the sites
where the nodes are located

* Push the performance data into Zabbix
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Hosts

Name a

DEMO ORG Mist Inventory Discovery

All templates / Juniper Mist Host discovery

Template Name a
Juniper Mist Host MIST
discovery Inventory

24 November 2023

Create host m
Y Filter

Agent encryption

127.0.0.1:10050 Juniper Mist Host discovery

Displaying 1 of 1 found

Dashboards  Discovery rules 1 Web scenarios

Interval Type

mist_discover_inventory.py["--org", "{SMIST_ORG_ID}", "—-token", "{$MIS

prototypes 1 T_TOKEN}"]

Displaying 1 of 1 found
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Request all nodes from the

Mist API
via an external script

ZABBIX

24 November 2023

Result;

"NODEID":" 3dbg0f41-104c-44e9-8697-67f4562a6ab4",
"NAME":"AP-09",

"SITENAME":"HQ",

"SITEID":" 9222b478-9422-456b-89e1-e9ae9fd2ccd0",
"MAC":"ac231620dfaa",

"ORGNAME":"DEMO ORG"

"NODEID":" 1ge434cf-19be-44e9-9ebb-d2f43421642d",
"NAME":"AP-10",

"SITENAME":"HQ",

"SITEID":" 9222b578-9422-456b-89e1-e9ae9fd2ccd0",
"MAC":"ac231630dfab",

"ORGNAME":"DEMO ORG"
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« Data format is very suitable for LLD with host prototypes.

Host prototypes
 For each node:
O ea C O e - All templates  Juniper Mist Host discovery  Discovery list / MIST Inventory  Item prototypes  Trigger prototypes  Graph prototypes  Host prototypes 1
® Crea te a n eW host Host Tags1 Macros 3 Inventory @ Encryption
Link the correct template

Visible name | (ANAME} ({#ORGMNAME})

Create host groups ———

Add tags
 Set user macros
« Enable inventory Cruppropes e

{#ORGNAME)/{#SITENAME} (ID: {#SITEID}) Remove

Add

Interfaces m Custom

Create enabled |+

Discover |«

| Clone || Delete | | Cancel |

24 November 2023 Zabbix conference - Germany 2023 @ Opensource ICT Solutions



« So we end up with a list of hosts, ready to receive data:

Mame a [tems Triggers Graphs Discovery Web Interface Proxy Templates

MIST Inventory: AP-FRE-01 (DEMO ORG) ltems 11 Triggers 1 Graphs Discovery 2 Web 127.0.0.1:10050 Juniper Mist Statistics
MIST Inventory: AP-FRE-02 (DEMO ORG) lterns 11 Triggers 1 Graphs Discovery 2 Web 127.0.0.1:10050 Juniper Mist Statistics
MIST Inventory: AP-FRE-03 (DEMO ORG) ltems 11 Triggers 1 Graphs Discovery 2 Web 127.0.0.1:10080 Juniper Mist Statistics
MIST Inventory: AP-FRE-04 (DEMO ORG) lterns 11 Triggers 1 Graphs Discovery 2 Web 127.0.0.1:10050 Juniper Mist Statistics
MIST Inventory: AP-FRE-05 (DEMO ORG) ltems 11 Triggers 1 Graphs Discovery 2 Web 127.0.0.1:10080 Juniper Mist Statistics

« But now we need a way to get the data
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e Connect to Zabbix API and extract information to subscribe to the
Mist API

e Connect to Mist API and subscribe to all sites where a node is
present

« Receive the data via an WebSocket and push it into Zabbix with
Zabbix Sender
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def get_site_ids():
zapi = ZabbixAPI(url=zabbix_url, user=zabbix_username, password=zabbix_password)

site_ids = []
template_ids = []

templates = zapi.template.get(tags=[{"tag": "websocket", "value":

for template in templates:
template_ids.append(template['templateid'])

template_hosts = zapi.host.get(templateids=template_ids)
for mist_host in template_hosts:

for macro in zapi.usermacro.get(hostids=mist_host['hostid']):

if macro['macro'] == "{$SITEID}":
if macro['value'] not in site_ids:
site_ids.append(macro['value'])
return site_ids
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{'event": 'channel_subscribed’, 'channel': '/sites/97c2628 1-XXXXXXXXXXXXXXXXXX/stats/devices'}

{'event": 'channel_subscribed', 'channel’: '/sites/968d9149-xXXXXXXXXXXXXXXXXX/stats/devices'}
{'event": 'channel_subscribed', 'channel’: '/sites/def5Ffaa-xxxXXXXXXXXXXxxxxx/stats/devices'}

{'event": 'channel_subscribed', 'channel’: '/sites/30a458Fb--XxXXXXXXXXXXXXXXXXX/stats/devices'}
{'event": 'channel_subscribed', 'channel’: '/sites/287e4c55-XXXXXXXXXXXXXXXXXX/stats/devices'}
{'event": 'channel_subscribed', 'channel’: '/sites/c41Fbb1e-xXxXXXXXXXXXXXXxXxX/stats/devices'}
{'event": 'channel_subscribed', 'channel’: '/sites/11e6527 d-XXXXXXXXXXXXXXXXXX/stats/devices'}
{'event": 'channel_subscribed’, 'channel': '/sites/ec03cfI8-XXXXXXXXXXXXXXXXXX/stats/devices'}

{'event": 'channel_subscribed', 'channel’: '/sites/d5b9b1ef-xxxXxXxXXXXXXxxxxxx/stats/devices'}
{'event": 'channel_subscribed', 'channel’: '/sites/a1473f9a-XxXXXXXXXXXXXXXXXXX/stats/devices'}
{'event': 'channel_subscribed’, 'channel’: '/sites/7 e3e3f63-XXXXXXXXXXXXXXXXXX/stats/devices'}
{'event": 'channel_subscribed', 'channel’: '/sites/6ec7 d6ab-XxxXxXXXXXXXXXXXXxXX/stats/devices'}
{'event": 'channel_subscribed', 'channel’: '/sites/e199442 d-xXXXXXXXXXXXXXXXXX/stats/devices'}
{'event": 'channel_subscribed', 'channel’: '/sites/c74490ec-XXXXXXXXXXXXXXXXXX/stats/devices'}

{'event": 'channel_subscribed’, 'channel’: '/sites/7ea6785d-XxXXXXXXXXXXXXXxxxx/stats/devices'}
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{
‘event”;
'data’,
'channel’: '/sites/97c26281-XXXXXXXXXXXXXXXXXX/stats/devices',
'data’;
{

mac":
"model": "AP32",
"tx_bytes": 3201545491,
"tx_pkts": 658057408,
"rx_bytes": 3084198038,
"rx_pkts": 556473825,
"last_seen": 1699271399,

ac231xxxXxxx",
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Receive data via -

3
WebSockets

2: Subscribe to
correct channels

4: Push data to
Zabbix
\/ia Zabbix Sender

1:
request all info from
Zabbix

prototypes

as per prototypes
24 November 2023 Zabbix conference - Germany 2023 Opensource ICT Solutions
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All templates / Juniper Mist Statistics Items 11 Triggers 1  Graphs Dashboards Discovery rules 2  \Web scenarios

Name a Triggers Key Interval History Trends Type Status

Environment stats: Ambient temperature mist.env.stats.ambient.temperature 90d 365d Dependent item Enabled
Environment stats: CPU temperature mist.env.stats.cpu 90d 365d Dependent item Enabled
Performance Data: Environment stats mist.env.stats 0 Dependent item Enabled
Environment stats: humidity mist.env.stats.humidity 90d 365d Dependent item Enabled
Performance Data: Last seen Triggers 1 mist.last_seen 90d 365d Dependent item Enabled
Performance Data: Model mist.model 90d Dependent item Enabled
Performance Data performance_data 0 Zabbix trapper I Enabled
Environment stats: pressure mist.env.stats.pressure 90d 365d Dependent item Enabled
Performance Data: Total memory mist.mem_total_kb 90d 365d Dependent item Enabled
Performance Data: Total number of clients mist.total_clients 90d 365d Dependent item Enabled
Performance Data: Used memory mist.mem_used_kb 90d 365d Dependent item Enabled

24 November 2023
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Y\ Filter

Tags

Displaying 11 of 11 found

Opensource ICT Solutions



All templates / Juniper Mist Statistics

All templates / Juniper Mist Statistics  Items 11 Triggers 1 Graphs

Name a

Juniper Mist Statistics  Performance Data: MIST Network stats

Juniper Mist Statistics Performance Data: MIST Radio stats

Name a

Performance Data: Interface {#INTERFACE} Duplex status

Performance Data: Interface {#INTERFACE} RX bytes
Performance Data: Interface {#INTERFACE} RX packets
Performance Data: Interface (#INTERFACE} speed
Performance Data: Interface {#INTERFACE} status
Performance Data: Interface {#INTERFACE} TX bytes
Performance Data: Interface {#INTERFACE} TX errors

Performance Data: Interface {#INTERFACE} TX packets

24 November 2023

Items

Discovery list / MIST Network stats

Dashboards  Discovery rules 2  Web scenarios

Triggers Graphs Hosts

Interval History Trends Type

duplex.status[{#INTERFACE}] 90d Dependent item
interface.rx.bytes[{#INTERFACE}] 90d 365d  Dependent item
interface.rx.packets[{#INTERFACE}] 90d 365d  Dependent item
interface.speed[{#INTERFACE}] 90d 365d Dependent item
interface.status[{#INTERFACE}] 90d Dependent item
interface.tx.bytes[{#INTERFACE}] 90d 365d  Dependent item
interface.tx.errors[{#INTERFACE}] 90d 365d  Dependent item
interface.tx.packets[{#INTERFACE}] 90d 365d  Dependent item

Zabbix conference - Germany 2023

ltem prototypes & Trigger prototypes  Graph prototypes  Host prototypes

Item prototypes 16  Trigger prototypes  Graph prototypes  Host prototypes

Iltem prototypes 8  Trigger prototypes  Graph prototypes  Host prototypes

Create enabled

Yes

jnpr.mist.discovery.network_stats

jnpr.mist.discovery.radio_stats

Y\ Filter

Interval Type Status

Dependent item Enabled

Dependent item Enabled

Displaying 2 of 2 found

Discover Tags

Displaying 8 of 8 found
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Host inventory overview

Hardware
AP12

AP32
EX2300-24P
EX2300-48P

AP45

24 November 2023

Host groups Select

Grouping by | Hardware -

Host count «
18

14

Zabbix conference - Germany 2023
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AP-FRE-08 (DEMO ORG)

Interface eth0 RX packets

AP-FRE-09 (DEMO ORG)

Interface eth0 speed

AP-FRE-09 (DEMO ORG)

Interface eth0 status

AP-FRE-08 (DEMO ORG)

Interface eth0 TX byles

AP-FRE-D9 (DEMO ORG)

Interface eth0 TX errors

AP-FRE-08 (DEMO ORG)

Interface eth0 TX packets

AP-FRE-09 (DEMO ORG)

Interface eth1 Duplex status

AP-FRE-08 (DEMO ORG)

Interface eth1 RX bytes

AP-FRE-09 (DEMO ORG)

Interface eth1 RX packets

AP-FRE-D9 (DEMO ORG)

Interface eth1 speed

AP-FRE-D9 (DEMO ORG)

Interface eth1 status

AP-FRE-08 (DEMO ORG)

Interface eth1 TX bytes

AP-FRE-09 (DEMO ORG)

Interface eth1 TX errors

AP-FRE-08 (DEMO ORG)

Interface eth1 TX packets

AP-FRE-D9 (DEMO ORG)

Last seen

AP-FRE-09 (DEMO ORG)

Mac Address

AP-FRE-08 (DEMO ORG)

Mac Address

AP-FRE-08 (DEMO ORG)

Model

AP-FRE-09 (DEMO ORG)

Noise floor

AP-FRE-08 (DEMO ORG)

MNoise floor

AP-FRE-D9 (DEMO ORG)

Number of clients

AP-FRE-09 (DEMO ORG)

MNumber of clients

AP-FRE-09 (DEMO ORG)

Performance Data

AP-FRE-08 (DEMO ORG)

FPower level

AP-FRE-09 (DEMO ORG)

Power level

Zabbix conference - Germany 2023

18m 17s

25m 23s

25m 23s

18m 17s

18m 17s

18m 17s

25m 23s

18m 17s

18m 17s

25m 23s

256m 23s

18m 17s

18m 17s

18m 17s

18m 17s

18m 17s

26m 25s

18m 17s

18m 17s

256m 23s

25m 23s

25m 23s

25m 23s

8 packets
1 Gbps
Up (1)
193 Bps
0 errors
0 packets
Down (0)
0Bps

0 packets
0 bps
Down (0)
0 Bps

0 errors
0 packets
2023-11-04 13:14:54

ac23164cc680

AP32

-94 dBm
-62 dBm
0 clients

0 clients

8 dBm

0 dBm

+1 packets

+8 Bps

+00:01:00

+1 dBm
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Total clients Top hosts AP distribution Band distribution

Host name Clients
AP-FRE-06 (DEMO ORG) 25 clients
AP-FRE-11 (DEMO ORG) 12 clients
AP-FRE-01 (DEMO ORG) 9 clients
AP-FRE-13 (DEMO ORG) 7 clients
AP-FRE-04 (DEMO ORG) 7 clients
AP-FRE-03 (DEMO ORG) 5 clients
. AP-FRE-10-test (DEMO ORG) 5 clients
AP-FRE-12 (DEMO ORG) 4 clients
AP-FRE-08 (DEMO ORG) 3 clients

Tota I CI | e n t S AP-GLO-02 (DEMO ORG) 3 clients

Graph
120

100
80
60
40
20

0
11-08 13:47 11-08 22:53 11-09 07:58 11-09 17:03 11-10 02:09 11-10 11:14 11-10 20:20 11-11 05:25 11-1114:31 11-11 23:36 11-12 08:42 11-1217:47 11-13 02:53 11-13 11:58 11-13 21:03 11-14 06:09 11-14 15:14 11-1500:20 11-1509:25

= Aggregate host: Total number of clients on 2.4GHz band ™ Aggregate host: Total number of clients on 5GHz band = Aggregate host: Total number of clients
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Technical Support

Get technical advice

Get instance access to a team of
Zabbix experts for guaranteed
professional support, 24x7

Professional Training
vy Obtain knowledge
"N

“ Foc

Consultancy
Talk to experts

ussed comprehensive training
for all your Zabbix needs,
in Dutch or English

Gain benefit from expert advice gr
and best practices for all

Zabbix related matters

Remote troubleshooting Upgrade

Quickly get a solution NN
Eliminate any issues you have run into

within hours. Not days or weeks.
Fix your system correctly, accurately.

Eliminate the risks and minimize
downtime by upgrading with the
Opensource ICT Solutions team

,
b,

Template building

Customize monitoring

Integration
" Expand your workflow

Effortlessly start monitoring “" Connect Zabbix with your
1A . AW . . .
of your specific devices, systems, : ticketing system. Service desk or
Applications or services TU m key SOlUtionS any other tool you might have

The best Zabbix deployment

Let Opensource ICT Solutions build
Your monitoring environment from scratch

https://oicts.com

Zabbix conference - Germany 2023
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Opensource ICT Solutions LTD
5-7 Cranwood Street
London EC1V 9EE
United Kingdom
T.+44 (0) 20 4551 1827
E. info@oicts.co.uk
W. https://oicts.co.uk

24 November 2023

Opensource ICT Solutions B.V.
Agriport 38D
1775TB Middenmeer
The Netherlands
T.+31(0) 72 743 65 83
E.info@oicts.nl

W. https://oicts.nl

Zabbix conference - Germany 2023

Opensource ICT Solutions LLC
251 Little Falls Drive
Wilmington, DE 19808
United States
T.+1(929) 377 1253
E.info@oicts.com
W. https://oicts.com
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