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Template for AWS

2B A

AWS by HTTP

AWS Cost Explorer by HTTP

AWS EC2 by HTTP

AWS ECS Cluster by HTTP

AWS ECS Serverless Cluster by HTTP

AWS RDS instance by HTTP

AWS S3 bucket by HTTP
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Template for Azure

2] A RAN PA4FL KUAH— 957 HFvyvam—K FoXANRKY Web FYFL—hEDUYYT FVFL—RADYVY
Azure by HTTP RAN 74T (NUP;] 727 HFyviah—K F4RA/)N  Web

VA z Azure TH [EIHRIC
Azure Cosmos DB for MongoDB by HTTP RA B Z/;? i‘;ﬁ g? i\:\ylm— T4 AXAA/)XY Web DBtVirtualMachine

Azure Microsoft SQL Database by HTTP RAN AT YA 75 FvYamR—K FoZXA/)NY  Web
L 28 —7 73

Azure Microsoft SQL Serverless Database by HTTP /KRR~ 747 NUA 77 FvyaiRk—K F14ZXAH/NXYU  Web

L 27 —7 73

Azure MySQL Flexible Server by HTTP IRAN 747 NUA 72 FyvraiR—K F14ZXA/XYU  Web
I\ 20 —38 73

Azure MySQL Single Server by HTTP KA~ PAT NUA 77 Fyv¥aiRk—K F14ZXH/IXYU  Web
19 —9 74

Azure PostgreSQL Flexible Server by HTTP IRAN 747 NUA 72 FvaiRk—K F4ZXA/XY  Web
I\ 25 —8 73

Azure PostgreSQL Single Server by HTTP RAN 747 NUA 77 FyvyaiRk—K F14ZXAH/NNY  Web
L 20 — 8 74

Azure Virtual Machine by HTTP KA~ 747 (NUV;] 75 Yy am—K FT4ZXH/)NNY Web
I\ 52 —5 710
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Template for GCP

2 a RAN PA4FL KUH— 557 Fyyvakh—K F4ZXANRU Web FYFL—hEDUYYI FYTIL—KADUVY
GCP by HTTP RAN 747 NI ST FyyakR— FTARAN Web

12 — 1 K1 Y5 — —

GCPTHEEkICDB &

GCP Cloud SQL MSSQL by HTTP RAN 747 NUA 77 A=Y e F4 XA/ Web (: EE .

K2 - 77 K )3 omputeengine
GCP Cloud SQL MSSQL Replica by HTTP RAN P47 NUA— I35 A=Y F4ZXANYJ  Web

L7 71 K1
GCP Cloud SQL MySQL by HTTP RAN 747 NUA 72 2= F4AHAINY  Web

Ly 31 — 11 76 K1
GCP Cloud SQL MySQL Replica by HTTP RAN 7A47F NUA— I35 A=Y e F4XH/INU  Web

I8 71 N1
GCP Cloud SQL PostgreSQL by HTTP RAN 747 KU A 75 vy aR— T4 XA\ Web

I 27 — 1 76 K1 Y1
GCP Cloud SQL PostgreSQL Replica by HTTP /RRX ~ 747 NUA— I35 2= F4AHA/INY  Web

I 10 72 K1
GCP Compute Engine Instance by HTTP IRAN PAT MU A 72 &y aiR— T4 AHN Web

Ly 31 —6 74 K1 1
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AWS by HTTP

#B A RAN  7PA4TA N AH— 727 HFyyvakh—K FT4XANRKY Web FVIFL—hEDUYYT FVTL—KADYVY

AWS by HTTP KRR AT NUA— 57 HFyyaR—K | 74ZXAN Web
N1 1) 4

AWS Cost Explorer by HTTP RAN  PA4FL2 NIUAH— 737 FyIak— T4 AAN Web
[N )3

AWS EC2 by HTTP KRR 74T NUA 72 FyaiR—K FT4AAN Web
k9 I 29 — 10 74 )2

AWS ECS Cluster by HTTP IKAN 747 NUA—4 U35 &y 2 aR— T4 AHAN Web
I 13 73 N1 )2

AWS ECS Serverless Cluster by HTTP 7/RA K~ 747 NUA—4 U35 &y 2 aR— T4 AAN Web
I\ 15 74 [N )2

AWS RDS instance by HTTP RAN 747 NUA 72 Fyaik—K FT4AAN Web
I\ 50 — 10 77 1) 4

AWS S3 bucket by HTTP KA~ 747 NUA—2 057 HFyyaR—K FoZXAN Web
I\ 27 )1
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AWS by HTTP

TY7L—hk  AHla 7A T U AH— 727 R~ F—

AWS by HTTP | EC2 instances discovery PATLADTONYA T NUA—FOrNs«07 70705947 KRAMOZFORTA 71 aws.ec2.discovery
AWS by HTTP | ECS clusters discovery PATLADTONYA T NUA—o7ONy07 2707085947 KRAMOZFORTA 71 aws.ecs.discovery
AWS by HTTP | RDS instances discovery | 744 7AD7OKY A/ NUA—07ONyA47 570705947 KRAMOTORYA4 71 aws.rds.discovery
AWS by HTTP | S3 buckets discovery FATFLADZORNY AT NUA—7ONd47 270705947 KRAMOTORY4 71 aws.s3.discovery
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aW S /)jﬁj EC2 instances discovery : AWS @ WU

2707k
* +— | aws.ec2.discovery
- oo |~ [ — A
INSA—Y & fi& 7 Iﬂiﬁ, Lbl/zl\bﬁ—t
/
ah ~ Al
s MBIRNY T ADERTE
3
>/
access_key {$AWS.ACCESS.KEY.ID} Hl
=
proxy {$AWS.PROXY} Hl
=
region {$AWS.REGION} Hl
e
secret_key {$AWS.SECRET.ACCESS.KEY} Hi
=
Em
*Z2Y N | var AwsEC2 = {.. 7
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Azure: Get resources

A7 U7k

azure.get.resources

FEZ N v

22T

app_id

password

proxy

subscription_id

tenant_id

&

var Azure = {..

{$AZURE.APP.ID}

{$AZURE.PASSWORD}

{$AZURE.PROXY}

{$AZURE.SUBSCRIPTION.ID}

{$AZURE.TENANT.ID}

Vuw e \N

o

Azure Dl

ISEICEhET
WWERNY 7 ODEKRTE
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JavaScript

var AwsEC2 = { ]

2 params: {},

4 setParams: function (params) ({

5 ['access_key', 'region', 'secret_key'].forEach(function (field) ({

if (typeof params !== 'object' || typeof params[field] === 'undefined' | params[field] === "') {
throw 'Required param is not set: "' + field + '".'; L]
3 }
});

10
11 AwsEC2.params = params;
12 I

\;

14 sign: function (key, message) {

15 var hex = hmac('sha256', key, message);

16

17 if ((hex.length % 2) === 1) ({

18 throw 'Invalid length of a hex string!';

1 }

21 var result = new Int8Array(hex.length / 2);

22 for (var i = 0, b = 0; i < hex.length; i += 2, b++) .
4; } result[b] = parselnt (hex.substring(i, i + 2), JavaSc rl pt % 1% ] L/ —C
/ . return result; 7 3 |j I\\\ /\\\ \/ 9\\@API % u¥ \\II::II Lj —C- \J\ %

28
29 prepareParams: function (params) {
30 var result = [];
Nhiant kave (narame)l anrt () farRach (functian (kau) !

ZABBIX 23

-

~ CONFERENCE

JAPAN




listInstances: function () {

var payload = {};

payload['Action'] =|'Describelnstances',
payload['Version'] = '2016-11-15"
result = AwsEC2.request ('POST', AwsEC2.params.region, 'ec2', 'ec2.' + AwsEC2.params.region + '.amazonaws.com', AwsEC2.
» =
AWSDAPIDMERENTWS Z EZERTE S
if (typeof result !== 'obje - (- AL
| | typeof result.DescribelnstancesResponse !== 'object'
| | typeof result.DescribelnstancesResponse.reservationSet !== 'object') ({

throw 'Cannot get EC2 instance list from AWS API. Check debug log for more information.';

if (result.DescribelnstancesResponse.reservationSet === null)
return [];
if (typeof result.DescribeInstancesResponse.reservationSet.item !== 'object')

throw 'Cannot get EC2 instance list from AWS API. Check debug log for more information.';

return AwsEC2.tagToNamelInstances (result.DescribelnstancesResponse.reservationSet.item);
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"Version'": '"2012-
"Statement": [
{

"Action":

10-17",

i v & —E XCDescribe E1TDIERINNE

"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",

"ec2

"rds

"ecs:
"ecs:
"ecs:
"ecs:

:DescribelInstances", ‘/AWS by httpci_ltéa-lj-_ t‘\z i& 92 T v 7

"ec2:
"ec2:
"rds:
:DescribeDBInstances", . ECZ

DescribeVolumes",

DescribeRegions", = CloudWatch

DescribeEvents",

DescribeClusters", = RDS

ListServices",
ListTasks", . ECS

ListClusters", n S3

"s3:ListAlWyBuckets",
"s3:GetBucketLocation"

1,

"Effect":

"Allow",

'""Resource'": "x"
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ZAB B I X PRODUCT SOLUTIONS SUPPORT & SERVICES TRAINING PARTNERS COMMUNITY ABOUT US DOWNLOAD

L7
. ®

Monitoring and Integration Solutions

All Categories Official Templates Agents API Applications AWS Backups Business KPI Caching CMDB
Containers CRM DevOps Databases ERP HA & Clusters Helpdesks Infrastructure loT Java
Logfiles Mail Message brokers Mobile Monitoring systems Network Notifications & Alerting Orchestration
Operation Systems Printers Search Engines Security Services Servers Storage Telephony Virtual Machines
Visualization Web
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Visualization Web

Acronis aws ‘

L3 Il k-

ZABBIX 23
 CONFERENCE

I , DA RN by 2 JAPAN

[
#ZabConf)p2023




[] Files / aws_http /

¥ release/6.0

AWS by HTTP

@)

~ [ cloud Overview
= AWS

EneICoStD This template is designed for the effortless deployment of AWS monitoring by Zabbix via HTTP and doesn't require any external scripts.

aws_ec2_http

Requirements

aws_ecs_http

aws_ecs_serverless_http Zabbix version: 6.0 and higher.

aws_http

Tested versions
aws_rds_http

aws_s3_http This template has been tested on:

BB azure_http « AWS by HTTP

=
I8 openstack Configuration
B db

Zabbix should be configured according to the instructions in the

BB media
> @ module Setup
> [ net
™ o Before using the template, you need to create an IAM policy for the Zabbix role in your AWS account with the necessary permissions.

8 power Add the following required permissions to your Zabbix IAM policy in order to collect metrics.

B san

e L [ZABBIX'23
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[]] Files / / / / aws_http / + Ton

¥ release/6.0

AWS by HTTP

Q
v = cloud Overview

v @ AWS
This template is designed for the effortless deployment of AWS monitoring by Zabbix via HTTP and doesn't require any external scripts.

B DEEILGItEF =y 7

https://github.com/zabbix/zabbix/tree/release/6.0/templates/cloud/

> [ aws_cost_http

> [l aws_ec2_http

> [ aws_s3_http This template has been tested on:

> I azure http « AWS by HTTP

> [ gep

> I openstack Configuration
> @ db
> [ media
> @ module Setup

> BB net
S )68 Before using the template, you need to create an IAM policy for the Zabbix role in your AWS account with the necessary permissions.

Zabbix should be configured according to the instructions in the section.

> [ power Add the following required permissions to your Zabbix IAM policy in order to collect metrics.

> [ san
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i Po=< R Suse i s l_. '% ""C\ONFERENCE

JAPAN

]#ZabCoanpZOZ 3 T

I F AI T TR )




7 27 NER DB

i '-' pEE=—Z S0 g
. ZABBIX ‘23
NSNS ST 77 2
#ZabConf)p2023 YR  CONFERENCE

JAPAN




« Zabbix Agent®d &

Zabbix Agent v ﬁ:{%i% L: 4/ \/ 9 - * \\/ I\ %ﬁ‘%h{%\g
Request/Response % O) 7—; (Xb %%B/\ O) IGW% bQI’z\g
Awscloud |" Azure v ZabeX Ageﬂti){ﬁ]\_@g E\I\I%iﬁcg

oo Suner %*ﬁ?ﬁ?‘% A
= MORDSYSQLServerss
_Proxy )

[ & v RYTOERE IFERBIEE
VirtualMachine VirtualMachine HKT%E: _C\g % 72: @Ei%m f&%*ﬁb{ﬂﬁg
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« Zabbix Agent®d &
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AEE L 1 B IS 12 AVE Sk D BEAE VAT BE

‘ VRV OBERE FR1BEE
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« Zabbix Agent®d &
v IRIBICA VY —XR vy MNERIDE
ro—— Z DIz HNENDIGWFEDLHE

1—a>“ﬂ=='1tcatjc$m“ ! :

EHEMNTEEWN
» MMORDS»SQLServerZ

Zabbix Agent

X vRVTDEREIRBBES
VirtualMachine VirtualMachine Hy _t % % 71— n$%m fd\M*ﬁb{\ﬂﬁE

SQLServer
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TR v CloudWatch - AzureMonitor’s: &

Aws Cloud |"/ A\zure E /\\‘ \/ 9‘\%1;:]\: O) -lj- - E\X ‘Z\‘\%*ﬁ

Availability Zone A @

VirtualMachine VirtualMachine
EC2 EC2
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VirtualMachine VirtualMachine
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« 2D %

| v Zabbix Agent
OSLANJLTOER

Request/Response

. ;4 St REEE
o | HWL )L TDESLE
Zabbix Agent CEZ R TE 1R L\ EE(R

Zabbix Agent

Availability Zone A

SQLServer
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« 2D %

v Zabbix Agent
OSLANJLTDEHE

{3 _@“Z)"é:f
BH—E ffﬁé:tt%c‘@“% &R BE MR A Al BE
Q|

Im

BBBBBB

VirtualMachine VirtualMachine
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AWSDE

RAK  IPMI 44 w703 AVYRYVKYU  EBEE EovyEvsS

*RARE | AWS |

Ea

TY7L—k #H
AWS by HTTP

rTovav

Uy zHIER Yo ERET— 5 ZHIR

o

AVI—T =R AVI—T—ARREINTWEHA,

59

TOFVICEBER (FOFyiaL) v

a3 v

[
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EZL2451(AWS by HTTP)

RAN  IPMI #

Y703 ARV KY St

INARYZ 0 A eZAn k< v S Sed7Anl

EBEovwvEyy

N7d &

{$AWS.ACCESS.KEY.ID}

{$AWS.REGION} ap-northeast-1

{$AWS.SECRET.ACCESS.KEY}

S

AWSDiZEAccesskey - SecretAccessKey
Azure THNIXApplDPTenantlDix &
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AWS D EE15 B (AWS by HTTP)

AWS PATL NIUHA— 757 T4XH/)X  Web AWS by B
) 4 HTTP

EC2 instances discovery RHEL 747 KNUHA I  T4ZXAH/N  Web AWS EC2by B
I 47 — 12 77 2 HTTP

EC2 instances discovery Win2 7147 NUHA  TUZ  TFT4RAHIXN Web AWS EC2by B
I\ 29 — 10 74 2 HTTP

EC2 instances discovery Win2012 747 KNUAH I3 T«4ZXHA)N Web AWS EC2by B
I 29 — 10 74 1) 2 HTTP
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AWS D EZ 2 HI(AWS EC2 by HTTP)

RAN IPMI %7 w704 AYRYKNY BSE EovvEryS RAN IPMI %7 xv04 AVRVKNY  BESE EOovvEYS
*IRA N4 | EC2-0b676d RAR¥Z0O MALUYZ7OERA MY Z0O
R4 ~70 &
{SAWS.ACCESS.KEY.ID} || sessccesseccccsscess
AWS EC2 by HTTP U EYIEE UV ERE {$AWS.EC2.INSTANCE.ID} i-0b676df11c
{$AWS.REGION} ap-northeast-1
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AWS D EZ R B (AWS EC2 by HTTP)

EC2-0b676df11d9f4... AWS EC2: Disk: Read, rate [l 58s 0 Ops
EC2-0b676df11d9f4... AWS EC2: Disk: Read bytes, rate il 58s 0 Bps
EC2-0b676df11d9f4... AWS EC2: Disk: Write bytes, rate [l 58s 0 Bps
EC2-0b676df11d9f4... AWS EC2: Disk: Write ops, rate [l 58s 0 Ops
EC2-0b676df11d9f4... AWS EC2: Get alarms check [l 58m 58s
EC2-0b676df11d9f4... AWS EC2: Get metrics check [l 59m 43s
EC2-0b676df11d9f4... AWS EC2: Get volumes info check [l 59m 15s
EC2-0b676df11d9f4... AWS EC2: Metadata: No token [l 58s 0 component: metadata
EC2-0b676df11d9f4... AWS EC2: Network: Bytes in, rate il 58s 0.284 Bps -0.09733 ...
EC2-0b676df11d9f4... AWS EC2: Network: Bytes out, rate i 58s 0.1627 Bps -0.06933 ...
EC2-0b676df11d9f4... AWS EC2: Network: Packets in, rate [l 58s 0.004667 -0.001333
EC2-0b676df11d9f4... AWS EC2: Network: Packets out, rate [l 58s 0.004667 -0.001333
EC2-0b676df11d9f4... AWS EC2: Status: Check failed il 58s Passed (0)
EC2-0b676df11d9f4... AWS EC2: Status: Check failed, instance [l 58s Passed (0)
EC2-0b676df11d9f4... AWS EC2: Status: Check failed, system [l 58s Passed (0)
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AWS D EZ R B (AWS EC2 by HTTP)

EC2-0b676df11d9f4... AWS EC2: Disk: Read, rate il 58s 0 Ops
EC2-0b676df11d9f4... AWS EC2: Disk: Read bytes, rate il 58s 0 Bps
EC2-0b676df11d9f4... AWS EC2: Disk: Write bytes, rate [l 58s 0 Bps
EC2-0b676df11d9f4... AWS EC2: Disk: Write ops, rate [l 58s 0 Ops
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EC2-0b676df11d9f4... AWS EC2: Network: Bytes in, rate il 58s 0.284 Bps -0.09733 ...
EC2-0b676df11d9f4... AWS EC2: Network: Bytes out, rate [l 58s 0.1627 Bps -0.06933 ...
EC2-0b676df11d9f4... AWS EC2: Network: Packets in, rate [l 58s 0.004667 -0.001333
EC2-0b676df11d9f4... AWS EC2: Network: Packets out, rate [l 58s 0.004667 -0.001333
EC2-0b676df11d9f4... AWS EC2: Status: Check failed [l 58s Passed (0)
EC2-0b676df11d9f4... AWS EC2: Status: Check failed, instance [l 58s Passed (0)
EC2-0b676df11d9f4... AWS EC2: Status: Check failed, system [l 58s Passed (0)
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