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debian:~$% whoami
root

LATIN AMERICA

debian:~$ getent passwd vl | cut -d ':' -f 5
Vliadimir Levijev (aka dimir)

 Bornin Tallinn, Estonia

* Live in Riga, Latvia

* Work for Zabbix as software developer
e for 12 years
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* Communication between Zabbix components
* Getting configuration

 Upgrading proxies

* Export to files

* Streaming to external systems

* Frontend commands

* Frontend tasks




ZABBIX COMPONENTS

Zabbix communication protocol.

* TCP protocol
* Non-persistent

* JSON based

* Except: passive agent checks

* Compression (optional, zlib, default settings)

* Encryption (optional user-controlled)
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<HEADER><DATA>

This is the way all requests and responses between
Zabbix components look like.

The header tells:

e ifitis a /arge packet
 data size

- if data is compressed

The data in most cases is a string representing JSON
object.
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The <HEADER> - 13 (or 21) bytes

Field Size Size Description
(large packet)
<PROTOCOL> 4 4 "ZBXD" or 5A 42 58 44
<FLAGS> 1 1 Protocol flags:
0x01 - Zabbix

communications

protocol
0x04 - large packet

<DATALEN> 4 Data length
8

<RESERVED> 4 When compression is
used - the length of

uncompressed data
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Limits.

Zabbix communications protocol has 1GB packet size
limit. The limit is applied to both the received packet data
length and the uncompressed data length.

For sending configuration to Zabbix proxy the limit is
raised to 16GB. When sending data over 4GB the large
packet mode is automatically set.
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Process metric:
ZABBIX metric > L{‘ O S el A A T

* TCP connection (e. g. web.page.get)

1

60

(— ) value

* Execute shell command (e. g. UserParameter)

* Server (request): <HEADER><item key>
* Agent (response): <HEADER><value>[\O<error>]

Example:
* Server: <HEADER>agent.ping
* Agent: <HEADER>1
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Availability Agent encryption
nterface Status Error |If

127.0.0.1:10050
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ZABBIX < - I’'m debian, what to monitor? & z £
(— ) - Here are your metrics or 10
Hostname=debian

Later...

ZABB|X < metric:value, metric:value, ...
(— )

4

292
6508
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Communication format: JSON. Available commands:

active checks - retrieve the list of items
* ServerActive=<Serverl|P>
* RefreshActiveChecks=5 (seconds)
agent data - send collected data
* BufferSend=5 (seconds)
* BufferSize=100 (number of values)
active check heartbeat - heartbeat message (since 6.2, ZBXNEXT-5088)

* HeartbeatFrequency=60 (seconds)
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Request to the server:
{

"request": "active checks”,

"host": "debian",

"session": "056122124dfa215b0dff080001d0fal8",
"config_revision": 1

}

If server does not find such host:

{

"response": "failed",
"info": "host [debian] not found"

}

<server log>
cannot send list of active checks to "<IP>": host [debian] not found
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Response from Zabbix server:
{

"response": "success",
"data": [
{
"key": "system.cpu.util",
"delay": 30,

b

{
"key": "net.if.in[enol]",
"delay": 30,

}'...
{

"key": "system.swap.size[,pfree]",
"delay": 60,

}...

config_revision": 2
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Send collected data to the server:
{

"request": "agent data",
"clock": 1685011826,
"data": [

'hogt": "debian",
': "net.if.in[enol]",

":"2721941445",

"host": "debian",

"key": "system.swap.size[,pfree]",
"value": "99.958054",

"clock": 1685011821,

"id": 714,
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Availability Agent encryption
nterface atatus Error

Active checks
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Availability Agent encryption
78X Nene)
Interface Status Error

127.0.0.1:10050

Active checks Available
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Troubleshooting:

zabbix agentd -R log level increase="active checks"

When finished:

zabbix agentd -R log level decrease="active checks"
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Zabbix proxy



PROXY CONFIGURATION

Zabbix configuration means everything you see in the frontend:

everything that is related to monitoring. Sometimes it is also
referred to as monitoring configuration.

Proxy configuration means part of Zabbix configuration that
relates to a specific proxy.

When proxy receives its configuration it starts to monitor items
of type Simple check, Zabbix agent and others. Items of type
Zabbix agent (active) must be delivered to appropriate active
agent first.
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zabbix_server.conf:
ProxyConfigFrequency=10

Within one TCP connection now 4 commands are sent.

{"request":"proxy config"} Yes
{"version": "6.4.2", "config_revision": 0} No
{"data": {...}, "config_revision": 1} No
{"response":"success", "version": "6.4.2"} Yes
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Troubleshooting:

zabbix server -R log level increase="proxy poller"
zabbix proxy -R log level increase=trapper

When finished:

zabbix server -R log level decrease="proxy poller"
zabbix proxy -R log level decrease=trapper
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zabbix_proxy.conf
ProxyConfigFrequency=10
ConfigFrequency deprecated

Within one TCP connection 2 commands are sent.

{ No | (in server log,
"request”: "proxy config", trapper process —
"host": "Zabbix proxy", yes)
"version":"6.4.0",
"session": "...",
"config_revision": 0

}

{"data": {...}, "config_revision": 1} No




GETTING FIRST ACTIVE AGENT VALUES

When a user opens a frontend and adds new item of type Zabbix agent (active) the
following actions must be performed before the collected data appears on the Latest
data page:

e server reads the item from the database into the cache

* proxy requests it from the server (proxy config)

e proxy saves it to the database keeping the copy in its cache

» active agent requests it from proxy (active checks)

e agent starts monitoring the new item

* when it’s time, agent sends first collected values to the proxy (agent data)
e proxy saves them to the database

e proxy sends them to server (proxy data)

e server saves them to the database
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Ask server to update configuration from the database:
zabbix server -R config cache reload

Ask active proxy to request configuration from server:
zabbix proxy -R config cache reload

Ask server to send configuration to passive proxies (optionally specify which ones):
zabbix server -R proxy config cache reload
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Zabbix server
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The process of getting zabbix configuration from the database
has been significantly improved in 6.4 .

The default value of CacheUpdateFrequency has been lowered
from 60 to 10 seconds.
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[EAS L

Hosts TAG VALUES
Latest data DATA
With data Without data
Maps
Discovery Host Name a Last check Last value Change T
Services debian Agent ping 8s 1
CPU utilization percentage 12s 0.3358 -0.0104
Inventory
Free swap space 12s 99.3446 %
Repetts debian Incoming traffic 125 2.83 GB +1353 KB
Data collection debian Uptime 12s 1M 13d 14h +15s

Alerts

Users 0 selected

Administration
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ZBXNEXT-2557 - allow older proxies to work with newer server

{
"request": "proxy config",
"version": "6.4.2",

}...

Server defines proxy version as:

* Current
Proxy major version = server major version
e Outdated

proxy major version >= server previous LTS major version and proxy major version < server major version
* Not supported

proxy major version < server previous LTS major version or proxy major version > server major version
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Given Zabbix server version 6.4.2:

6.4.2 Current

6.4.1 Current

6.4.3 Current

6.2.1 Outdated
6.0.1 Outdated
54.1 Not supported
5.0.1 Not supported

7.0.1 Not supported
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Current

Outdated Yes No Yes:

* remote commands
* execute now
No:

* preprocessing step tests
Not supported No No No
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Version Last seen (age) Host count ltem count Required vps Hosts
7.0.0 44s 2 5 04 debian, debian
X
Proxy version is outdated, only data collection and remote execution is available with server version
7.2.0.
Version Last seen (age) Host count Item ¢
7.00 [ 24s 2 5

X
Proxy version is not supported by server version 6.4.0.




EXPORT TO FILES

/etc/zabbix/zabbix server.conf

ExportDir=/opt/zabbix-data-export

ExportType=history

Create directory:

mkdir /opt/zabbix-data-export
sudo chown zabbix !S$
sudo systemctl restart zabbix-server
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EXPORT TO FILES

vli@debian:~$ 1s -1 /opt/zabbix-data-export

total 256

-rw-rw-r-- 1 zabbix zabbix 60925 May 1@ 18:58 history-history-syncer-1.ndjson
-rw-rw-r-- 1 zabbix zabbix 52260 May 10 18:58 history-history-syncer-2.ndjson
-rw-rw-r-- 1 zabbix zabbix 67094 May 10 18:58 history-history-syncer-3.ndjson
-rw-rw-r-- 1 zabbix zabbix 61165 May 1@ 18:58 history-history-syncer-4.ndjson
-rw-rw-r-- 1 zabbix zabbix @ May 10 18:47 history-main-process-0.ndjson
vl@debian:~$

vli@debian:~$ head -3 /opt/zabbix-data-export/history-history-syncer-1.ndjson
{"host":{"host":"Global macro history","name":"Global macro history"}, "groups’
RSM.RDAP .MAXREDIRS value","clock":1683733635, "ns":401030049, "value":10,"type":
{"host":{"host":"Probe statuses","name":"Probe statuses"},"groups":["Mon"],"1
enabled IPv4","clock":1683733642,"ns":633267850, "value":0,"type":3}
{"host":{"host":"Probe statuses","name":"Probe statuses"},"groups":["Mon"],"1
enabled IPv6","clock":1683733643,"ns" :624072698, "value":0,"type":3}

vl@debian:~$
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vl@debian:~$ head -1 /opt/zabbix-data-export/history-history-syncer-4.ndjson | jq -SC .
{

: 1683733640,

: [,
: 100100,
: "Number c
: 622657110,
. 3,
: 0
}
vli@debian:~$
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* Administration —> General —> Connectors

New connector

* Name | Kafka

Protocol Zabbix Streaming Protocol v1.0

Data type Events

“URL | http:/kafka-server

Tag filter FUAGE/[o[38 Or

Add

HTTP authentication | None v

Advanced configuration

Description

Enabled v
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/etc/zabbix/zabbix server.conf

StartConnectors=5
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Zabbix frontend
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D | A
— 5

zabbix.conf.php:

$ZBX SERVER '192.168.0.10";

SZBX SERVER PORT '10051"';
or
SQL> select * from ha node;
fom - S Fomm———— fomm fo————— Fomm - +
| ha nodeid | name | address | port | lastaccess | status | ha sessionid |
fommmmmmmmmm e Fomm fom————— fomm to————— - fmm +
| cleo4dxcx90001 | | localhost | 10051 | 1685546713 | 3 | cliauggbb00wd |

o o e e to—m— tomm - tomm - pom - +
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Latest data

Y
FJ Dashboards Subfilter affects only filtered data

HOSTS
CLLEEH debian active +3  debian passive +1 Zabbix server +119

© Monitoring

Problems TAGS
Hosts TAG VALUES
Latest data DATA
With data Without data

Maps
Discovery Host Name a Last check Last
Services debian Agent ping

debian CPU utilization percentage 1m 38s 0.41
Inventory

debian Free swap space 1m 38s 99.3
e debian Intoming trafic m 385 281
Data collection debian Uptime 1m 38s M-
Alerts

0 selected

Users

Administration

Zabbix 7.0.0alpha2. © 2001-202:

Support
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{
"request": "queue.get",
"type": "overview",
"sid": "8fdeab1108b5669b8c108bd0ceb5c562"

}

{
"response": "success",
"data": [
{

"itemtype": 7,
"delay5": 0,
"delay10": 4,
"delay30": O,
"delay60": O,
"delay300": O,
"delay600": 0




ZABBIX 2023
FRONTEND COMMANDS ConEreHs

LATIN AMERICA

* queue.get
* overview
* overview by proxy
* details
* command
* item. test
* preprocessing.test
*alert.send
* report. test

* status.get

expressions.evaluate




ZABBIX 2023
FRONTEND COMMANDS ConEreHs

LATIN AMERICA

Troubleshooting:

zabbix server -R log level increase=trapper

When finished:

zabbix server -R log level decrease=trapper
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execute now
close problem
execute remote command

acknowledge

MariaDB [zabbix_master]> show tables like 'task%';

+ +
| Tables_in_zabbix_master (task%) |
+ +

| task |

| task_acknowledge |

| task_check _now |

| task_close_problem |

| task_data |

| task_remote_command |

| task_remote_command_result |
| task_result |

4 4
T T
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Latest data

Y

Subfilter affects only filtered data

HOSTS
CEIIERE  debian passive +1  Zabbix server +2

TAGS

TAG VALUES

DATA
With data W.ithout data

Host Name a Last check

debian Agent ping 6m

0 selected
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task_check_now:
"praxy . config'l:-,"tasks"

ZABBIX

P S S
hski l_| stalt_:ggtlr llock Jlr ttl Jlr proxy hostid
P====g===FfF=======+% _________ e e
s 1temid 744664 10561
- _S_k_'_+ —————— R - R Fo————- Fmm e +
kfu::::::;;ngextche. N S
+--——--taskid +}-type:-}-status|--clock - J--£tl
| tagkdd d=type J4status— b fplock————dftl_dqroxy bostid b Pe_-_M -
—————— e e e it DAL
A 8| hessasrr2d | 136468545772 54y 3600 Nac’
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Perguntas?
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