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Hernandes Martins

|[> Atuando com Zabbix ha mais de 12 anos

[> zCS-zCP-ZCE-ZCT(Trainner)

[> Colaborador nas redes sociais, Zabbix Férum Oficial nos canais

[> da comunidade Zabbix Brasil e internacionais.

> Consultor Especialista Zabbix na Lunio(Zabbix Partner)
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Somos Partner da Zabbix SIA e responsaveis por sustentar os ambientes de
monitoramento complexos e desafiadores.

A Lunio Cloud Solutions € uma empresa especializada em Monitoramento,
servicos de Tl, Cloud Computing e Seguranca, criada para possibilitar aos nossos
clientes a utilizacao da tecnologia a favor de seus negocios.

Com mais de 10 anos de atuacao no mercado, situada no polo de tecnologia do
Porto Digital em Recife (PE).
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1.

O poder da automacao do Zabbix

E fundamental conhecer o potencial que
0 Zabbix oferece em relacao a automacao.
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Principais automacoes do Zabbix

1. Automacao de alertas

> E possivel configurar alertas com base nos eventos de monitoramento.

> Personalizar alertas e definir acées automaticas para lidar com eles.

Mot classified Information Warning Average High Disaster
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Principais automacoes do Zabbix

1. Automacao de alertas

> Execucao de scripts ou reinicializacao de servicos com comando remoto

I |

Time Sewverity Recovery time Status nfo Host Problem & Duration —:\ Actions Tags

14:41:38 - PROBLEM myapps-01 The Apache HTTP Server not running 28s Mo oL
T rRec Ac 5
[} selected 2020-09-18 14:41:41 . Remote command  Executed

2020-08-18 14:41:38 [ ‘\\ b

P = Remote command  Executed R
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Principais automacoes do Zabbix
1. Automacao de alertas

> Execucdo de integracdes nativas e escalonamento de notificacdes

Media types

PagerDuty Webhool
iLert Webhook
Pushower Vifebhoolk
iTop Webhook
Redmine Vifebhoolk
1 Jira Webhoolk
Hame + Type Rocket Chat \Webhook
Vi W Jira ServiceDesk Webhook
Brevis.one lebhook ServiceMow Webhook
i W Jira with CustomFields Webhook
Discord Webhook SIGNLA \Webhool
i i Line Webhook
Emal Emal Slack \Webhook
il Al i ManageEngine ServiceDesk Webhoolk
Email {(HTML) Email SMS aMs
rent-Driven Anci Wi Mattermost Webhoolk
Event-Driven Ansiole lebhook Solarinds Service Desk Vifebhoolk
¥ W M5 Teams Webhook
Express.ms Webhook SysAid \Webhool
i W Office365 Email
GHhub /ebhook Telzgram Webhoolk
3P W Office365 relay Email
GLe /iebhook TOPdesk Webhook o
Gmail Email Opsgenie Webhook B>Lunio 10
VictarOps Webhoolk

Gmail relay Email OTRS Webhook 2023
R = { o Fammad Webhoolk IX

OTRS CE Webhook .
Fone Zendesk Webhook e re n Ce
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Principais automacdes do Zabbix
1. Automacao de alertas

> Requer configuracéo de triggers
> Requer configuracdo de acdes

> Requer configuracéo do agente para permitir execu¢io de comandos remotos
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Principais automacdes do Zabbix

2. AutomacOes agendadas
1) Coletas de dados agendadas
2) Periodo de manutencéao

3) Envio de relatoérios
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Principais automacdes do Zabbix
2. Coletas de dados agendadas

[> permite agendar um horario ou intervalo de coleta especifico para a coleta de dados.

ltem Tags  Preprocessing

* Name
Type | Zabbix agent v
* Key Zelect
Type of information | Mumeric (unsigned)
Linits

* Update inferval | 1m

Custom intervals — 1ype Interval Period Action

Scheduling || 50s 1-7,00-00-24:00 Remove
Flexible Remove

Add
* History storage period | Do not keep history RS0 0 Gl o 0 | 90d > LUﬂiOE/.'
* Trend storage period | Do not keep trends Storage period  |RSED ZA B B | X 2 O 2 3

— ‘onference
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2. Coletas de dados agendadas

* Name

Type

* Key

Type of information

* Host interface

Identification of the system

Zabbix agent '

sysiem.uname

Character '

127.0.0.1:100530 V

* Lpdate interval

Custom intervals

Type

Scheduling

Flexible

>Lunio 1O
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(5

Dashboards
Monitoring

Problems

Hosts
Latest data
Maps
Discovery

Services

Inventory

Reports

Data collection

Principais automacdes do Zabbix

hostname001: |dentification of the system

Timestamp

2023-05-30 10:15:42
2023-05-30 10:15:37
2023-05-30 10:15:32
2023-05-30 10:15:27
2023-05-30 10:15:22
2023-05-30 10:15:17
2023-05-30 10:15:12

023-05-30 10:15:07

system

dertification ofthe s

Linux leocalhost.localdomain 4.18.0
Linux lecalhost.localdomain 4.18.0
Linux lecalhost.localdomain 4.18 04
Linux lecalhost.localdomain 4.18 04

Linux

Linux

Linux

Linux

(58]

(8]

(8]

(8]

[ 8]
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[ 8]

[ 8]
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2. Coletas de dados agendadas

Principais automacodes do Zabbix

* Update interval

Custom intervals

0

Type

Interva

Scheduling 55

Period

1-5,10:15-10020

Flexible wd1-5h10m22

Add

ACINN

Remove
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hostname001: Identification of the system

Timestamp

Idertification afthe system

IEI:IES-I:IE-E-D ID:EE;DDI Linux localhost . localdomain 4 180

2023-05-30 101957

Linux leocalhost.leocaldomain 4 18 0

2023-05-30 10-19:582 Linux localhost. localdemsin £.18 .0

2023-05-30 10:19:47 Linux localhost.localdomain €018 .0

-425_.15.2 elZ 7_xBe &2 F1 ZMP Tu=s &

-425.15.2 el2 7_xBe &2 F1 ZMP Tu= &
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Principais automacdes do Zabbix
2. Periodo de manutencao

|> E possivel configurar periodos de manutencdo automaticos no Zabbix.

|> Evitando notificacOes desnecessarias durante periodos de manutencao planejada.

Maintenance periods

* Mame
Maintenance type Mo data collection
* Active since | 2023-05-13 00:00
* Active till | 2023-05-19 00:00

*Periods  Period type Schedule Period Action
Add

Host groups

Select
Haosts Select
= Al least one host group or host must be selected
Tags
| anor [
[ contans [JETEC Remove
Add e
>Lunio 1O
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Principais automacdes do Zabbix
2. Periodo de manutencao

: . Hame a
Maintenance periods

hostname001

Host groups Select State Active Approaching Expired

MName

Name a Type Active since Active till State

ltems

GMUD 002029303 With data collection 2023-05-30 10:40 2023-08-04 00:00 Approaching

All hosts / hostname001  Inmaintenance [EERg |

O ELT VIET bl |
Show symptoms

Show details ighli
Show suppressed problems | Highlight

Show unacknowledged only

Time Severity Recovery time  Status \ Info Host Problem Duration |[> Lunionf-

10:44:56 = _ L60] hostname001 test s

Suppressed fill: 10:52
Maintenance: GMUD 002029303
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Principais automacdes do Zabbix

2. Automacao de relatorios
[> Geracéo relatérios com base nos dados coletados pelo Zabbix.
> Agendamento de relatérios para serem gerados em intervalos regulares.

> Envio de relatérios por e-mail para destinatarios especificos.
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Principais automacdes do Zabbix
2. Automacao de relatorios

[> Exemplo de automagéo de relatérios nativos

o/ Sl Admin (Zabbix Administrator) X Select
* Name
* Dashboard Select

Period Previous day Previous week Previous month Previous year
Cycle Weekly Monthly Yearly
Start time | 00 1| 00
Start date
End date
Subject

Message

* Subscriptions  Recipient Generate report by Status  Action
2 Admin (Zabbix Administra... Admin (Zabbix Administra... Include Remove

Add user Add user group

Description

>Lunio 1O

. ZABBIX 2023

crais Conference
[ Ada | LATIN AMERICAL7




Principais automacdes do Zabbix
2. Automacao de relatorios

1014: RELATORIO [N - FWV- I -
I o™

Para NG
b
¢ 1014 I - Fv- S /0Bs _2023-05-08 01-05.pdf

332 KB

>Lunio 10
ZABBIX 2023

Conference

LATIN AMERICALS




2. Automacao de relatorios

Host availabliity

WFTIME

FV P HIL AU XEXEU

1014: FROVEDORWEB » DISFONIBILIDADE

z3-+g3 ozy-+00 -1 mzy-sin mzy-s28
= Fo-PICHILAU-REREU: {$OPERADDRAL] - ICHP gifg

1014: IDEIA = DISPONIBILIDADE

]
z3-+g3 ozy-+00 -1 mzy-sin mzy-s28
= Fo-PICHILAU-KEXEU: {SOPERADORAZ] - ICMP pirg

1014: PROVEDORWEB - SLA = Ultimos 30 dias

a sy i u
OEASS 2023 L a a ih S s

OTE2OXE s o o T -t
DEMES 2023 L a a id -bd
OEN0520XE s o o T -t
O4ME52023 L a a id -bd
TR s o o T E
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010520XE s o o T

BEEROEE Er o o id i
FROAM2023 o o o H) -id
FEAD0EE Er a o 1d i
IIAi0E o a o i -id
ENDOEE Er a o 1d i
TEAM2023 R o ] Lt -d
240412023 s o o T E
IIOA20IE R a o a -
040X s o o T

2ap42023 £

IOUO420XE s

Memory

ST

FYE-PIC HILAL- X EXEL I

1014: FROVEDORWER = PING LOSS
120%
wo%
1Y
1%
0%
E1Y
0%

w1428 2023401 2023408 2m342 023417 203431 20234-7
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1014: IDEIA = PING LOSS
0%

o%
w1428 23482 3407 0r3-4-13 E R mz-s23 E R
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Principais automacoes do Zabbix

14
Tenal

CPU%
HOST cPRU%

FUePIC HILAU- XEXEU

1014: PROVEDORWER « RESFONSE TIME
LI

1

nba

(3

eI-402 r3-4ar 413 E R
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1014: IDEIA = RESPOMNSE TIME

]
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3. Automacao com Network Discovery

Principais automacdes do Zabbix

[> Com o Zabbix pode descobrir automaticamente novos dispositivos em sua rede.

[> Configurando regras de descoberta e acdes automaticas para adicionar hosts ao

monitoramento.

Condicéao
Service = SSH

dlscovery Device status = up

Uptime = 3600s

Network

Adiciona Grupos
AtribuiTemplates

Network scan

¥GE

b 4

%

_rO
(o ecee |
=

Novos dispositivos
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3. Automacao com Network Discovery Principais automacdes do Zabbix

_mm—

Criteries Discovery Roles Received Value Action Name Add Grupo Add Template,
Host,inventory...

_—

SysName Generic SNMP

Linux servers By Zabix
Agent

system.hostname

Discovery Roles
)

| Cisco ) Solaris servers by
PhisicalAlias.] HP Zabbix Agent
3com
Juniper
SysProductName.1 ) Network Device

Generic

ZABBIX 2023

Conference
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_ Principais automacdes do Zabbix
3. Automacao com Network Discovery

> Exemplo de automac&do com Network Discovery

Discovery rules K

MName

Status m Enabled | Disabled

Name a IP range Proxy Interva Checks
Discovery REDE - 172.26.0.0-254 172.26.0.1-254 ZBX-PROX | 22h SMMPvZ agent
Discovery REDE - 172.26.1.0-254 172.26.1.1-254 ZBX-PROX | 22h SMMPvZ agent
Discovery REDE - 172.26.2.0-254 172.26.2.1-254 ZBX-PROX W 22h SMMPv2 agent
Discovery REDE - 172.26.3.0-254 172.26.3.1-254 ZBX-PROX W 22h SMMPv2 agent
Discovery REDE - 172.26.22.0-254 172.26.22.1-254 ZBX-PROX W 22h SMMPv2 agent
Discovery REDE - 172.26.23.0-254 172.26.23.1-254 ZBX-PROX [t 22h SMMPv2 agent
Local network 192.168.0.1-254 1h Zabbix agent

B>Lunio 1O
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Principais automacdes do Zabbix

4. Automacao com Auto registro

> Um novo servidor ou dispositivo foi criado, é possivel registrar-se automaticamente.

[> Configurando acdes de auto registro para adicionar hosts ao monitoramento.

Condicao Operacao

. Host name = Hosthame Criar Host
10 Metadata registro Metadata = Linux Atribuir Template

§ £ Hostname, Auto-

Chegada de novos dispositivos

B>Lunio 1O
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Principais automacdes do Zabbix

4. Automacao com Auto registro

New condition

[> Exemplo de automac&o com auto registro

Type |Host name W
Host name )
Dperator it contain matches does not match
Autoregistration ~ Host metadata
*Walue Proxy

Encryption level |- | No encryplion

PSK m cancel
1R AL,

. . : Operation details
Autoreglstratlon actions -

Cperation | Send message A

Send message

Add host

must be selected.

Name * Send to user groups Remove hosi Action

Add fo host group

Remove from host group

= Ardic
Send to users Link to template Action

Name & Conditions Unlink from template

e 1 \ Enable host
||>LUDIO’ Send only fo

Dizable host

Custom message | Set host inventory mode

LATIN AMERICA24



4, Automacao com Auto registro Principais automagdes do Zabbix

—mm—

: Criteries
Add Template, Add Grupo el Action Name

Host,inventory Value Autoregistration

Template MySystem Hostname

Sy HostMetadata

|

sa|oy uoljeJisifay oiny

= 3

Solaris servers by
Zabbix Agent

B>Lunio 1O
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Principais automacdes do Zabbix

5. Descoberta de baixo nivel(Low Level Discovery)

> A descoberta de baixo nivel (LLD - Low-Level Discovery) € um recurso que permite gque vocé
descubra e crie automaticamente itens, graficos, triggers e hosts prototypes. E especialmente (til
guando vocé tem um grande numero de itens a serem monitorados e nédo deseja adicionar cada

um manualmente no Zabbix.

>Lunio 1O
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Principais automacdes do Zabbix
5. Descoberta de baixo nivel(Low Level Discovery)

> Exemplo de automacéao de LLD

Discovery rules

All templates / Linux by Zabbix agent Iltems 45  Triggers 17 Graphzs & Dashboards 2  Discovery rules 2 Web scenarios
Template groups Select Type | all w Status u Enabled
L= G = Linux by Zabbix agent % Select Update interval

Keep lost resources period

Mame
Key
Template MHame & fems Triggers Graphs Hosls Key Interv3
Linux by Zabbix agent Elock devices discovery Item prototypes 2 Trigger prototypes 1 Graph prototypes 2 Host prototypes vis.dev discovery 1h
Linux by Zabbix agent Mounted filesystem discovery Item prototypes 5 Trigger prototypes 4 Graph prototypes 1 Host prototypes vis.f.discovery 1h
Linux by Zabbix agent Metwork interface discovery Item prototypes 2 Trigger prototypes 4 Graph prototypes 1 Host prototypes net.if. discovery 1h

B>Lunio 1O
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6. Automacades via interface web

> E possivel utilizar do zabbix via interface web

HOST
Inventory
Latest data

Problems.

Graphs

Configuration

SCRIFTS

Cluster Pacemaker

Servidor W
Detect operating system

Internet
Linux

Ping
Traceroute
WMWare
Windows

Zabbix Utils

myapps-01

Service Apachs: active (1)
o%

Services

Principais automacdes do Zabbix

Windows - Senfices - PrintSpooler - restart
Zabb Utilz L start
stop
Ftive (1]
Wi are
Windows
Zabbix Utils Zabbix agent L
Zabbix proxy *
Zabbix server [ config_cache_reload
Apache v il housekeeper_execute
Firewalld snmp_cache_reload
Wysgl-server

Zabbix-agent

Zabbix-zerver

B>Lunio 1O
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Principais automacdes do Zabbix
/. Zabbix Streaming Protocol v1.0

[> Novidade no zabbix 6.4

> E possivel configurar e enviar os valores coletados dos itens para outros sistemas via HTTP.

STREAMING

ZABBIX

B>Lunio 1O
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/. Zabbix Streaming Protocol v1.0

Administration

General

Audit hog
Houzekeeping
Proxies
Macros

Crusue

Support

]

Principais automacdes do Zabbix

Gul

Autoregistration

Images

lcon mapping

Regular expressions
Trigger displaying oplions
Geographical maps
Modules

Connectors

Diher

New connector

* Name

Protfocel

Data type

* URL

Tag filter

HTTP authentication

Advanced configuration

Description

Enabled

Zabbix Streaming Protocol v1.0

Equals

B>Lunio 1O
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8. Event-Driven Ansible webhook Principais automacdes do Zabbix

[> Novidade no zabbix 6.4

& @ X

Partner Rulesin End-to-End
Event Ansible Automated
Sources Rulebooks Actions

ZABBIX

>Lunio 1O
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Principais automacdes do Zabbix

Nesta primeira abordagem, vimos como € possivel simplificar a gestao do

monitoramento utilizando automacoes nativas do zabbix.
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2.

Quals sao as suas tarefas diarias com Zabbix?

Conhecer a sua rotina de tarefas, permite identificar
de formarapida o que pode ser automatizado

>Lunio 1O
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Qualis sao as suas tarefas diarias com Zabbix?
Zabbix Docker Repository GitHub

Q Official

Dockerfiles

=X 3

Download and install Zabbix

F

Zabbix Zabbix Zabbix Zabbix

Packages Cloud Containers Appliance
Images

40LTS Oracle Linux
r 7.0 PRE-RELEASE Raspberry Pi 05
Creatle template group

Zabbix Zabbix
Sources Agents

Zabbix Installation
from containers

Create dazhboard
Read manual

1 Choose your platform

ZABBIX VERSION OS DISTRIBUTION 0S5 VERSION
L .,
Create host o ;

EOLTS Cent05S 8

COLTS Debian

Dad Hat Ertarnriza

Create host group

Ubuntu carmi&4)

Create graph

Release Motes 6.4
F

ZABBIX COMPONENT  DATABASE

Server, Frontend, MySGL
Agent

PostgreSQL
Proxy
Agent

Agent 2

Java Gateway

Creale template m k

st vergun |
o Create maintenance period

Apache

Mainx

Create discovery rule ‘

>Lunio 1O
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Quals sao as suas tarefas diarias com

1. Tarefas de instalacao
2. Tarefas de Configuracao

3. Tarefas de Administracao

Zabbix?

>Lunio 1O
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Qualis sao as suas tarefas diarias com Zabbix?

1. Tarefas de instalacao
[> validagcéo de pré-requisitos/arquitetura
[> execucao das tarefas de instalacao

[> validacéo de instalacdo e configuracdo

>Lunio 1O
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Qualis sao as suas tarefas diarias com Zabbix?
2. Tarefas de Configuracao

[> organizacéo de grupos de usuarios e usuarios
[> organizacéo de grupos de hosts

[> populacéo de hosts e atribuicdo de templates
[> validacéo de coleta de dados

[> Criac&o de mapas e dashboards

>Lunio 1O
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Qualis sao as suas tarefas diarias com Zabbix?

3. Tarefas de Administracao

|[> geracao de relatdrio de saude diario

[> atualizacdo e migracdo de ambiente

>Lunio 1O
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3.

Como automatizar
suas tarefas?

Ganhe velocidade e padronizacéo, sempre: ‘Automatize! Automatize! e Automatize!’

>Lunio 1O
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Como automatizar suas tarefas?

1. Use Zabbix como codigo

O mesmo conceito de infraestrutura como codigo (IaC) pode ser aplicado para o Zabbix, ou seja
é possivel gerenciar e automatizar as tarefas utilizando codigos.

No zabbix temos diversar formas de automatizar, mas tambem em alguns casos precisamos
executar tarefas manuais para instalacéao, configuracéo e administracao

Ex: Chegada de novos clientes, Upgrade de versao

Ex: Pipeline resumida

>Lunio 1O
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1. Tarefas de instalacao Como automatizar suas tarefas?

Obtendo o cddigo

1. Cpu
| _Tarefas N
« Validar arquitetura necessaria 2 Disco
. 1. Cpu . # df -h

2. Disco 3. Memobria

3. Memoria .

4. Conectividade Internet 4. Internet/Rede /Conectividade
' # speedtest-cli --json

>Lunio 1O
ZABBIX 2023

Conference

LATIN AMERICM 1




1. Tarefas de instalacéao

Como automatizar suas tarefas?

A 4

e A

Escrevendo codigo
1.

shell
python
PHP
Perl
Go

>Lunio 1O

$ check-pre-requirements.sh X
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1. Tarefas de instalacéao Como automatizar suas tarefas?

rootiitrn-ubnt-22-84-srv-81:~4 cat check-pre-requirements.sh

rootitrn-ubnt-22-84-srv-@l:~# ./check-pre-requirements.sh
#!/bin/bash

Architecture: x86_64
CPU op-mode(s): 32-bit, 64-bit
Address sizes: 39 bits physical, 48 bits virtual

#

# e — SR .
# U‘j'l.c W UTE - LALLLLAT Lildergart
# CPU(s): 2

# B On-line CPU(s) list: @,1

# || s . Vendor ID: Genuinelntel
#Company Mame : lunio Model name: Intel(R) Core(TM) i7-75@8U CPU @ 2.78&iHz
#5cript Name : check-pre-requirements.sh CPU family:

#Description : get info from server Model =

#Author : hernandes martins Thread(s) per core:

#Email : hernandes.martins@luniobr.com Core(s) per socket:

Socket(s):

#aet cpu information 2 J
1scpu Filesystem Avail Use% Mounted on

tmpfs 392M 1% /run
#aet disc informartion /dev/mapper/ubuntu--vg-ubuntu--1v 4.6G 58% /

o tmpfs 2.6G 0% /dev/shm

#aet memory information tmpfs 5.0M 0% /run/lock
free -h /dev/sda2 1.7G 8% /boot
tmpfs 393M 1% /run/user/@
total used shared buff/cache available
Mem: 3.8Gi1 774Mi 10Mi 992Mi 2.8Gi
#Install speedtest-cli package Swap: 2.1Gi 9B
FEpn= el =pestE e Reading package lists... Done
goet internet infornoii Building dependency tree... Done
speedtest-cli -—json Reading state information... Done

#Install speedtest-cli reguirements
apt install python3-pip

{"download": 2393853.268266305, "upload": 6857604.407889884, "ping": 91.635, “server”: {"url": “http://speedtest.cabotelecom.com.br:8888/speedtest/upload.php”, “lat™: “-5.7833", "lon": “-35.
2008", "name": “Natal", “country“: “Brazil™, "cc": "BR", "sponsor": "Cabo Telecom", "id": "22461", "host": “speedtest.cabotelecom.com.br:888e", "d“: 259.925124317594, “latency™: 91.635}, "ti
mestamp”: “2823-83-18T17:21:29.877986Z", “bytes sent™: B339456, "bytes received": 3638688, "share": null, “client": {“ip": "186.288.7.246", "lat": "-8.1136", "lon": "-35.8145", “isp": "Lider
i Telecom", “isprating”: "3.7", “rating": "@", "ispdlavg“: "@", "ispulavg": "@", "loggedin": “@", "country“: “BR"}}
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1. Tarefas de instalacéao

Criacao de cadigos

A 4

Escrevendo codigo

1.

AR S AL

shell
python
PHP
Perl
Go

Como automatizar suas tarefas?

5 check-pre-reguirements.sh X

>Lunio 1O
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1. Tarefas de instalacéao

Execugao

Validagao

Utilizando ferramentas de
automacao

Y

ANESIBLE

vy

Como automatizar suas tarefas?
Servers/Containers

>Lunio 1O

4 R
& o
& o
o] Lo
o o
\_ /

ZABBIX 2023

Conference

LATIN AMERICMS5



Use Automacoes com a APl do Zabbix

1. Com a api do Zabbix & possivel automatizar muitos mais tarefas.

2. E possivel fazer realizara as tarefas citadas anteriormente

B>Lunio 1O
ZABBIX 2023

Conference

LATIN AMERICAM6




Como automatizar suas tarefas?

2. Tarefas de configuracao
[> organizagédo de grupos de usuarios e usuarios
> organizacéo de grupos de hosts
[> populacédo de hosts
> atribuicdo de templates

[> validac&o de coleta de dados

[> criacdo de mapas e dashboards

B>Lunio 1O
ZABBIX 2023

Conference
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2. Tarefas de configuracao Como automatizar suas tarefas?

1 . Cad aStI'O d e g ru pOS d e h OStS create_group_in_mass.py %

create_group in_mass.py » .

> Faca um codigo para criar grupos

> E possivel ler um arquivo csv para criar

grU pOS (e list_groups - Excel &=

File alslydl |nser | Pavge| Forrr | Data |

5] |[a]] [=] | [

Clipboard Font | Alignment | Mum

114 - I

A E
MyCustomerGroupll
MyCustomerGroup02
MyCustomerGroup03
MyCustomerGroupid
MyCustomerGroup05s
MyCustomerGroup0o
MyCustomerGroup07 f = csv.reader{open( ' /mnt/e/list_groups_csv.csv'), delimiter=";")
MyCustomerGroupls for [group] in F:

zapi = ZabbixAPI(server="http://192.168.56.119/7abbix™]
zapi.login("Admin™, "zabbix")

=N =R e R (R

MyCustomerGroupds Registering: ",group) . “omem
zapi.hostgroup. createl]] |> LU nIO“_'

-

Conference

LATIN AMERICAMS8



2. Tarefas de configuracao Como automatizar suas tarefas?

hernandesgHPMDSTP-01: & /bin/python3 fhome/hernandes/python scripts/create _proup in_mass.py
Registering: MyCustomerGroup@l
Registering: MyCustomerGroup@?2
Registering: MyCustomerGroup@3
Registering: MyCustomerGroup@d

Registering: MyCustomerGroup@s
Registering: MyCustomerGroupds
Registering: MyCustomerGroup@?
Registering: MyCustomerGroup@d
Registering: MyCustomerGroup@d

Hame &

hyCustomerGroupd2
Novos grupos criados via api MyCustomerGroup03
hyCustomerGroupld
MyCustomerSroupds
MyCustomerSroupls
MyCustomerSroupd7

MyCustomerSroupds

MyCustomerGroup0d |> L u n i ) /_
My CustemerGroupd1 ZAB B I X 2 O 2 3

Conference

LATIN AMERICA9




2. Tarefas de configuracao

Criar Usuarios

|[> Faca um Codigo para cadastrar usuarios

FEEEIEEEEREE

o

A
student0l
student02
student03
studentod
student0s
studentlb
student07
student0s
student0s
studentl0

B
123 @zabbix
123@zabbix
123@zabbix
123@zabbix
123@zabbix
123 @zabbix
123 @zabbix
123 @zabbix
123@zabbix
123@zabbix

C
student0l
student02
student03
student04
studentds
student0o
student07
student0s
student0s
studentlo

surname-
surname-
surname-
-student-04

surname

surname-
surname-
-student-07

surname

surname-
surname-
surname-

D

student-01
student-02
student-03

student-05
student-06

student-08
student-09
student-10

E
surname-student-01@labmeetup.com
surname-student-01@labmeetup.com
surname-student-01l@labmeetup.com
surname-student-01l@labmeetup.com
surname-student-01@labmeetup.com
surname-student-01@labmeetup.com
surname-student-01l@labmeetup.com
surname-student-01l@labmeetup.com
surname-student-01l@labmeetup.com
surname-student-01@labmeetup.com

A = =R R =R =R = =R =R R

Como automatizar suas tarefas?

'), delimiter=',"]
groupid] in f:
"}, f.line_num

>Lunio 1O
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2. Tarefas de configuracao

studemtd3
: studented
student@s
: student@e
studentars
: student@s
studentad
: studentle
studentll
: studentl2
studentl3

: studentld
studentls
: studentle

firom
firom
firom
firom
fircm
fircm
fircm
from
firom
firom
firom
firom
fircm
fircm
from
firom

fircm
from
firom
firom
firom

% Sbinfpython3 fhome/hernandes/m

LUSEIMame &

studentd2

studentd3

student4

studentds

studentds

studentd?

studentds

1dlTe

student0z2

student03

student0d

student0S

student0s

student0?

student0s

—=r=5)

ython_scripts/create_user_in_mass2.py

Como automatizar suas tarefas?

Username

MName

Last name

Last name

surname-student-02

surname-student-03

surname-student-04

surname-student-05

surname-student-06

surname-student-07

surname-student-0S

User roles

student

User role

Super admin role
Super admin role
Super admin role
Super admin role
Super admin role
Super admin role

Super admin role

User groups

SroUps z online? Login Frondd
Interna Mo Ok Interm
Interma Mo Ok Intem
Interma Mo Ok Intem
Interna Mo Ok Interm
Interna Mo Ok Interm
Interma Mo Ok Intem
Interna Mo Ok Intem

Novos usarios criados via api

>Lunio 1O
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2. Tarefas de configuragao Como automatizar suas tarefas?

Populacao do Zabbix

Cadastro de Proxies  emer et
Faca um codigo para criar zabbix proxies print("Proxy’

proxycriado =

File Home Insert Page Layout Formulas
- T & L _
D o Calibri 11 | A A ]
Eg ~
Pz B I U~ i~ &« A~ | 3
D Hame a Mode Encryption
Clipboard Tw Font M
zhy-proxy-mais-loco-que-o-batman-01 Active m
Al - Jx sz-pmx‘y-ma zhx-proxy-mais-loco-gue-o-batrman-02 Active [ None |
b =] Zhx-proxy-mais-loce-que-o-batman-03 Active m
1 2bx-prcux',r-mai5-IDcn-que-U-batman-Dl.| zZi-prosy-mais-loco-que-o-batman-04 Achive [ None |
2 2bx-F:IFCIK‘:,-'-rTIEIS-'GCU-QUE-U-bETmEn-DE zhx-proxy-mais-loce-que-o-batman-05 Active =3
3 | zbx-proxy-mais-loco-que-o-batman-03
. zZhx-proxy-mais-loco-que-o-batman-06 Active m
4 | zbx-proxy-mais-loco-que-o-batman-04
5 zbx-|;:|rt:lx',r-mai5-|nm-que-n-batman-ﬂ£ Zix-proxy-mais-loco-gue-o-batman-07 Active m
& |zbx-proxy-mais-loco-que-o-batman-06 zhx-proxy-mais-loco-que-o-batman-08 Active e |
7_|zbx-proxy-mais-loco-que-o-batman-07 zhx-proxy-mais-loce-gue-o-batman-09 Aclive [ Mone |
8 | zbx-proxy-mais-loco-que-o-batman-08
B zhx-proxy-mais-loco-que-o-batman-10 Active m
§ | zbx-proxy-mais-loco-que-o-batman-09
10 |zbx-proxy-mais-loco-que-o-batman-10 Zox-proxy-mais-loce-gue-o-batman-11 Active [ None A
11 zbx—|::|rcux',.r-mai5-|um-que-n-batman-11 zhx-proxy-mais-loco-gque-o-batman-12 Active m |>Lun|0/
12 |zbx-proxy-mais-loco-que-o-batman-12 zhy-proxy-mais-loco-que-o-batman-13 Active [ None |
zbx-proxy-mais-loco-que-o-batman-13 , ZABBIX 2023
zhx-proxy-mais-loco-que-o-batman-14 Active m
zbx-proxy-mais-loco-que-o-batman-14 C f
zhx-proxy-mais-loco-gue-o-batman-15 Active [ None | On erence

zbx-proxy-mais-loco-que-o-batman-15

LATIN AMERICAS2




2. Tarefas de configuracéao Como automatizar suas tarefas?

Populacao do Zabbix

f = csv.readerf(open( ' /mnt/d/liztadehosts-meetup.csv'), delimiter=",'[)
Cadastro de hosts e atribuicdo de templates/proxy aos hosts o o, P tplate] dn 1
hostcriado = zapi.host.create({
[> Faca um Cédigo para cadastrar hosts e o

[> Adicione modulos para cadastrar hosts com multiplos

parametros.

A E C
hostname 127.0.0.1 10564
hostname 127.0.0.1 10001
hostname 127.0.0.1 10564
hostname 127.0.0.1 10001 (et hostname . crested uccesstully oo momt®)
hostname 127.0.0.1 10564 W CuTRT peecoiRes - TR
hostname 127.0.0.1 10001
hostname 127.0.0.1 10564
hostname 127.0.0.1 10001

id": zbxtmplate

>Lunio 1O
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2. Tarefas de configuracao Como automatizar suas tarefas?

Hosts
Mame ems Triggers Graphs Discovery Web Interface Proxy Templates Status Availability
hostname001 tems 3 Triggers 3 Graphs Discovery Web  127.0.0.1:10050 ICMP Ping Enabled
hostname0 tems 3 Triggers 3 Graphs Discovery Web  127.0.0.1:10050 ICMP Ping Enabled
hostname2 tems 3 Triggers 3 Graphs Discovery Web 127.0.0.1:10050 ICMP Ping Enabled
hostnamed3 tems 3 Triggers 3 Graphs Discovery Web  127.0.0.1:10050 ICMP Fing Enabled
hostname04 tems 3 Triggers 3 Graphs Discovery Web  127.0.0.1:10050 ICMP Ping Enabled
hostname05 tems 3 Triggers 3 Graphs Discovery Web  127.0.0.1:10050 ICMP Ping Enabled
hostname0a tems 3 Triggers 3 Graphs Discovery Web 127.0.0.1:10050 ICMP Ping Enabled
hostnamed? tems 3 Triggers 3 Graphs Discovery Web  127.0.0.1:10050 ICMP Fing Enabled
hostname0g tems 3 Triggers 3 Graphs Discovery Web  127.0.0.1:10050 ICMP Ping Enabled
hostname08 tems 3 Triggers 3 Graphs Discovery Web  127.0.0.1:10050 ICMP Ping Enabled
hostname10 tems 3 Triggers 3 Graphs Discovery Web 127.0.0.1:10050 ICMP Ping Enabled
hostname11 tems 3 Triggers 3 Graphs Discovery Web  127.0.0.1:10050 ICMP Ping Enabled
hostname12 tems 3 Triggers 3 Graphs Discovery Web  127.0.0.1:10050 ICMP Ping Enabled
hostname13 tems 3 Triggers 3 Graphs Discovery Web  127.0.0.1:10050 ICMP Ping Enabled
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2. Tarefas de configuracao Como automatizar suas tarefas?

Automacao de Mapas

ZABBIX « Maps
Cadastro de mapas
Faca um cddigo para criar mapas @ name ||
14 Dashboards
Reset
A - B B ~ O> Monitoring i
1 |supermapa001 2 Topologia Titulo01
. i} Problems MName a Width Height Actions
P supermapa002 2 Topologia Titulo02
I Hosts T— S ctor
o SupEFmEpEDDE 2 Tﬂpﬂlﬂgla TltUIDD3 Local network 630 200 Properties Constructo
il SLJFIEFH'IEF:IEDM 2 Tgpglggia TituloO4 Al T mapatemplate01 1366 768 Properties Constructor
5 | supermapalis 2 Topologia Titulo05 Maps supermapal0i 1366 768 Properties Constructor
a SL.IFIEFFTIEICIEDDEI- 2 TCI[CICI'CIEiE TitUIDDﬁ' Discovery supermapa00z 1366 768 Properties Constructor
7 |supermapal07 2 TGPGIDEIE Titulo07 sos  Services supermapal03 1366 768 Properties Constructor
8 |supermapa008 2 Topologia Titulo08
B N Inventory supermapa004 1366 763 Properties Constructor
B supermapal09 2 Topologia Titulo09 i
. . supermapal0s 1366 it Properties Constructor
0 |supermapall0 2 Topologia Titulol0 Reports
1 E:-'I- _ supermapalig 1366 768 Properties Constructor
Data collection
= supermapal0? 1366 768 Properties Constructor
=< Alerts supermapa008 1366 768 Properties Constructor
00 UUsers supermapa009 1366 768 Properties Constructor
- ) supermapaldio 1366 768 Properties Constructor
19 Administration
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3. Tarefas de Administracao

> Geracdo de relatério de satde diario
E possivel automatizar o envio de relatérios de satide do ambiente zabbix
> Atualizacdo e migracéo de ambiente
Faca um codigo para migrar seu ambiente de producéo para ambiente de homologacao

diariamente utilizando a api do zabbix.
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3. Tarefas de Administracao

Migrac&o de ambiente via Zabbix API

E—E
E— =

v

Zabbix Server old
6.4

Zabbix Server New
7.0

Zabbix Server Production

config =
config.re

zbxgrouptomigrate = confi

timeout = config['DefaultConfig

" % rzapi.api_version())

er=rhxdestburl,timeout=int(timeout))
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3. Tarefas de Administracao

Migracao de ambiente via Zabbix API

HFMDSTP-21: % fbin/python3 Shome/hernandes,/python_s
e
IR START INFORMATION i R
B e S

Total hosts Zabbix server source: 53 »>»»» Importing hostnamed2 127.8.8.1 : 18858 to zabbix :
Total hosts Zabbix server dest: 1 >>>>> Importing ame 127.0.8.1 : 19858 to zabbi
»»»»» Importing Emed L ] 8.1 o ] to zabbl
»»»>> Importing Emes i i to zabbi
»*»»»> Importing X

»*»»»> Importing

*»>>> Importing

»*»»»» Importing

»*»»»> Importing

»»>>> Importing

R e e e e e e e
AR Y GETTING AND IMPORTING HOSTS i i a1
B R G B e e e E R e R e e et

--- Host exist in rer B: Zabbi rver

Importing hos - 127. : 18858 to rabbix server B.
Importing ; [ 8.1 ] 3 to zabb B.
Importing : y 8.1 ] P B.
Importing : 8.1 ] P B.
Importing / y 8.1 ;] A to B.
Importing : 1. }
Importing

Importing

Importin

A S
FHHES S A4E LUNIO REPORT HOSTS MIGRATION it i S S
A A A S S S

Getting total host list Zabbix serv 53
Getting total host list
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3. Tarefas de Administracao

Linux servers E hostname001, hostname01, hostnamed2, hostname03, hostname04, hostname0s, hostname06, hostnamel?, hos
hostname15, hostname 16, hostname17, hosiname 18, hostname19, hostname20, hostname2 1, hostname22, host
hostname30, hostname31, hostname32, hostname33, hostname34, hostname3s, hostname36, hostname37, host
hostnamed5, hostnamed46, hostname47, hostname4s, hostnamedd ..

Virlual machines

Zabbix servers n Zabbix

%]
1]

T

[11]

ected

) =

1]

Migracéo efetuada com
6.4.2

SuUcCessSo0.

Zabbix 6.4.2. © 2001-2023, Zabbix S1A

ZahhixConference2023Group E hostname(01, hostnamed1, hostname02, hostname03, hostname04, hostname0s, hostnams
hostname12, hostname13, hostname14, hostname15, hostname16, hostname17, hosiname1
hostnamez24, hostname25, hostname26, hostname27, hostname2 &, hostname29, hosiname3
hostname3, hostname37, hostname3&, hostname3d, hostname40, hostname41, hostnamed)
hostname42, hostname4d |

Zabbix servers n Zabbix server

|[>|_uni0‘:.' 0 selected 700 a|pha]_

https://github.com/mrhernandes/zbx_migrate_import

LATIN AMERICAS9O




Cases e exemplos de uso

Compartilhar experiéncias e conhecimento
é importante para o crescimento de todos
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Case e exemplos de uso
1. Aplicacao para populacao de hosts

® HOSTS® MAPAS® LUNIO @ AWX

¢ Z7abbix Host Importer - [l X

. Modo escuro

° Conexdo com API

° Informagdes

Informacdes de Cadastro de Novos Hosts

Grupo de Host * Q.
Informe o nome do grupo dos novos equipame tos
Templates * Q
Informe os tem |)|ate.3 para 0s NoOvVos equipamentos

] Utilizar servidor Zabbix Proxy
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Case e exemplos de uso
2. Criacao de pipeline automatizada para criagao de ambientes

& admin -

3 - Deployment CI/CD Zabbix HA

4Back to Jobs Details Qutput

Workflow Approvals Deployment CI/CD Zabbix HA & Successiu %° TotalNodes 1© @ K

Resources v

Templates

Settings
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Case e exemplos de uso
2. Criacao de pipeline automatizada para criagao de ambientes

AD o - & admin ~

View: Jobs > 5
D
Output
Dashboard
Jobs
Schedules k to Jobs Details Output
Activity Stream
01 - Meetup Recife 2023 Plays Tasks 2 1 00:00:06 o s
Workflow Approvals
Resources Stdout v Q
Templates v - v R ¥
dentials @ [WARMNING]: log file at /var/log/ansible.log is not writeable and we cannot create it, aborting

2 SSH password:

3 BECOME password[defaults to 55H password]:
4

3

Inventories

b PLAY [Executa healthcheck da méguing] =+ % s srssssssrssssss s s srssssssscssnsress 15:22:53
Hostis 6
v 7 TASK [Gathering Facts] SHostettrttstssttttsbaiisttttsbisssstssstsssshatssssssss 15122153
8 ok: [zbx-nodel]
Access 5
v 10 TASK [MoStra infOrmacies] TFFsssssssssstsssssrs s ssrssssssssses sessssasssssseas  E g gy
Organizations 11 ok: [zbx-nodel] => {
Users 12 msg": [
13 "Hostname:
Teams 14 do do
15 "Hardware:
) 16
Administration 17
18
Credential Types 19
208
Notifications
2
Management Jobs 22
3
Instance Groups 24 r: 2823-03-1¢
Instances = {'status’:
26 1
Applications 27 3
28
Environments 20 PLAY RECAD ok oo oot ok i i 50 6 B Sk S5 S A S S B S 58S SRS S SRSRESRESERS  ]£.99:54
30 zbx-nodel i ok=2 changed=2 unreachable=@8 failed=@ skipped=8 rescued=@ ignored=@

y View
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Case e exemplos de uso
2. Criacao de pipeline automatizada para criagao de ambientes

mx  AWX | Templates X +

€ > C A Naoseguro | automation.lunio.com:30080/#/templates o & Q © v = %» 0O

AULA INGLES || Json Viewer [} Cluster Postgresql [} Artigos parasite [} Zabbix Templates [} ANSIBLE [l| Montagem Servidor [} MYsQL [l ShellScript [} Cloud VMware [l AWS

= T" A @® e -~ & danilo.provtel

>

Views Templates

Dashboard

Jobs

Schedules # U Name =~ Q Delete 1-10f1 «
Activity Stream

Name 1 Type Organization LastRan Actions
Workflow Approvals

> O Deployment CI/CD Zabbix HA Workflow Job Template Default 03/12/2022 16:42:48 5 L 4
Resources

Templates
l} ll- loflitems 1 of 1 page

Credentials
Projects
Inventories

Hosts

Access

Organizations
Users

Teams

Administration

Credential Types
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