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Ayudamos a las empresas a ofrecer
servicios impecables para un mundo
mejor y personas mas felices.



Nuestra vision

ZABBIX

A Universal Free and OpenSource
Enterprise-level Monitoring Solution

ZABBIX

Single pane of glass I;E(Qllétolgog

ITy OT

La solucion definitivade monitoreoy
observabilidad

Extremadamente adaptable para todos los casos
de uso

Costo total de propiedad (TCO) mas bajo
Visualizaciony reportes excelentes

ML e Al nativas para la deteccion de anomaliasy
operaciones.

Altamente escalable (downscaling and upscaling).
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Estrategia



ZABBIX

FORUM
MEX ICO 2023

Permanecer Open Source

Solucion inclusiva
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IN THE CLOUD

dWS A\ Azure

Dlgltalocean Google Cloud
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Sostenibilidad

Perspectiva a largo plazo



7X24 SERVICIOS PARA EMPRESAS Y MSPS
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TECHNICAL SUPPORT INTEGRATION

Get technical advice Expand your workflow

Get instant access to a team of @ (_)m Interconnect Zabbix with your
Zabbix experts for guaranteed , ticketing system, servicedesk or any
professional support 24x7 other tool you might have

CONSULTING . DEVELOPMENT
Talk to experts = < Enhance Zabbix

Gain benefit from expert advice and ":7&":5 \ A - Hire Zabbix to develop additional

best practices for all Zabbix-related features for your business needs

matters

TEMPLATE BUILDING PROFESSIONAL TRAINING

Customize monitoring 5_@ / \ t%’ﬂ_ﬂi Obtain knowledge

Effortlessly start monitoring of your 88 Focused comprehensive training for
specific device, system, application all your Zabbix needs in 5 days, in

STERINICE many local languages
= i
REMOTE TURN-KEY SOLUTION
TROUBLESHOOTING Deploy professionally
Quickly get a solution Install and configure Zabbix
Eliminate any issues you have run [m aCCOITding to your specific
into within hours, not days or weeks. @ requirements

Fix your system correctly, accurately

UPGRADE
Use the latest version
Eliminate the risk and minimize

downtime by upgrading with the
Zabbix team
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CRECIMIENTO CONSTANTE

2 O 01 FOUNDED IN LATVIA OPENED IN THE USA OPENED IN MEXICO e
I | | |
ZABBIX ABBIX ZABBIX ZABBIX ZABBIX .

|
The first beta version of
ZABBIX 0.115 RELEASED

Zabbix company is

2012

Zabbix office is
OPENED IN JAPAN

2005

Zabbix office is

2015

Zabbix office is

2020

|
Zabbix office is
OPENED IN BRAZIL

i '€nezuela Ethmp’ia
Colombia } 1%
LDDK 1so27001 (Y C AR > e :
G2ADOA BiL\a 4 Janzéma Indonesia . pagsia"gj:w
Per -5
Bolivia N .
Nosotros fuimos nombrados el Nuestro sistema de Fuimos nombrados como la Remibioe -~/ Madagascar. Indian H :
mejor empleador de 2022 en el administracién de seguridad de Opcién de los Clientes de abril | South Sotowanal Ocean Australia
campo de los servicios de informacién ha sido auditado y de 2020 para Herramientas de c Atlantic ¥ Q o
informacién y comunicacion. se ha comprobado gue cumple Monitoreo de Infraestructura de | Ocean South Africa (8
Fon los ?sténdares Tl en Gartner Peer Insights. ) Argentina s

Oficinas en 4 Continentes

{ Finland

e Iceland Swe

d.
v
>4

Ukraine iy

North
Atlantic
Ocean

_'Saudi Arabia

j Sudan

250+ Partners en todo el mundo (60 paises)
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Plataforma all-in-one

Una solucion para todo.



ZABBIX

Recopilar -» Analizar -» Reaccionar y Visualizar Forum

(—) Agent E:
— \ / Visualization
ZABBIX

(— =)
(—o) e Backend Notifia
otifications
e Database
= Agent- / \ I:.'@_
— APPS — less Integration
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Datos de alta calidad, también para
AlOps

Proxies para MD y Edge Computing

APl para automatizaciony
integraciones

Auto-remediacion (Self Healing)

Deteccion de anomalias



TODOS LOS NIVELES: DESDE LA INFRAESTRUCTURA

IT&OT

Business services

SLA/SLI

Synthetic

Cloud -
K8S -
OpenShift

Containers e
APIs "

WEB

User experience ¢

Bigpanda

Applications pa—r
Processes
oS -

Centos

Environment il

CIsco

Hardware
Industrial
Network devices

loT and sensor data

&

1C:NpeanpuaTie

Android

Appdynamics

k)
Astensk

Asterisk

AWS 53

Blue®Coat

Blue Coat

Bugzilla

@ ceph

Ceph

CiTRIX'

Citrix

ClusterControl

ClusterControl

Active Directory

ANSIBLE

Ansible

Application monitoring

AVAYA

Avaya

&

Backup

Sbme Remedy

BMC Remedy

@

c#

I Check Point

Check Point

)

Cloud Foundry

X Confluence

Confluence

‘KC"TI\I‘EMQ

ActiveMQ

)
A4

Antivirus

ARDUINO

Arduino

T}
“uiramazon
I webservices

AWS

Boca

Bacula

BorgBackup

Capacity planning

Capacity planning

CHEF

Chef

Cloud monitoring

Cooling

Cooling

Alcatel Lucent J)

Alcatel Lucent

S

Apache

ARISTA

Arista

L

AWS CloudWatch

l[RJ"‘.‘n‘,l ida

Barracuda

BROCADE =3

Brocade

cassandra

Cassandra

e

Chrome extension

cloudera

Cloudera

°Cu'e

Core0S

0
T
Cloudstack

Q

Couchbase

DB2

Drupal” &
Drupal
——
Sim
C—
Exim

@®

firebird

@

FreshDesk

€51

Glassfish

2

Google Maps

High Availability

High Availability

ClusterControl

ClusterControl

cPanel

cPanel

Debian

Elasticsearch
= Extreme
Extreme Networks

smrn
-

XY

Firewalls

FUJITSU caru
SIEMENS

Fujitsu Siemens

Clpi

GLPI

 G)

Grafana

Q

Hipchat

HASTA EL NEGOCIO

X Confluence

Confluence

D-Link’

D-Link

Dell

ellex

Eltex

®

F5 Networks

Flowdock

Flowdock

A farigDB

Galera cluster

Graylog

HITACHI

Hitachi HDS, HNAS

Cooling

Cooling

i

Database meonitoring

DELLENMC

EMC

]

Facebok Messenger

Fi:RTINET

Fortinet

B cccxononro

Geckoboard

Google 4

Google Apps

@

Hadoop

=
Hawlatt Packard
Enterprise

HP Enterprise

© core

Core0S

Datacom

dacker

Docker

EMERSON

Emerson

6

Fedora

FreeBSD

 git

Git

0

Google Cloud

HAPROXY

HAPROXY

HTTP

HTTP

@

1BM AIX

()

Ingress

IRC

IRC

julia

Julia

. kubernetes

Kubernetes

Lenovo

Lenovo

Logstash

@ Mattermost

Mattermost
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HTTPS

HTTPS

IBM AS/400

Intel

Jabber

Jabber

@ Jenkins

Jenkins

Juniper

Juniper

AKVM

2 Lexmark

Lexmark

12 Lucidworks

Lucidworks

Mellanox

W

e

Huawei

IBM MQ
IBM MQ
l] InterSystems
Intersystems

& JasperReports

JasperReports

¥JIRA

Jira

&

Kafka

) KYOCERE

Kyocera

%

Lighttpd

LXC

LXC

Memcached

zabbix.com/integrations
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MONITOREQO Y INTEGRACIONES NATIVAS
FORUM

MEXICO 2023
ZABBIX « @

Ml  También, plantillasde exploracién de costos para proveedores de nube

2] Dashboards

@ Monitoring

e aws o A 'S’

Inventory

m Reports

*, Data collection ~

Template groups

:::ates kubernetes ANSIBLE c.ioT*k; vimware

Maintenance
Event correlation
Discovery

P4 Alerts

52 Users

@5 Administration +

14
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Calidad y Seguridad

Maxima Prioridad



LOS MAS ALTOS ESTANDARES DE SEGURIDAD

g R FORUM
v 7 CYBERARK ' <« -] iTgg-based filtering ; MEXICO 2023
E _ S=14{ ] iBearerAuth 5
i HashiCorp Vault i = SRR

: 2FA, SSO : CyberArk ]

: Pwd complexity S — ; Streaming to 3" party

: Auditlog | @

: User roles @

: JIT provisioning I

= .
| w0 o
L= J
Zabbix Ul Zabblxl Server Zabbix Agents

T I : Agentkey restrictions, no :
: Pre-processing i : rootaccess, push or pull

O~ >0
Ao Fisigitering (D rormatzation |
O*—-0 i Securetokens i w

O L EEEEEEEEEEEEEEEEEEEEEEEEEEEE
Zabbix API u

Zabbix DB 16



VALIDADO POR INVESTIGADORES INDEPENDIENTES
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CVE number CVSS Zabbix Synopsis

<097001 | IREEGELRE

H)/_AJ\T \% AT&T Nintendo’ P PayPal

Recompensasen 2023: $17K Security Advisories and CVE database

17
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Una unica interfaz

Visibilidad total y transparencia



VISUALIZACION E INFORMES
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ZABBIX Core cluster status o =

ot @ Tris week 0 far

::.w 482 days, 21:40:41 8657 users //—\ \ \ / ) /\ 10:36:52

90 % 80 % 90 % 90 % M
Cluster uptime Online users ’ 0.00 % 100% 100% .86 % 100 % 100% a I X .
t cause issues g
+ N ox

Todos los widgets para paneles y
reportes locales y globales

Framework para desarrolladores
de widgets

Un nuevo conjunto de widgets
avanzados

Paneles dinamicos para analisis

detallado y casos de uso especificos

19



NUEVOS WIDGETS PARA REAL-TIME'Y REPORTES
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Core widgets Reporting Widgets navigators Advanced visualization
Pie and donut charts Capacity reports Host navigator Honeycombs
Gauge charts Management reports  Item navigator Service trees

Topology

Pressure

248.12 GB

Jos}
BB oo B

2.2 bar nus




MONITOREO SINTETICO

LJStep1
Q B l

Monitoreo de la experiencia del usuario

Monitoreo de la experiencia del usuario final
para aplicaciones web

Monitoreo de escenarios de negdcio

&

WHNOVH=-

—
\

Verificaciones de multiples pasos.

ZABBIX
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AP API

| I WEB App
|;P| ::j API

Interaccion compleja con APIs en |la nube a través de HTTPS

Verificaciones avanzadas de disponibilidad

Monitoreo de escenarios de negdcio



SINGLE PANE OF GLASS
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Procesamiento de datos - Visualizacion y Reportes
Dashboards :
Funciones de APM y tracing : Visualization of complex data: tracing, flows,
Informes programados em PDF : otc

OpenTelemetry

Business Service Monitoring Widgets for advanced visualization

(BSM) Datos de Topologia

o< d o = Massive usability improvements of Zabbix
Roles de Usuarios Processing of streaming data Ul
Procesamiento de métricas Tracing, events, logs, binary Custom Ul for any use case

Framework for widget development

e — s

Zabbix 6.0 LTS Zabbix 7.0 LTS Zabbix 7.x Zabbix 8.0 LTS
22
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Reducir Costos Operativos

iNO se trata solo de performance!



PERFORMANCE: TRANSICION A OPERACIONES ASINCRONAS Y THREADS |

MEXICO 2023

HOY 7.0 LTS

m Poller1 |——> % m _— ?
.................................................................................................. _I_ ------ Poller 1 _I_
m Poller2 |—> % m \ %

—1 Zabbix Server —L

Zabbix Server

One connection per poller Thousands of connections per poller

Uno poller/discoverer para manejar miles de conexiones
Menor uso de recursos = menor costoy consumo de energia

Permite auto-scaling automatico el el futuro

24



RECOPILACION DE DATOS EN MEMORIA PARA PROXIES

MEXICO 2023

Il ee]
= |=| |= 1l ee Less IOPS
— o= W_es) _eo] Faster

T T T Data ' :  Data Chea per
O @ = ] (KD
o) o] e Zhg Zabbix Server Less energy
— T T :
Zabbix
Proxy

26



ACTUALIZACION INSTANTANEA DE LA CONFIGURACION _

MEXICO 2023

Actualizaciones incrementales de cambios de configuracion
Los nuevos elementos ahora se verifican en un minuto despueés de su creacion.

iCapacidad de respuesta extrema!

Il e I ee — 20
— (] ) — | T ——
0 sec Il ee 5sec Il ee 5sec 5sec

Zabbix Ul or API call

10

Zabbix Server Zabbix Proxy Zabbix Agents

27



ZERO-DOWNTIME UPGRADE OF PROXIES

MEXICO 2023
Il oo
m Name a Mode Encryption Version Last seen (age) Host count ‘
')
proxy-dmz Passive PSK 6.4.0 3 0 153
Zabbix 7.
a b b O Proxy version is outdated, only data collection and remote execution is available with server version 7.0.0.
TR D
I H .
W" _——— o —— W ZABB'X Zabbix 6.4:
Zabbix 6.0 . Los proxies mas antiguos continuaran procesando datos
m L~ Zabbix 7.0 LTS
[ X J . 7 . . 7
m - Crea una ventana de tiempo mas extensa para la actualizacion
Il oo
: Monitorea las versiones de tus proxies en el FE de Zabbix.
Zabbix 6.4

29




LOAD BALANCING Y HA DE LOS ZABBIX PROXY roRUM

Proxy1 Proxy2

Proxy3

] _ee
HEEN) ——m

Zabbix 7.0 Server

i iMonitored by
::_'_5 fffffffffffffffffffffffffff &Hr::PrOXy HA
! iGroup1

Proxy3 Proxy4

il

Proxy4

i
1
1
1
1
1
1
1
1
1
1
1
1
- UL Il oo
1
1
1
1
1
1
1
L

|

Proxy HA Group1

Automaticdistribution of hosts

30



LOAD BALANCING Y HA DE LOS ZABBIX PROX FRUN

SEEsEEEsEEsEssEEssEssEssEssEssEEEEnE
.

0LVJ 1l ee
.0 Il ee
AN N ee

Proxy1 Proxy2

|

|

|

|

|

|

|

|

!
et He )
1) He i)
- Hem
I
I
1) He i)

o

?I\/Ionitored by
i iProxy HA
i iGroup1

Proxy3 Proxy4

Hem i

Zabbix 7.0 Server

-[ Il
el
el
H |||]‘-[ Il |

o) Hom) Hem i

) Hen) Helll
Il
=T=“““twrm"t"mwyl )
He i) He i) He i) Hedit]

Proxy HA Group1

Alta disponibilidad de proxies
Load balancing: Distribucion automatica de hosts entre grupos de proxies

Auto-scaling de proxies en entornos de Kubernetes (K8S)
31



REDUCIENDO COSTOS OPERATIVOS Zatile

MEXICO 2023

Network discovery Reduce maintenance costs Performance

Auto-registration Zero-downtimeupgrade of proxies Transitionto threads

Low level discovery (LLD) Template versioning Perfectvertical and horizontalscalability

JIT user provisioning Automaticup/down-scaling More efficient history storage engine

and much more! Centralized managementand SSO Lower HW (CPU, memory, storage) requirements

A gentle learningcurve, better
Ul/UX

_— _— —_—-—-— >

Zabbix 6.0 LTS Zabbix 7.0 LTS Zabbix 7.x Zabbix 8.0 LTS
32
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Procesamiento de Eventos

Analisis de causa raiz y reduccion de ruido



EL CONCEPTO DE EVENTOS DE CAUSA Y SINTOMAS _

MEXICO 2023
Timew Severity Recovery time Status Info  Host Problem
2022-09-09 07:44:56 ¢+ "Warning PROBLEM Zabbix server 1 High swap space usage (less than 50% free) Ji
B ~ 2022-090715:26:10 - HAUEEAGE PROBLEM Apache Interface enol: Link down
2022-09-07 15:26:06 -« _ PROBLEM Apache Service is down
2022-09-07 15:26:06 -« _ PROBLEM Apache Failed to fetch status page
2022-09-07 15:26:06 _ PROBLEM Apache Service is down
IR 2022-09-07 15:26:06 + JAVerage PROBLEM Apache Failed to fetch status page
S)”‘1—W£L)22-09-O9 07:44:56 - PROBLEM Zabbix server System name has changed

Clasificacion de eventos: causay sintoma.

Analisis manual de la causa raiz.

34



CORRELACION DE EVENTOS AVANZADA

ONIH3LTId
INIFNHIIYNAS
S10V4 M3AN

=2
O
)
<
>
—
N
>
-
O
P

EVENT CORRELATION ENGINE

Logs loT XML JSON Zabbix events

Normalizacion y reduccion de ruido
Preprocesamiento de eventos basado en TAGs
Filtros y deduplicacion por ventana de tiempo

Generacion de nuevos hechos/datos

Correlacion de eventos
Clasificaciobn automatica de eventos
Analisis de causa raiz.

Correlacion basada en tiempo y topologia
35
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TRANSMISION E INGESTION DE DATOS EN TIEMPO REAL

MEXICO 2023

Conectores y webhooks para la transmision e ingestion en tiempo real de

metricas y eventos

S ML & Al anomaly detection
i amazon
é redlS e 3QS TTERT

Il oo

Il _ee reaming of i ' :  Ingestion e
streaming of §g kafka Rabbit : fg -

Zabbix metrics and :  of metrics Zabbix

Server events Server

Enterprise Bus

36



COMPLEX EVENT PROCESSING (CEP)

MEXICO 2023

Basic event correlation Event correlation engine Event collection
Cause and symptom events Automatic root cause analysis Log management
Correlation based on topology data
Use of generative Al and ML for correlations

Collection of 37 party events

—n————— —_ _-_

Zabbix 6.0 LTS Zabbix 7.0 LTS Zabbix 7.x Zabbix 8.0 LTS
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Altamente adaptable

Solucidn para cualquier caso de uso



MAS FORMAS DE ADAPTAR Y AMPLIAR ZABEIX

MEXICO 2023

Process any
data types:

E @\ events, tracing,
logs, binary

“Name Kafka

©
%

Agent
plugins,
scripts

Protocol Zabbix Streaming Protocol v1.0

Data type Events

*URL  https://kafka.local/v1.0/

} il

AN N NN NN NN NN NN AN NN ENEEEEEENEEEEEEEEEEEEEEEEEE W NN NN NN NN NN NN NN NN NN EEENNENNEEEEEEEEEEREEER

Streaming data and events =
: S i1 “Name Kafka
é g é Scope Manual host action | Manual event action é i - E i Protocol Zabbix Streaming Protocol v1.0 E
] : P Type BEPOW sciipt | SSH | Telmet | IPMI : : - o _ :
: Ul modules E E - E E : E Data type [ IGuREIES Events :
: :  Scripts, manual and automatic actions : *  Custom Ul : 1 Dataingestion :
E E i""".""""""""""."""""""""""""""""".j . R . ey PP Y-
E"""".""""."""""""""""": E Media type Message templates 5 Options E é E E ~ = - = = E
i 1 CSVtoJsON v E —_— : % ~ g z =
F 4 E *Name | Jira E . p— J— E E E E § g % E
= 2 JSONPath vioE : . : ss% 55 : . o = = z = :
: : : i 3 A B :
E 3: ‘ Regular expression v E Type | Webhook e H . . . e . . ] S E
: : : : : 2 . : = 1
: Pre-processing : : Webhooks : I Framework forwidgets dev i i

Zabbix 6.0 LTS Zabbix 7.0 LTS Zabbix 8.0 LTS



/.0 LTS

Dashboards Dinamicos
Ingestion de Datos

Motor de Correlaciéon de
eventos

Monitoreo Sintético

Load balancingde Proxies

/.X

Next generation visualization

Correlacion de Eventos
Avanzada

OpenTelemetryy Tracing
Inventario Personalizado

Ul Personalizada

ZABBIX

FORUM

MEXICO 2023

8.0 LTS

Ultimate observability platform
APM and compliance monitoring
Eventand Log management

Use of Al and ML for advanced
anomaly detectionand
operations

Management functions

40
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CEO Zabbix LatAm
H luciano.alves@zabbix.com
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