Tips and Tricks on
using useful features of Zabbix
In large scale environments

docomo
business
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Who am I.

Takashi Fukushima

S —— o
\\\-v, o5 PN

I have been engaged in activities
related to Zabbix and monitoring
systems with Zabbix as the core for
over 15 years,

including consulting, custom
development, support, and training.
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N T T Communications

NTT Communications Company

NTT ComTechnology

\ 4

from 2017

MNT T Communications

\_
NTT Com Solutions

an NTT Communications Company
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from 2021
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Company-A had the following requirements: business

Vel 0f0 Many branches (and systems)

Monitoring is centralized at the main office
-> Receive requests from System administrator of each branch

\s; 05 There are variations in the system (each branch)

o 02 Each branch have System administrator.

o, 01
No.03
No0%

© NTT Com Engineering Corporation All Rights Reserved. 5



The additional requirements. docomo

Detected PROBLEM will be integrated with a ticket management system
and managed within that system.

* Zabbix will only data collection and fault detection.
Web interface will not be used for reference.

Targets servers and network devices.

The system should not only support automate registration but also automate updates.
However, Rollback if update fails

© NTT Com Engineering Corporation All Rights Reserved.



The additional requirements.

Easily set up multiple log monitors and process monitors.

Maintenance settings individually depending on the type of log message.

Automatically close PROBLEM events in log monitoring.
(because the event specifications have changed since Zabbix 4.0)

© NTT Com Engineering Corporation All Rights Reserved.



This Zabbix has the following mechanism. docomo

\/l=le sz 0 Automatic registration.

=i e 02 Automatic close PROBLEM events.
\/l=le 2z 0e) Flexible maintenance settings.

'd

Event

Auto close

LI -omo
L) business

AlertScripts

Issue Tracking system

Hosts: 600,000

Auto registration Items: 1,400,000

tool

CMDB

© NTT Com Engineering Corporation All Rights Reserved. 8



I I \ N )
\ -.‘i"o"

‘C

...’o-'; s
I._' a0 0,
et e” %02

.9 6.0

’..o.o..: o .:::::..
r - - - ) -
ozezeseL  Lete

N AL

O I A 201 10 1 i T T {1 101 VAL L T :

S Jadd 1] 1t B 1 HELHRIRRRMANY A R N

m‘m i ”:p, r: u e i’/gfc:w M‘\M’Rﬁ:‘ '\:.

4 A

e

%ﬁaﬁuW‘WM“ﬂ

=

=

- ==
= | e B R
G IIIIIIIIIIIIIIIP . = AR RN @“""“"“"“‘“‘“““‘“‘“
S oe ity R W %’W% \ "mm:e::a:&%:&sawkk&&l

" pory =— s ™ W SARARARARRRRNA NG
' SPIIIIIIIII” o 1919 — A §;&““‘"‘N ANAARRRARARNY AN
g sIIIIIIE” A =1 == SRR A Y RN
5759900 ey 7 =\ S5 R
o srrsrsnenirry 7 sl == \ \ T Y
995 : 1= R
’ rL > . “"\‘.

s © NJ'?;/ e ”Ilﬂ”’%’lﬂ””ﬂ/ﬂ"% : o ‘ " “‘“““\\\\;\'«;&“\\\\*:‘.&{“\\\\\\ggsg:
> ‘Eﬁ;f- neering orporation; 3 2 T T A RO
B e s : : M““““““w‘“‘“““a\' .‘.MM‘\:\@&&&&\\*“. ‘“&‘g‘&
7 A s : : ' W W \\\\N\\\\a\\\\\‘&\\\\\\ \\&\q
ALY A AL AL TR TN




About the automatic registration mechanism

The new registration of monitoring settings is carried out in the following 6 steps

START 4. Custom LLD

1. New registration
or Update of Host

5. Change
Host settings

6. Finish
maintenance

2. Start
maintenance

3. Enabling the

Host Complete

© NTT Com Engineering Corporation All Rights Reserved.



About the automatic registration mechanism

S f== 00 New registration or Update of Host

Create a host in Zabbix via Zabbix API =
using host information extracted from CMDB via API. = L

3 o - System001

3 oS
zid {p : 192.168.12.34
¢

Sn

Blue arrow indicate

Important settings

docomo
business

Mame Value

Host  IPMI Tags 1 Macros  Inventory  Encryplion  Value mapping

Add Host tag

s

t B
% Template - Linux by Z7abbix Agent  ©

item regist Of logfile

“4 Template
1 ————— %

CPU_LOAD} = >

*J; Macros - {$ = ‘p
" Mll :

© NTT Com Engineering Corporation All Rights Reserved.

Host  IPMI Tags  Macros Inventory  Encryption Value mapping

* Host name | AutoRegist——System001 Add Prefix
Visible mame | AutoRegist—— System00
nEiE Linux by Zabbix agent X | item regist of logfile

type here to search

el i servers

type here to search

Interfaces Type |F address DMS name

Agent | 192.168.12.34

Description

Monitored by proxy | (no proxy)  ~ [\ [o) Proxy

Enabled [ |

Disabled

Select
Selact

Connect {

11



About the automatic registration mechanism business
S s 0 Start maintenance
Perform maintenance settings for the host registered in STEP 0O1.
‘Feriods  Hosls and groups -
Fods Hosts and groups
*Mame | [AutoAdd] from 20210927144302
* At least one host group or host must be selected.
Maintenance type Nu-
ost groups w Select
* Active since | 2021-09-27 14:43 type here to search
= active till | 2038-01-18 23:50 Hosls | fype here to search Select
Description Tags m o
State Contains Equalr Feqgistering
A The host registered in Step 1

will be targeted.

| T anral

Stop processing for 1 minute.
( Ensure that the maintenance status is active. )

© NTT Com Engineering Corporation All Rights Reserved.
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About the automatic registration mechanism

Enabling the Host

Enable the host registered in STEP 01
and run config_cache_reload on the Zabbix server.

Host [P Tags Macros Inventory Encryption Value mapping

“Host name | AutoRegist-—-——- System001

Visible name
Templates MName Action
Linux by Zabbix agent Unlink Unlink and clear
item regist of logfile Unlink Unlink and clear
S
*Eroups S
Interfaces Type IP address DMS name
Agent | 192 168.12.34
Add
Description

Monitored by proxy | (N0 proxy’ w
Enabled |+ Enabled

Set a wait time of 1-minute ( CacheUpdateFrequency seconds ) again.

© NTT Com Engineering Corporation All Rights Reserved.



-
About the automatic registration mechanism business
Freprocessing 1 LLD macros 5 Filters  Owverrides
LLD macres LD macro JS0ONPath
#ENCODING} | 5.encode
Send CSV data to the server #FILE} o0
using zabbix_sender. [use.101 3 msaid
e e ] S
BOPTIONS} | &.options
| {(#fREGEXF} [| B.regexp
Add
Discovery rule  Preprocessing 1 LLD macros 5 Filiers  Overmrides
*Mame | item reqgist for log-key Trigger profofype Tags  Dependencies
T Zabbix t
ype | £abhx frapper - “Name | Error log of (#FILE} [ pattern: #REGEXP} value-{SITEM.VALUE} ]
Key | log.discovery Operational data
* keep lost resources period | 0 . . . ) . .
Severity Mot classified Information Warning Average High Disaster
Sllowied Dogts
* Expression | {item regist of logfile:log[{$#FILE}, {#REGEXF}, {#ENCODEING},100,s8kip, ., [#0FTICONS), ] .5t () }=1 Add
s
Expression constructor
le  Preprocessing 1 LLDmacros 5  Filters  Overrides OK event generation | Expression | Recovery expression m
Preprocessing steps Name IPECELEM event generation mode Single m
1. | C5V to JSON Convert to JSON Allow manual close |v
Add L)
14
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About the automatic registration mechanism pocome

business

Custom LLD

zabblx_sender -z 127.0.0.1 -s "dummy’' -K log.discovery -o
"file,regexp,encode,options,interval ,period,msgid
Avar/log/messages,error,utfts,mtime_noreread,1s,/d,0d01

Avar/log/httpd/error. log, (5tarted | 5topped) ,utf8, ,1s5,10d,002
Avar/log/zabbix/zabbix_agentld. log, (S5tarting | stopped.),utfs,,1s,3d,003°

CSV to JSON
&

\\ >

Various types of monitoring items can be easily generated.

© NTT Com Engineering Corporation All Rights Reserved.



About the automatic registration mechanism

Change Host settings

Change the “Monitored by proxy” settings on each host to the appropriate settings.

* Host name

Templates

* Groups

Interfaces

Description

Maonitored by proxy

Enabled

Host  IPMI Tags

Macros  Inventory  Encryption

AutoReqist-—-——5System001

Visible name | AutoRegist

Mame
Linux by Zabbix agent

item reqgist of logfile

Type |F address

Agent | 192.168.12.34

W

Value mapping

Action

Unlink Unlink and clear

Unlink Unlink and clear

DMNS name

SE

SE

© NTT Com Engineering Corporation All Rights Reserved.

16



About the automatic registration mechanism business

Finish maintenance

The maintenance settings are removed using the Zabbix API, and monitoring is started.

Any hosts that experienced failures in the previous steps
“newly registered hosts” are deleted as part of the rollback process.
The prefix is removed from newly registered hosts, reverting them to their appropriate names.

FPeriods Hosts and groups

*Mame | [AutoAdd] from 202105927144302

daintenance type Mo data collection

= Active since | 2021-09-27 14:43
*Active till | 2038-01-18 23:59

Description

e
Update ‘ Delete Maintenance setting

© NTT Com Engineering Corporation All Rights Reserved. 17
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Two types of PROBLEM that Zabbix detects.

Type 1: PROBLEM and OK are always paired.

PROBLEM f \ OK
/
P
\ f’; III' /
T H& ------- For example: Resource monitoring
~./ A

i i i AN A e s e s i e
NNNNNNNNNNNN

We call this “stateful monitoring”.

© NTT Com Engineering Corporation All Rights Reserved.
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Two types of PROBLEM that Zabbix detects.

Type 2: PROBLEM and OK do not necessarily pair.

PROBLEM OK

mem_malloc: skipped @ asked 256 skip_min 18446/44@73789551615 skip_max @
|file:dbconfig.c,line:89] __zbx_mem_malloc(): out of memory (requested Z5b bytes)

docomo
business

|file:dbconfig.c,line:89] __zbx_mem_malloc(): please increase Cache5ize configuration parameter

For example: snmptrap, log monitoring

We call this “stateless monitoring”.

© NTT Com Engineering Corporation All Rights Reserved.



About automatic close PROBLEM events Dociness

Add a special tag to “Stateless monitoring”. Special Tag
\ \
severity  Value Name a angs
Average OK itemn reqist for log-key: Error log of ~varflog/httpd/error.log [ pattern:(Started|Stopped) value:{SITEM. VAL w Trigger) ype: Stateless
Average OK item reqist for log-key: Error log of /varflog/messages [ pattern:error value {3 TEM.VALUE} ]
Average OK item reqgist for log-key: Error log of Avarflog/zabbix/zabbix agent?.log [ pattern:(Starting | stopped. ) valug m
R N

Be executed if PROBLEM-event has a special tag

* Name | Automatic close PROBELEM events Mediatype  Message templates  Options
Conditions | g3pe Name * Name | Automatic close PROELEM events
E Value of tag TrggerType equals Sfateless Type | Script v
":"'j':l * Script mame | auto_close.sh
Script parameters  Parameter Action
[ALERT.MESSAGE]} Remove

Script uses Zabbix API’s “event.acknowledge” method and {EVENT.ID} macro to close the event.

© NTT Com Engineering Corporation All Rights Reserved. 21
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About the flexible maintenance settings business

Add the special tag "Message ID Number". >pecial Tag
\ )
severity  Value Name a angs
Average | OK  item regist for log-key: Error log of ivarflog/httpd/error.log [ pattern:(Started|Stopped) value:{SITEM.VAL
Average OK item regist for log-key: Error log of /varflog/messages [ pattern:error value: {5 TEM.VALUE} ]
Average OK item reqist for log-key: Ermror log of varflog/zabbix/zabbix_agent2 log [ pattern:(Starting | stopped.) value m
A N

Special tags are defined by csv data to be set using LLD macros.

Inherited and trigger tags Inherited and trigger tags

MName Value Action Name Value Action
MSGID Remove jl> MSGID
TriggerType Stateless Remove TriggerType Stateless

Add

Special tags are defined for each type of log message detected.

© NTT Com Engineering Corporation All Rights Reserved.



About the flexible maintenance settings

Perform tag-maintenance settings for special tags.

* At least one host group or host must be selected.

Host groups m Select

Hosts | type here to search select

Tags
And/Or n
MSGID Contains m 002 Remove
MSGID Contains m 007 Remove

Messages to unmonitor

Allows to perform maintenance of log monitoring on a message-type basis.

© NTT Com Engineering Corporation All Rights Reserved.



Everyone at Company-A was happy.

Employee of company A

© NTT Com Engineering Corporation All Rights Reserved.
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Troubleshooting example.

© NTT Com Engineering Corporation All Rights Reserved.

case 1

Error occurs
in automatic registration mechanism

27



docomo

The cause of this trouble is very simple business

Sent a very large amount of data.

| rootEtréed ~|# zabbix_sender -z 127.90.9.1 -5 "dummy’ -k log.discovery -0 "flle,regexp,encode,optlions,msgid
Avar/log/ me L, &rror, uth mtime nnre:end a1
fMarsS log/ ht n | == a7

S e of data a t of cs Abo t 322KB
wnr’lnq’zn-- Z p ] v _ " hped. ),utfs, 003"

Response from ' lET 0.0. l 1ﬂﬂSl pIDhEbbEd 1: failed: @; total: 1; seconds spent: O.000108"
sent: 1; skipped: @; total: 1

The problem occurred because within the program,
zabbix_sender was being executed through the shell,
which Fails with "Argument list too long" error due to ARG_MAX limit

[zabbix@Stagingserver ~]% xargs --show-limits
Your environment variables take up 2016 bytes
POSIX upper limit on argument length (this system): 2617376

Trainer
10th Anniversary
Polo Shirt

POSIX smallest allowable upper limit on argument length (all systems): 4096
Maximum length of command we could actually use: 2615360
Size of command buffer we are actually using: 131072

Arqumeﬁt list limit

© NTT Com Engineering Corporation All Rights Reserved.



There are other things to keep in mind.

Please read the Zabbix manual carefully.

Data limits for return values

There is no limit for low-level discovery rule |JSON data if it is received directly by Zabbix server. This is because the
return values are processed without being stored in a database.

There is also no limit for custom low-level discovery rules. However, if custom low-level discovery rule data is
retrieved using a user parameter, the user parameter return value limit applies.

If data has to go through Zabbix proxy, it has to store this data in the database. In such a case, database limits apply.

https://www.zabbix.com/documentation/6.0/en/manual/discovery/low level discovery/notes#data-limits-for-return-values

UserParameters -> 512KB(up to Zabbix 5.0) or 16MB(Zabbix6.0 or later)

When using Proxy -> 64KB(Using MySQL) 64KB (Bottleneck)

75 ETET=— 2

—
512KB or 16MB

© NTT Com Engineering Corporation All Rights Reserved.
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Troubleshooting example. Part 2

I was planning to enjoy my first vacation in a while.

© NTT Com Engineering Corporation All Rights Reserved.
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Troubleshooting example.

Mr. T.T.
( My team member )

© NTT Com Engineering Corporation All Rights Reserved.

Part 2

Zabbix server was down!!

33



VWhat problem occurred. business

i/k NVPS decreased by 1/10.
j/k Error message on Zabbix web interface.
ik Nodata function for hosts monitored directly from Zabbix Server is experiencing issues.

Finaly, the HistoryIndexCache became full and the Zabbix Server process was down.

Restarting the Zabbix Server and database did not resolve the issue.

© NTT Com Engineering Corporation All Rights Reserved.
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What problem occurred.

These are the processes we focused on.

(busy rate)

Configuration syncer 100%
Task manager 90%
Timer 50%
Trapper 95%
IpMp manager 95%
icmp pinger 95%
Unreachable poller 80%

We initially thought that the auto-close mechanism might be the cause.
Because process “task manager” seemed very busy. (near 100%)

Proposed to stop the mechanism of “Automatic close PROBLEM events’.

© NTT Com Engineering Corporation All Rights Reserved.
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Propose temporary measures.

We proposed to stop the “automatic close PROBLEM events” mechanism.

The problem issue ended while Company-A was discussing whether to accept the proposal.

© NTT Com Engineering Corporation All Rights Reserved.
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Case being settled

I enjoyed skiing.

ideal

© NTT Com Engineering Corporation All Rights Reserved.

reality
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Problem occurred again.

© NTT Com Engineering Corporation All Rights Reserved.

/

38



New clues

Over 1,000 maintenance settings were in effect when the trouble occurred.

After disabling all maintenance settings, Zabbix system recovered.

IR

This is a great clue.
Go home and read the
source code

© NTT Com Engineering Corporation All Rights Reserved.
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My BOSS said.

L

C =
F
&
¥

;

Please read the source code now.

The only acceptable answers

for me are ' YeS' or 'OK.’

-

My BIG BOSS

© NTT Com Engineering Corporation All Rights Reserved. 40



Decipher source code on iPhone.

© NTT Com Engineering Corporation All Rights Reserved.

_ \.»\\“\-\& ‘Q\“;\“ ;:.

L NS

Lao

114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132

41 N JULLCLLY == LUA_LS3_CApUT C_Cnun SV LUA T LAU_EAT L L TR NG g

Diff to previous History v 6.73 KB

sz_history_export_init("history—syncer“, process_num);

if (SUCCEED ==

zbx_trends_

if (SUCCEED ==

zbx_1is_export_enabled(ZBX_FLAG_EXPTYPE_TRENDS))
export_init("history-syncer', process_num);

zbx_is_export_enabled(ZBX_FLAG_ EXPTYPE_EVENTS))

zbx_problems_export_init("history-syncer!, process_num);

fora(Gsh)

{

sec = zbx_time();

if (0 != sleeptime)

zbx_setproctitle("%s #%d [%s, syncing history]", process_name, process_num, stats);

/* clear timer trigger queue to avoid processing time triggers at exit */

if (!1ZBX_IS_RUNNING())

{

zbx dc clear timer aueue():
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Found the specifications business

HistorySyncer is checking if tags match.

Tagged maintenance needs to check whether the tag matches for every PROBLEM event.
- P ... Number of events generated.

Every time an event is generated, an M*N*O check is performed.
- M ... Number of Tags attached to the event.

- N ... Number of Tags attached to the maintenance settings.

- O ... Number of active maintenance settings.

Therefore, the number of operations is the product of M * N * O * P.

* reference data ( Company-A ):
- Sometimes, PROBLEM events were occurring in large numbers.
- Each event has 2 tags.
- Each maintenance setting has 2 tags.
out, a lot of tag-value (about 50)
- Always, 500 over active maintenance settings. ( max:1500 over )
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Permanent countermeasure plan.

Merge similar strings and reduce the total number of maintenance settings.

Hosts | type here to search

Tags
ANd/Or n
MSGID Contains m 002

MSGID Contains Qo7

Reducing the number of target hosts

Hosts | type here to search

Tags
Andior n
MSGID Contains m 009

MSGID Contains 025

Host groups | RGL Y ER VTSR 4 /

Hosts

Tags

AndiOr n

© NTT Com Engineering Corporation All Rights Reserved.

MSGID Contains 002
MSGID Contains 0a7
MSGID Contains 009
MSGID Contains 025
fidd Merge
43




Things aren't going according to planned. business
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Zabbix is a very versatile and deep tool. business

Legendary trainer “BEYOIRXFIY bTFIL" trainer

ZABBIX

N9 NFEY I RF Iy hTFED

| ¢can use Zabbix a little

B mazliet varu Zabbix ‘

O Usar ym pouc© k|

The meaning of " FEWVOXFIw T F7F)L' is 'I can use Zabbix a little. '
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Do you want this T-shirt ? business

VIINFEYIRF 39 hTFI

| can use Zabbix a little

D9IN\NTFEYIRFgy hTFI

| can use Zabbix a little

Es mazliet varu Zabbix

A yyTb-uyTh MoOry Zabbix

Eu consigo usar um pouco do Zabbix

Es mazliet varu Zabbix

A 4yyTb-4yyTb Mory Zabbix

Eu consigo usar um pouco do Zabbix

’1

This T-shirt sold by a Zabbix Japan LLC

For inquiries, please contact ZabbixJapan staff.

© NTT Com Engineering Corporation All Rights Reserved. 46



A
’

L

"

5’0 ”

’
)

L
A

¢/

Iy

oo ’#j“l I;;; 4
sy /

"

g
/,

s
119117
A

LAY
\
Ay

X
{

u{‘\\\“\\%\\\ﬁ \\
|

il

\

\

=1

iy

N

(s

%

W
W
1y
.

\
\
A

\
\
\
i

()

\

i

4

335%
o

o
%

=
=
-

%

=
5
=
-
=

iiiise

zZ

1173

=
-

27
e

2
i

55

-

2%t
2222

=

ALY

\

i

=

ii%ﬁ

3
3
i

z

3
2%

=

3

i

it

=

|

%_‘
i

i

.8 60 e e
L e a"
QG e e 0
Setenlatetatand
S8 ed50e0 0

W
ARAAAALARA LR AR AR AR AR AR R AR R AN

N RN
R RS

A ss

ANAMARARRA AR R AR R AR R R R A AR A R

.sNaa\\\\\\\\\\\\\\\\\\\\\\\‘

i

A A

|

\

/

|

SN NN
\ M‘“{ggg\\\\\\\\\“aa&a:

e AN N NN
RN

AN
\\§§§‘\§




Summary

Custom LLD is a powerful and useful feature with great potential,

but it should be used with a good understanding of Zabbix's specifications.

Tag-level maintenance is a handy feature that allows
for flexible maintenance settings,

but excessive use tag-maintenance will increase the system load.

If you want to enjoy skiing, better not to bring your smartphone.
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docomo
business

Thank you for your attention.
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