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Overview

In 5.0 there is already an Audit

. ZBXNEXT-6470 improves it @
« Goal - to audit all configuration and
settings changes.
«  Who, when and what. \

« Enterprise-level requirement.

« Front-end development ongoing ....
« Server side is mostly done in 6.0

« 7.0 has improvements



Before 6.0... ZABBIX

ZABBIX <« = aUle]idlels] 2 2bbix S
o Zabbix Server

Q
2 may do a lot of
Monitoring Time User [P Resource Action ID Description Details co nﬁgu ration yet
2024-04-23 08:11:43 Admin 192.168.64.1 Host Add 10439 HOST_2 there ISNo a ny
Inventory audit of that. For
2024-04-23 Admin 192.168.64.1 Trigger Add 20118 BADGER_2 9
wrinld example, if host
Reports T .
. is created on
_ ) 2024-04-23 Admin 192.168.64.1 Template Add 10438 X .
System information 08:10:03 server - nothi ng
Availability report 2024-04-23 Admin 192.168.64.1 User Add 3 USER2 is recorded.
Triggers top 100 08:09:44 .
Audit 2024-04-23 Admin 192.168.64.1 Script Execute 2 script.execute_on: => 2 y Ad d I ng Of
08:09:12 script.hostid: => 10084 tem P late on a
Action log script.command: => /usr e :
script.output: => tracerol hOSt I.S d Ud Ited’
Notifications ms but no info of
Configuration - [EPAPZEVEX] Admin 192.168.64.1 User Login 0 Iitems, triggers,
07:36:24 tags etc. Is

Administration v present.




Autoregistration and Network Discovery ZABBIX

y4:\:1:1). GEESENEN Autoregistration actions v

@} ) X
New action Operation details
55 Dashboards _ _ .
Action  Operations Operation | Send message W
el s Send
14 Monitoring Ofsiaticng : e e must be selected.
Details Add host
Services Add Send to user groups | poove oot ‘ Select ‘
* At least one operation musi Send to users | Add to host group ‘ Select ‘
Inventory

Remove from host group

- Send only to Link templat ﬂ
0 Reports ink template
‘ Custom message = Unlink template
+ | Data collection - o Add host tags |
SRS Add Cancel
~ Remove host tags
\ Alerts ' — = p—
= E Enable host r
Actions > Disable host

Media types Set host inventory mode

Scripts

= Users




LLD ZABBIX

y4\=1=1). GRSl Discovery rules
All hosts / Zabbix server AGENT 2  Enabled m ltems 5 Triggers 3 Graphs Discoveryrules 1  Web scenarios
Dashboards Host Name a ltems Triggers Graphs Hosts
Zabbix server AGENT 2 DiscoveryRule1 Item prototypes Trigger prototypes Graph prototypes Host prototypes

Monitoring

Services
0 selected

Inventory

Reports

Data collection

Template groups




Hosts
Y
. Dashboards
J Monitoring
Problems
Hosts
Latest data
Maps
Discovery
Services
Inventory
Name a
Reports
Zabbix serv
(v]l Data collection - Zabbix serv

VIEW
Dashboards
Problems
Latest data
Graphs
Web

Inventory

CONFIGURATION
Host

ltems

Triggers

Graphs

Discovery

Web

SCRIPTS
Detect operating system
Ping

Traceroute

Script execution (non-configuration)

Warning

Average

nterface
127.0.0.1:10050

127.0.0.1:10050

Select

High

Disaster

Availability

E23
£33

ZABBIX



Tasks reload (non-configuration) ZABBIX
reloading passive proxy config data (ZBXNEXT-1580), added in 6.2

ZABBIX « 5 RS

Proxy

55 Dashboards
0 Request created successfully
%] Monitoring

Proxy Encryption  Timeouts

5o Services Name a Mode
* Proxy name | ALPHA2
(7] Inventory ALPHA2 Passive -
Proxy mode \ Active
1] Reports
" Interface  Address POt
= . 0 selected [
Data collection - ‘ 127.0.0.1 ‘ ‘ 1oes1
f y'._ Alerts : Description 1

©)  Users

{5} Administration

4

General

Audit log [ Refresh configuration l [ Clone ] l Delete ] [ Cancel ]




Other non-configuration... ZABBIX

HA node status changes (ZBXNEXT-6923), added in 6.0
History push APl request, sending data to Zabbix server via APl (ZBXNEXT-8541), added in 7.0

ZABBIX « o [EYGIANE
Zoom out @© Last3hours || Y Filter
Dashboards Time User P Resource ID Action Recordset ID Details
= 2024-04-23 04:14:18 PM Admin 192.168.64.1 Proxy 1 Configuration refresh clveeqtjp0000nsiyymOmwadk Description: ALPHA2
Y Monitoring
2024-04-23 04:14:08 PM Admin 192.168.64.1 Script 10633 Execute clveeqlhi00013diykw15gcrn Description: Zabbix server AGENT 2 Details

~~ Services

script.command: /usr/bin/traceroute 127.0.0.1

S script.execute_on: 2
"] Inventory

2024-04-23 04:13:52 PM System High availability node 0 Update clveeq9tc000210iy3fphribv hanode.status: 1 => 3

1] Reports )
Displaying 3 of 3 found

System information

Scheduled reports

Availability report

Top 100 triggers

Audit log

Action log

Notifications




New Audit Scope Summary ZABBIX

TN

Server =[~~=| Front-end
=] =[O sz
1;;0 R i —

Conf changes /
2

‘b Non-conf changes

Server creates a lot of configuration changes,

most of it is from:

 linking templates during
Autoregistration and Network Discovery

Autoregistration and
* LLD
Nework Discovery




New Audit Server Scope Summary ZABBIX

Most Zabbix server audit logic is in:

a) Linking of templates (as a result of Autoregistration or Network Discovery) with updates to:
* Hosts

« Items

« Triggers

« Graphs

« Discovery Rules (and prototypes of everything above)

« Web Scenarios

2) LLD, with the following entities created from prototypes:
* Hosts

* Items

« Triggers

« Graphs



New Audit Goals ZABBIX

« Simple to manage and fast.
« All Audit is stored in single table (Simpler and faster SQL queries).
« Bulk SQL inserts and efficient ids generation.

« Audit of particular entity stays longer than this entity. If entity - (host or user) is deleted - audit for it
stays. Audit has independent housekeeping schedule.

« Can be disabled.



IDs for New Audit ZABBIX
|ds table:

zabbix=> select * from 1ids;

table_name

actions
operations
optemplate
module
profiles
housekeeper

hosts

interface
hosts_groups
hgset
hosts_templates
i1tems

triggers
functions

field_name

actionid
operationid
optemplateid
moduleid
profileid
housekeeperid
hostid
interfaceid
hostgroupid
hgsetid
hosttemplateid
itemid
triggerid
functionid

New audit could use ids table, but..



IDs for new Audit ZABBIX

CUID

=7

Collision resistant id for horizontal scaling
clvc7m4ik0009e9iy2tddpmija

C - lve7mdik - 0009 - e9ly - 2t4dpmja

S /N T

timestamp - counter - client fingerprint - random string



Dashboards

Monitoring

Services

Inventory

Reports

System information
Scheduled reports
Availability report
Top 100 triggers

Audit log

New 'System’ User

Audit log

Time

2024-04-23
05:21:19 AM

2024-04-23
05:21:17 AM

2024-04-23
05:20:14 AM

2024-04-23
05:20:13 AM

2024-04-23
05:20:13 AM

User IP

Admin  192.168.64.1

Admin  192.168.64.1

System

System

System

Resource

User

User

High
availability
node

Graph

Graph

ID

2766

2765

Action

Login

Logout

Update

Add

Add

Recordset ID

clvbrf2tm0000y5iyp1jacyvy

clvbrf1h80000y3iybgmze1kk

clvbrdoi70006q9iyy3ygOmrh

clvbrdnt3000egmiydmtvr454

clvbrdnt3000egmiydmtvr454

Details

hanode.status: 3 => 1

Description: vda: Disk t

graph: Added
graph.flags: 4

Description: vda: Disk r

graph: Added
graph.flags: 4

ZABBIX



Ul Recordset ID ZABBIX

ZABBIX <« o EaAUle]id{ele

Q
Dashboards Time User IP Resource ID Action Recordset ID Details
2024-04-23 Admin  192.168.64.1 User 1 Login  clvbrf2tm0000y5iyp1jacyvy
Monitoring 05:21:19 AM
Services 2024-04-23 Admin  192.168.64.1 User 1 Logout clvbrf1h80000y3iybgmze1kk
05:21:17 AM
Inventory 2024-04-23  System High 0 Update clvbrdoi70006q9iyy3ygOmrh hanode.status: 3 => 1
05:20:14 AM availability
Reports node
: . 2024-04-23  System Graph 2766 Add clvbrdnt3000egmiydmtvr454 |Description: vda: Disk t
System information
05:20:13 AM
Scheduled reports raph: Added
raph.flags: 4
Availability report
2024-04-23  System Graph 2765 Add clvbrdnt3000egmiydmtvr454 |Description: vda: Disk r
Top 100 triggers 05:20:13 AM

graph: Added
graph.flags: 4

Audit log




Recordset ID ZABBIX

From the spec:

“To have the ability to recognize that some set of audit log records was created during the processing of
separate operation, a new column "Recordset ID" for audit log records will be provided. Each audit log record
of separate operation will have the same recordset ID. The recordset ID will be generated using CUID

algorithm.”

« Script execution has one single recordset ID.
« During the linking - all newly created audit entries are saved with the same recordset ID.



Ul, Audit Details

Audit log

2024-04-23
05:21:19 AM

2024-04-23
05:21:17 AM

2024-04-23
05:20:14 AM

2024-04-23
05:20:13 AM

Details

item.description: The rate of total write time counter; used in ‘'w_await™ calculation.
Admin  192.1¢ item.flags: 4

item.history: 7d

item.hostid: 10628

item.itemid: 47157

Admin  192.1¢ item.key: vfs.dev.write.time.rate[vda]
item.master_itemid: 47151
item.name: vda: Disk write time (rate)
System item.preprocessing[99438]: Added
tarm nranranaccinal00A2Q1 narama: CI71
System Graph 2766 Add clvbrdnt3000egmiydmtvrd54 Description: vda: Disk utilization and queue

graph: Added
graph.flags: 4

ZABBIX

%
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Technical Implementation

Server audit has independent implementation from front-end,
but they produce the same entries for same operations.

D | A

2o | @
—L

Frontend
Configuration
changes

ZABBIX
—_— —_—
e v L
=

Database
Auditlog table

ZABBIX

—— 00

—_—= 00
—= 0 @I
Server
Configuration

changes

ZABBIX



Technical Implementation ZABBIX

Database changes

Old auditlog and auditlog_details tables are removed during upgrade patch to 6.0.

AN

New auditlog table is created.



TABLE |auditlog|auditid|@

FIELD
FIELD

FIELD

FIELD
FIELD
FIELD
FIELD
FIELD

FIELD
INDEX

INDEX
INDEX

|auditid
|userid

| clock

|action

| resourcetype
|note

|ip

| resourceid

| resourcename

TABLE |auditlog|auditid|@

FIELD
FIELD
FIELD
FIELD
FIELD
FIELD
FIELD

FIELD
FIELD
FIELD
FIELD
FIELD
INDEX
INDEX
INDEX

|auditid
|userid
|username
|clock

|ip

|action

| resourcetype

| resourceid

| resource_cuid
| resourcename
| recordsetid
|details

|t_id
|t_id

[t_time

|t_integer
|t_integer

|t_varchar(128)

|t_varchar(39)
|t_id

|t_varchar(255)

|userid, clock
| clock

| resourcetype, resourceid

|t_cuid

|t_id
|t_varchar(100)
|t_time
|t_varchar(39)
|t_integer
|t_integer

|t_id

|t_cuid
|t_varchar(255)
|t_cuid

| t_longtext
|userid, clock
|clock

| resourcetype, resourceid

INOT NULL
[NOT NULL

[NOT NULL

INOT NULL
INOT NULL
INOT NULL
INOT NULL
INULL

[NOT NULL

INOT NULL
INULL

INOT NULL
INOT NULL
INOT NULL
INOT NULL
[NOT NULL

[NULL
INULL
INOT NULL
INOT NULL
[NOT NULL

Schema update

auditid is now CUID

userid can be NULL (no more
foreign reference on users
table)

username is added
resource_cuid is
added(alternative to resource,
only for HA)

recordsetid is added

note and other

auditlog_details table data
now is in details (JSON)

ZABBIX



TABLE |auditlog|auditid|@

FIELD
FIELD

FIELD

FIELD
FIELD
FIELD
FIELD
FIELD

FIELD
INDEX

INDEX
INDEX

|auditid
|userid

| clock

|action

| resourcetype
|[note

|ip

| resourceid

| resourcename

TABLE |auditlog|auditid|@

FIELD
FIELD
FIELD
FIELD
FIELD
FIELD
FIELD

FIELD
FIELD
FIELD
FIELD
FIELD
INDEX
INDEX
INDEX

|auditid
|userid
|username
|clock

|ip

|action

| resourcetype

| resourceid

| resource_cuid
| resourcename
| recordsetid
|details

|t_id |
|t_id |
|[t_time |'0e"
|t_integer '
|t_integer i

|t_varchar(39)

|
|t_varchar(128) |
|
|t_id |

|t_varchar(255) |''

|userid, clock
| clock

| resourcetype, resourceid

|t_cuid |
|t_id |
|t_varchar(100) |
[t_time |
|t_varchar(39) |
|t_integer |
|t_integer |

|t_id |
|t_cuid |
|t_varchar(255) |''
|t_cuid |

| t_longtext |
|userid, clock
|clock

| resourcetype, resourceid

INOT NULL
[NOT NULL

[NOT NULL

INOT NULL
INOT NULL
INOT NULL
INOT NULL
INULL

[NOT NULL

INOT NULL
INULL

INOT NULL
INOT NULL
INOT NULL
INOT NULL
INOT NULL

INULL
INULL
INOT NULL
INOT NULL
INOT NULL

Technical
Implementation

ZABBIX

Why there is no index on

RecordSet ID ?



Bulk SQL

insert into triggers (...) values
(trigger1, trigger2, etc...)

e;@

— M f( insert into trigger_depends (...)
' — values (trigger1_depends,
R e -
a L= trigger2_depends, etc...)
W Template 1 /\Cﬁ/ Q /
p— & / insert into trigger_tags (...)
: [ values (trigger_tag1,
Ir;,l(,-,7 trigger_tag_2, etc...)
§ A Q
Host — = 7Y
Template 2 /}ﬁ/ Q
X
T N\
\
: - N\
insert into hosts_templates mslert mto JEEIS o)
(...) values (template 1, values (item1, insert into auditlog (...) values
template 2, etc...) WEZ, S (item 1 data, item2 data, trigger
data, trigger2 data) etc.




Performance impact

LINKING with audit
MASTER
1 000 triggers 00:00:0.19900000000052387
5 000 triggers (TR 909999999959837
10 000 triggers 00:00:1,743000000002212
20 000 triggers 00:00:3.754000000000815
40 000 triggers 00:00:7.335999999995693
68 000 triggers 00:00:12.494000000006054
LINKING without audit
MASTER
1 000 tnggers 00:00:0.2139999995999418
5 000 triggers 00:00:0.908000000003085
10 000 triggers 00:00:1.7699999999967986
20 000 tnggers 00:00:3.518000000003667
40 000 nggers 00:00:7.495999999999185
68 000 triggers 00:00:11.953999999997905

~4-5%

ZABBIX
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Data storage impact ZABBIX

Impact on data storage requirements... (if forgotten about)

table_name | pg_size_pretty | pg_relation_size

= 7

auditlog | 635 GB | 681780338688

item_discovery | 26 GB | 28250169344




TimescaleDB

« Audit looks like a time-series data.
« Auditlog table has clocks column.

» Audit records are saved once and then only

are read, never modified (and deleted).

« Canitbe turneditinto a hypertable ?

« Automated partitioning by time.

« + compression (Community edition license).

ZABBIX



TimescaleDB ZABBIX

table, dimension

\ A

SELECT create_hypertable('history’, 'clock’, chunk_time_interval => 86400, migrate_data => true);
SELECT create_hypertable('history_uint', 'clock’, chunk_time_interval => 86400, migrate_data => true);
SELECT create_hypertable('history_log', 'clock’, chunk_time_interval => 86400, migrate_data => true);

SELECT create_hypertable('history_str', 'clock’, chunk_time_interval => 86400, migrate_data => true);

(
&
&
SELECT create_hypertable('history_text', 'clock’, chunk_time_interval => 86400, migrate_data => true);
&
SELECT create_hypertable('trends’, 'clock’, chunk_time_interval => 2592000, migrate_data => true);

&

SELECT create_hypertable('trends_uint', 'clock’, chunk_time_interval => 2592000, migrate_data => true);
So, why not just add:

SELECT create_hypertable(‘auditlog', 'clock’, chunk_time_interval => 86400, migrate_data => true) ?



TimescaleDB ZABBIX

ERROR: cannot create a unique index without the column "clock" (used in partitioning ..

History uint indexes:
"history_uint_pkey" PRIMARY KEY, btree (itemid, clock, ns)

Auditlog Indexes:

"auditlog_pkey" PRIMARY KEY, btree (auditid)
"auditlog_1" btree (userid, clock)
"auditlog_2" btree (clock)

"auditlog_3" btree (resourcetype, resourceid)

Primary key has no clock...



TimescaleDB ZABBIX

Every unique index needs to contain clock dimension against which we partition by.
In Auditlog Primary key has no clock, but it not a regular ID...

It is CUID:

clvb1wfub00027viyemphm75s

Timestamp

So, we can extract it and use for partitioning by time.



TimescaleDB ZABBIX

DROP FUNCTION IF EXISTS cuid_timestamp(cuid varchar(25));
CREATE OR REPLACE FUNCTION cuid_timestamp(cuid varchar(25)) RETURNS
integer AS $$
BEGIN
RETURN CAST(base36_decode(substring(cuid FROM 2 FOR 8))/1000 AS
integer);
END;
$$ LANGUAGE 'plpgsql' IMMUTABLE;

PERFORM create_hypertable(‘auditlog', 'auditid’, chunk_time_interval => 604800,
time_partitioning_func => 'cuid_timestamp', migrate_data => true, if_not_exists
=> true);

ZBXNEXT-8520, added in 7.0
May take some time migrate existing data..



Administration

ZABBIX « o ENGhalee
Q

Enable audit logging Vv

00

0o Dashboards Log system actions @ v

Monitoring Enable internal housekeeping v

* Data storage period ' 31d

()
~  Services

000

Update [ Reset defaults

Inventory



Administration ZABBIX
Enable audit logging

A el Audit log
Q

Enable audit logging Vv

Dashboards Log system actions 6 v

Monitoring Enable internal housekeeping v

Services * Data storage period | 31d

Update ‘ Reset defaults

Inventory

Disables ALL audit - including front-end.



Administration ZABBIX
Log system actions (7.0)

A ARl Audit log

Enable audit logging v

Dashboards Log system actions @ v

Monitoring Enable internal housekeeping v

* Data storage period | 31d

Update ‘ Reset defaults

Services

Inventory

Disables audit done by Zabbix server during Autoregistration, Network Discovery and LLD.



Administration ZABBIX
Audit has its own Housekeeping Schedule

ZABBIX <« % EaAUsljalele

Enable audit logging Vv

Dashboards Log system actions @ v

Monitoring Enable internal housekeeping v

* Data storage period @ 31d

Update ‘ Reset defaults

Services

Inventory

If user, host, trigger, graph is deleted (including housekeeper) - all audit related to it stays.



ZABBIX
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