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e Zabbix support

e Zabbix training pack

Zabbix 7

IT Infrastructure Monitoring

e Zabbix consultancy Cookbook

Zabbix 6
IT Infrastructure Monitoring

Explore the new features of Zabbix 7 for designing, building, and

maintaining your Zabbix setu p
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e And more... abbS
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Components

s,
\-Zabbix proxy java
\-Zabbix Java gateway ‘
-Zabbix web service &
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Zabbix web service
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Backups overview

\-Zabbix core components
W-Server
+Database
+Frontend

+\Additional components
“WProxy
“\-Java gateway
“Web service

Zabbix backups

Config files and scripts

Full/config database backups
Config files and certificates

+Config files, no database

AConfig Files
AConfig Files

G
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Database

“-xtrabackup/mariadbbackup (full physical backup)

“-xtrabackup/mariadbbackup (full physical backup) TABLE

“-xtrabackup/mariadbbackup (incremental physical backup)

“mysqgldump (logical backup) JEIT;
“-binary logging history_uint
“*Replication history_text
history_str
The mysgldump is the most popular MySQL backup method. history_log
“\-safe, but slow (e.g. 100GB/1 hour) mds
“»may cause performance degradation _
trends_uint
Xtra/mariadb backup has more recovery options and better performance. events

28 May 2024 Zabbix backups @ Opensource ICT Solutions
V ¥



Database full backup
MySQL (MariaDB/Percona)

Making the backup:

Restoring the backup:

Or use mysqglimport
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Database full backup
PostgreSQL

Making the backup:

Restoring the backup:
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Database config backup

mysgldump ' + database + \
--ignore-table='+ database +'.events \

: i b TABLE
--ignore-table="'+ database +'.history \
--ignore-table="+ database +'.history log \ history
--ignore-table="'+ database +'.history_str\
--ignore-table="'+ database +'.history_text \
--ignore-table="'+ database +'.history_uint \

--ignore-table="+ database +'.trends \ history_str
--ignore-table="'+ database +'.trends_uint \

history_uint

history_text

i ' | history_log
--ignore-table='+ database +'.event_recovery \
--ignore-table='+ database +'.etc.etc.etc.etc \ trends
""" trends_uint
-u' + username + '\
events

-p' + password +'
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Database cloud storage

So in the cloud, where to store the backup file?

“\ Extra disk on the MySQL database?
“» S3 buckets:

full-backups/ Copy S3 URI

Objects Properties

Objects (5) info Actions ¥ ‘

Objects are the fundamental entities stored in Amazon $3. You can use Amazon S3 inventory [4] to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [/}

Create folder [ Upload

Q  Find objects by prefix ’ 1 &
O Name ' Type v | Last modified v Size v Storage class v
D zabbix-db_full-backup-2024- April 26, 2024, 00:00:06
O lz4 64.0 GB Standard
04-26-00:00.5ql.1z4 (UTC+02:00)
[ zabbix-db_full-backup-2024- May 3, 2024, 00:00:05
O lz4 64.9 GB Standard
05-03-00:00.sql.1z4 (UTC+02:00)
[ zabbix-db_full-backup-2024- May 10, 2024, 00:00:04
O lz4 64.8 GB Standard
05-10-00:00.5ql.1z4 (UTC+02:00)
D zabbix-db_full-backup-2024- May 17, 2024, 00:00:06
O lz4 65.2 GB Standard
05-17-00:00.sql.1z4 (UTC+02:00)
[ zabbix-db_full-backup-2024- May 24, 2024, 00:00:07
O lz4 31.8GB Standard
05-24-00:00.sql.1z4 (UTC+02:00)
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Database cloud storage
S3 bucket pricing:

e Standard Storage:

e First 50 TB/month: $0.023 per GB

e Next 450 TB/month: $0.022 per GB

e Over 500 TB/month: $0.021 per GB

28 May 2024

Zabbix backups

EC 2 storage

e General Purpose SSD (gp3):

e $0.08 per GB-month

* Provisioned IOPS SSD (io2):

e $0.125 per GB-month

e $0.065 per provisioned IOPS-

G

month

Opensource ICT Solutions

V ¥



Database cloud storage

mysqldump zabbix | /usr/local/bin/aws s3 cp - s3://customer-zbx-backup/full-backups/zabbix-db_full.sql
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Database backup compression

mysqldump zabbix | 1z4 > zabbix-db_full.sql.|z4

28 May 2024 Zabbix backups @ Opensource ICT Solutions
V ¥



Server/Frontend: Files

Server: Frontend:
- [etc/zabbix/* - /etc/nginx/*
“MAll Zabbix configuration files
- /etc/httpd/*
W Jusr/lib/zabbix/*
“\-Best-practice location for Zabbix custom scripts “\-/etc/apache2/*
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Extra component: Files

Possibly on a different device:

- [etc/zabbix/*
“MProxy, Java gateway and Web service config file location

W [usr/lib/zabbix/*
“\-Best-practice location for Zabbix proxy custom scripts
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Configuration exports

Database backups are slow to make, but also slow to import back. Frontend backup imports are nearly instant!

WTemplates

W | Mame a Hosis

v'| Linux by £abbix agent active Hosts

M Hosts

1 selected | Export - | Mass update | | Delete | | Delete and clear | JWMEdla typeS

YAML

XML MMaps

JSON

“1mages (through maps)
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Configuration exports

Import

* Import file | Choose file | zbx_export_templates (12).yaml

Rules Update existing Create new Delete missing

Template groups o W

Host groups o o

Templates W W

Value mappings o W

Template dashboards o W

Template linkage W

Ilterns W

Discovery rules W

Triggers W

Graphs

Web scenarios

28 May 2024 Zabbix backups Opensource ICT Solutions

V ¥



Configuration exports

Templates
acros TiFVIEISLTSLPOTIPE NV L_l"L‘\lL.JJL.';- F
¥ Updated value: “\s$
description: 'This macro is used in filesystems discovery. Can be overridden on the host or linked template lewvel'
¥ Templates _
. macro: '{SVF5.FS.INODE.PFREE.MIN.CRIT}'
Linux by Zabbix agent active s '
value: '10°
¥ ltems -
macro: '{$VFS.FS.INCDE.PFREE.MIN.WARN}'
Active agent availabilit value: '20°
macro: '{$VF5.FS.PUSED.MAX.CRIT}"
value: '80°
macro: '{SVF5.FS.PUSED.MAX.WAEN}"
value: 'BO°
items:

- name: 'Active agent availabilit'®
+ name: 'Active agent availability'
type: INTERNAL
key: 'zabbix[hest,active agent,available]’
history: 7d
description: "Awailability of active checks on the host. The value of this item corresponds to availability icons in
valuemap:
name: zabbix.host.active agent.available

tags:

tag: component
value: health

tag: compeonent
value: network
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Configuration exports: API

Possible on everything like in the frontend:

“MHosts
“WTemplates
“MMedia types
“MMaps
“Mimages

And more...

“MHost groups
“-Template groups (6.2)
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Configuration exports: API

Request body:

IR ]

2 "Jsonxrpct: o "2.86°,

3 ‘method”: "configuration.export”,
4 "params": §

5 ‘'options": {

& '‘hosts™: [

7 “18l161"

B ]

9 |

16 ‘Tormat”: “wyaml®

11 [

12 “auth”: "038eld¥bl73bchHhabd3beePeacdBEBTIe”,
13 o 1 e |

14 }
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Configuration exports: API

Response body:

1 A

2 "jsonrpc®: "2.8",

3 "result”: "zabbix_export:\n wversion: "6.2°'\n date: "2022-09-19T14:47:457Z''n  host_groups:in
=4 uuld: e@dc6el2216abdf749171did0daa38ebE\n name: Servers/05/Windowsin hosts:\n
=N host: "BUF mssqgl@l’\nm name: "BUF mssqlel'\n proxy:\n name :
customerl-proxy=1%n groups:\n =\n name: Servers/05/Windowsh\n
inventory_mode: DISABLEDYN",

il "id": 1

5 [
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What else?

“Snapshots
“MUse external network locations

“»Not a backup but.... Think about High-availability
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Questions?

?

222222222



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24

