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Details of web scenario: Frontend check E

Step Speed Response time Response code Status
First page 31.18 KBps 64.81ms 200 oK
— | i ﬁ /_. Login 44.64 KBps 258.36ms 200 OK
—— \\ — Log in Check 74.16 KBps 155.53ms 200 OK
‘ c \ 2 @ W e b m Log out 19.03 KBps 106.17ms 200 OK
J b Log out check 42.13 KBps 47.96ms 200 OK
TOTAL 632.82ms OK
. - ~ W Zoom out © Last 30 minutes
. Z a b b I X @ We b E_ E’ t \I \ Z— From  now-30m Last 2 days Yesterday Today Last 5 minutes
J:EEL To [now Last 7 days Day before yesterday ~ Today so far Last 15 minutes
Last30days  This day last week This week
/__ Apply Last 3 months  Previous week This week so far Last 1 hour
Y We b E — Last 6 months  Previous month This month Last 3 hours
m Last 1 year Previous year Th!s month so far  Last 6 hours
Last 2 years This year Last 12 hours

\/ 1 N~ n IZJ:EEE d) Z '7_; \\/ 7%?? This yearsofar  Last1 day

Frontend check: Speed

IFUARRT Y TH S EHRIE 8

» Ay O—RKEE -
» DB

last min avg max

First page"” of scenario "Frontend check” (avg) 3L18KBps 27.11KBps 3185KBps 42.09 KBps

Vay A\Y “Log in" of scenario "Frontend check” [avg] 44.64KBps 3691KBps 4504 KBps 49.28 KBps

] » N “Log in Check" of scenario "Frontend check”.  [avg] 74.16KBps 6154KBps 73.79KBps  82.09 KBps
] LJ\ = “Log out" of scenario "Frontend check” [avg] 19.03KBps  161KBps 17.88KBps 19.17KBps

Log out check” of scenario "Frontend check”. [avg] 42.13KBps 22.84KBps  306KBps  42.9KBps

e HTTPZ—Y x>V N/ AV U T : S
vHTTP(s) CUJIZXANTOAYT VY ZHE . m—————————
« ZabbixT—3' >k [web.page. xxXXXX] i o o e

[ Response time for step "Log in" of scenario "Frontend check" [avg] 25836ms 234.07ms  257.6ms  31242ms

01:29PM

1:33 P
oL:4PM
1:35PM

oL:42PM

oL:43PM

B Response time for step "Log in Check” of scenario "Frontend check”.  [avg] 15553ms  140.52ms 156.88ms  187.44ms
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There are several components required:

B

Zabbix serverh proxy 7.0 E
Selenium WebDriver

Web7' 5 o

» Zabbix server or proxy 7.0
» Selenium WebDriver

» Web browser

YR—kTS50Y

Google Chrome
i ZZ ] Microsoft Edge
=== {§'} Mozilla Firefox
Safari
Zabbix server Selenium

WebDriver

Zabbix Meetup online, August 2024: Synthetic browser monitoring in Zabbix 7.0
https://www.youtube.com/watch?v=7SSwdA_4kiY
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Web Browser: Performance Navigation Timing

)<|d

\\

08000ms

06000ms

04000ms

02000ms

Oms - - . - — - . - - S P

=18 = F1g =R
[l Website www.zabbix.com/jp/training#trainers Navigation DNS lookup time [F19) 0 0 0.0012ms 0.009ms
B Website www.zabbix.com, raining#trainers Navigation TCP handshake time [F19) 0.016ms 0.012ms 0.02ms  0.033ms
Il Website www.zabbix.com/jp/training#trainers Navigation TLS negotiation time [F19] 0.017ms 0.012ms 0.018ms  0.029ms
@ Website www.zabbix.com raining#trainers Navigation domContentLoaded time [F19] 0.021ms 0.014ms 0.034ms  0.098ms
I website www.zabbix.com raining#trainers Navigation resource fetch time [F14)] 0.27ms 0.27ms 0.37ms 0.64ms

I Website www.zabbix.com/jp/training#trainers Navigation service worker processingtime  [7—42%L]
@ Website www.zabbix.com, raining#trainers Navigation lequesttlme 13 0.22ms 0.22ms 0.33ms 0.6ms
[l Website www.zabbix.com/jp/training#trainers Navigation response time [F19] 0.032ms  0.0091ms 0.018ms  0.032ms
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Screenshots : Z=L79k

vy R—R ’ Load time Navigation size
= ; 3.3000ms 14s 40 KB
BT 5 8
=% 3.2000ms 1.2s
s 32KB
—_— 3.1000ms 1.0s
B 2024/11/11 13:18:03
11/ :18:
B¥F—4 3.0000ms 0.8s 24K8
Iv7 3 2.9000ms 0.6s 16K8
_ 2024/11/11 13:16:03
FA2HINY 2.8000ms 0.4s
8KB
3 2.7000ms 0.2s
2024/11/11 13:14:05
2.6000ms 0B
11-11 13:06 11-11 13:09 11-1113:13 11-11 13:16 11-11 13:05 11-11 13:08 11-11 13:10 11-1113:13 11-11 13:16
L == \Web Browser: Website git.zabbix.com/projects... Web Browser: Website git.zabbix.com/projects... == \Web Browser: Website git.za... Web Browser: Website git.za... == Web Browser: Website git.za...
2024/11/11 13:12:03
Navigation timing Resource timing
d 1.0000ms 5.000ms
2024/11/11 13:10:05
0.8000ms 4.000ms
2024/11/11 13:08:03
0.6000ms 3.000ms
1 0.4000 2.000
2024/11/11 13:06:04 e me
0.2000ms 1.000ms
Oms Oms
11-11 13:05 11-11 13:09 11-1113:12 11-1113:15 11-11 13:18 11-11 13:05 11-11 13:08 1111 13:11 11-1113:14 1111 13:17
Web Browser: Web... Web Browser: Web... = Web Browser: Web... == Web Browser: Web = Web Browser: Web... Web Browser: Web... = Web Browser: Web... == Web Browser: Web

ZABBIX 24
CONFERENCE

JAPAN

#ZabConf)p2024




BT BRT')—
A R

—\\

v ALK
1920 x 1080 px

v B K
8000 x 8000 px
« XA
vIo4ITwvhk
"1 LDERXRKNY
c AV
v SeleniumIRE ICHRF
XEZIKEEI x 2/ I\\EE’\

#ZabConf)p2024

v N BE

—a—-2L 2 707 FFaxrh BRVAbE TL2Z -2 B3
ZABBIX R UYa-s3LRWAFH H—EREHA—p  RL—Z1F  A—hF—  D32F4  ZABBIXHIOUT

)<l|.|

ZabbixaAXK pL—=2
7 D 7 7 A/HILA;E%Q*%

1z > 128 H TZabbixDIF(TT T OMEE ZIERUO- 12 1odIC. ZEREEFEY
HBRPHUYTH Zabbix AR L —=2oF 0SS LEBARLF L.

FL—Z P SEREICT o — FORGRERICE B L. 2END9%DFT
ICTHWRW W OBy HEATAWTSY £7. #s. ZHENERICE
BLTHYET

A7 ar sBED SHEDE FAQ

Nle== 7 XUk

ANHRE

by T hL—F—DiEEDL & .
ZabbixA VR & —4 3T
Zabbix ARBE R+ IIST 52

YHTEET.

S )ﬂ*% e TR
N H

BT SERez (Pl==

FBEMAL R R &KL, B0
—AT—REMRRTBH_EL T, FHL
WRFIVEFIZDITHZ A TEF
7.

B fL—Z > Dl

KERULEI NI FL v
Zabbixs®E b L —=> (3 Zabbix

DI NTAEBFT B1Nm b FH
. BRAMBROSVAETT.

oy BEMOR L

ZABBIX 24
CONFERENCE

JAPAN



720974 T LDEAEMH

ZABBIX 24
#ZabConf)p2024 13 CONFERENCE




720 74T LAERZITOAD7OLA
 browser poller¢Selenium~\R—U > 2o ) - T X K

There are several components required: —
» Zabbix server or proxy 7.0
» Selenium WebDriver

» Web browser

2
B
!

Selenium
WebDriver

Zabbix Meetup online, August 2024: Synthetic browser monitoring in Zabbix 7.0
https://www.youtube.com/watch?v=7SSwdA_4kiY

Zabbix server
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browser poller

« 7o 9HY 74 F ADJavaScriptd— R 5Web 7 S U %#18%E
U URLICIEHRE

» JavascriptL > ¥ > (&DuktapeZ {#
SR cEMICOV/INT hTXEUFERAZEDAR W avaScriptTY 2 Y
v Node.jsZ. U —/\—H 1 KdDJavaScript ER T Brequite (2 70N

In zbx_es_execute() param:{"browser":"chrome","domain":"git.zabbix.com ..

opened webdriver session with sessionid:9ffe3b56c59f1da992571a7b6leab668
webdriver_release()

webdriver_destroy()
closed webdriver session 9ffe3b56c59f1da992571a7b61eab668
zbx_es_execute() output:'{"duration":3.0035617351531982, "performance_data ..

End of zbx_es_execute():SUCCEED allocated memory: 120477 max allocated or requested memory: 383043 max
allowed memory: 536870912

zabbix_server.log® browser poller 7Ot X% 7 /Ny ¥ E— KRB LER
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Zabbix server
T729% 74574
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« Web7 20t DiESE
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v 71T LEE
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e 8.0
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Zabbix server Selenigm
WebDriver
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Selenium™—/\—HZE

« Docker CiE2E)
vSelenium2AR IV T+ % {FEH
VIERITAAXATYYAXE I Ty 10D 6H2CBZIEE

docker run --name browser ¥

-p 4444:4444 ¥

-p 7900:7900 ¥

--shm-size="2g" ¥

-d selenium/standalone-chrome:latest

https://hub.docker.com/r/selenium/standalone-chrome

VT FEFRETRY Y R P O— Y TR

https://www.selenium.dev/documentation/qgrid/getting started/#standalone

« SO)FEE (CHEEI T= D DockerZ {EFE
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https://www.selenium.dev/documentation/grid/getting_started/
https://hub.docker.com/r/selenium/standalone-chrome

Zabbix—/\—FHX
« zabbix_server.conf

18

WebDriverURL Selenium WebDriverty—/\ 127.0.0.1:4444
StartBrowserPollers 72 UHEHERPoller 7O X F7AIIK:1

WebDriverURL=127.0.0.1:4444
StartBrowserPollers=1

« Zabbix—/\—D U —E X IBEEHNNE

# systemctl restart zabbix-server

ZABBIX 24
CONFERENCE

JAPAN

#ZabConf)p2024




Zabbixt—/\—

« IV TIIET A T LAERE

* %F0 | Zabbix website Iﬂ/a: brows new Browser (Browser.chromeOpt
147 TS9H v
try |{
* ¥— | website.get.data : " ¢/
browser.navigate ("https://ww
F=98 | FE2 8 v browser.collectPerfEntries():;

NSA=5 23

~
L
7/

JavaScript

finally {

HllBR
- return JSON.stringify(brows
}
*APYF7k |var browser = new Browser (Browser.chromeOptions());.. Z
» > R53 =
" BRI | 3m 3 & 65
ERERONZRITAZX 547 -3 s =
pisngmE Wik HlER
|
. )N
B I https://example.com ZZ&E
*EARY | Do notstore 31d
RARA YRV RU 74 —ILROBABRE | AL- v
L]

B/ v
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Zabbixt—/\—HX=

« IV T)VIRT A TLERTE

var browser = new Browser(Browser.chromeOptions());

try {
browser.navigate("https://www.zabbix.com/jp/");

browser.collectPerfEntries();
¥
finally {

return JSON.stringify(browser.getResult());
¥

Y TIEBERETFERUBrowserA 7V 7 D XY v R

navigate(url) URL%Z %7€
collectPerfEntries() ST A —X VATV RN #INE
getResult() tyaryOREBEE. T7— NJ7F—TVRAT—X, RFv S

Yavy bEOF TV b ERT
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s U 7cBe8

{"dLH”Gf?LOFVH2.0@7380@@86975098,"perfornmu1ce_datcf:{"details":[{"navigation":{"entry_type":"navigation","dom
_content_loaded_event_start":1.0294000000953674, "domain_lookup_start":0.0018000000715255738,"tls_negotiation_tim
e":0.010899999976158143, "request_start":0.014700000047683716, "redirect_start":0,"load_event_start":1.9605, "name"
:"https://www.zabbix.com/jp/","connect_end":0.014300000071525574, "dom_content_loaded_event_end" :1.06970000004768
37,"critical_ch_restart":0, "decoded_body_size":231423, "response_end":0.28780000007152556, "secure_connection_star
t":0.0038000000715255737,"initiator_type":"navigation", "encoded_body_size":53956, "render_blocking_status":"non-
blocklng" "not_restored_reasons" :null, "worker_start":0, "unload_event_start":0, "response_status":200,"dom_interac
tive":1.0292000000476837,"start_time":0,"fetch_start":0.001,"activation_start":0,"redirect_end":0, "unload_event_
end":0,"first_interim_response_start":0, "next_hop_protocol":"h2","delivery_type":"","load_event_end":1.972400000
0953674, "response_start":0.26160000002384187, "domain_lookup_end" :0.0018000000715255738, "redirect_count":0,"trans
fer_size":54256, "dom_complete":1.9604000000953674,"connect_start":0.0018000000715255738,"duration":1.97240000009
53674, "type" :"navigate"}, "resource": {"dom_content_loading_time":0,"load_event_handler_time":0,"unload_event_hand
ler_time":0, "response_time":42.1230000027418,"encoded_size":58,"load_finished":0,"redirect_count":0,"redirect_t1i
me":0,"total_size":55,"tcp_handshake_time" :0.027300000071525332,"count" :62, "transferred_size":658,"dns_lookup_t1i
me" :0.0028999999761583073, "resource_fetch_time":17.221899999380106, "request_time":0.0584000000953675, "min_protoc
ol":""}}]1, "summary": {"navigation": {"dom_content_loading_time":0.04029999995231637, "load_event_handler_time":0.01
1900000095367513, "unload_event_handler_time":0,"response_time" :0.02620000004768369, "encoded_size" :53956, "load_f1
nished":1.9724000000953674, "redirect_count":0,"redirect_time":0,"total_size":231423,"tcp_handshake_time":0.0125,
"tls_negotiation_time":0.010899999976158143, "count":1, "transferred_size" :54256, "dns_lookup_time":0,"resource_fet
ch_time":0.28680000007152556, "request_time":0.24689999997615816, "min_protocol":"h2"}, "resource" :{"dom_content_lo
ading_time":0,"load_event_handler_time":0,"unload_event_handler_time":0,"response_time":42.1230000027418, "encode
d_size":58,"load_finished":0,"redirect_count":0,"redirect_time":0,"total_size":55, "tcp_handshake_time":0.0273000
00071525332, "count":62,"transferred_size":658, "dns_lookup_time" :0.0028999999761583073, "resource_fetch_time":17.2
21899999380106, "request_time":0.0584000000953675, "min_protocol":""}}, "marks" :[1}}
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ME

« RIFEIAIEE + (k7271 T L

FAFL 5T {REHAE 2

RENNEORE @ 281

1: | JSONPath

D] I JWebsite zabbix.com Navigation response time

17 | EEFATLA M
* %— | website.navigation.response_time

TR WiE IR v

*RRY-FATh

B s

#ZabConf)p2024

2: | EH
em

TR | guE GREE) v

v || $.performance_data.summary.navigation.response_time

LBBEONRTTA X EESRE | I5—%x%T

v |10.001

v F2h B

7AK B

FRTDTA K

T

e 4 Browser item

B R ]
DEPENDENT ITEM B

DEPENDENT ITEM C
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(ROVT7hZ2 L9 28E)T —F Z L

e JSIOYFPATLAEREDT YL —NE - FREDNAKE
vIN\TX—%5Z{EH
vINOA—=FDEICI——Y I O%ZER
% Selenium WebDriverfil & 7 50 H g3

KAk

INoA=5 23 , -
browser {SWEBSITE.BROWSER} ;é[ﬂ’ » mANPMI 44 w0 LYURVNY BRI {EOTYEVY
. 1 e EPASZEN L i-vo0eRARTo0

domain ISWERSITE DOMAINY gl B

switch (params.browser) {

case 'firefox':

browser = new Browser.firefoxOptions();
case 'safari':

browser = new Browser.safariOptions();
case 'edge':

browser = new Browser.edgeOptions();
default:

browser = new Browser.chromeOptions();

{SWEBSITE.BROWSER} chrome I ’

LI-\DDIX I24
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A7) —=ray b eEisUTIcWi5
« X7 ') 7 K~ICTgetScreenshotXYV v KZEMYT %

var browser = new Browser(Browser.chromeOptions());

try {

browser.navigate("https://www.zabbix.com/jp/");
browser.collectPerfEntries();

const screenshot = ;
screenshot = browser.getScreenshot();  saaseript

const result = browser.getResult(); e e
result.screenshot = screenshot;

¥

finally {
return JSON.stringify(result);

¥

s MWTIRTE 7 1 T LARTE
ZABBIX '24
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A7V)—=> g3y h2BELEWSGS
 IRKFET A T LKRTE
v—d87% T)\q4F1, [cT3
vVIRTZETLIEC T$.screenshot)
c RESNDT—IR—ZADT—T )L 20w s

- N . i “ &7 | Website zabbix.com Screenshot
vETU <EMIEt 7z Thistory_bing
* ¥— | website.screenshot
58 | )
Zabbix iR

71T hA i
PATL  FY  (REANE 1
REILEORE @ 2B 5 R —4 S

1:  JSONPath v || $.screens hot
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+ 774 )L hT1920 x 1080DpngEIEH /N4 FUF—5E LT
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VBEIRT—YRDT, E-oTWBL EICcT—4YENIEZ S
- RAFCIERT)—>3 3y MRS T30MB

«c XAV Y=gy NDREFAEZRS
vIS IO T7PA T LADUNBET, AT U NIANNIBROHAR T >
Yavy hNzEHE
vERXAMNY ORFEREZELS T 5
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ZOMT SO TFATLDAY v

s BRDBREYCookieZFRHUIRTY TE T T 20 7147
.[A@Z7 y, 70 I\—C"\Etﬁiﬂ

EEFHPITTIHA T gy chromeOptions() edgeOptions()
firefoxOptions() safariOptions()

SA1LT7IONDERE setScriptTimeout(timeout) setElementWaitTimeout(timeout)
setSessionTimeout(timeout)

5 DS collectPerfEntries(mark) getResult()
getRawPerfEntries() getScreenshot()

—. I ALE getError() discardError()

setError(message)

R—IEBME navigate(url) getAlert()
getUrl() getCookies()
getPageSource() addCookie(cookie)

EERDRR findElement(strategy, selector) findElements(strategy, selector)
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« T 7L — bk TWebsite by Browser; Z;FRHALLC S LY
v{SWEBSITE.DOMAIN}=ZE 9 5/ T CREEEIH |
v —hZEEEUR—ADTVIL—r EUTER

RA B

MAKL IPM

* A K% | Web Browser
# ,-:tf(';

FYTL—h £

Website by Browser VY7 %8l U7 ERFET -5 ZEER
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