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Como o Zabbix transformou as entregas da
Hughes do Brasil
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HISTORIA

HOWARD HUGHES JR.

 Norte Americano;
« Aficionado por cinema e aviacdo;
« Considerado em 1937 o “melhor piloto de avido do mundg’;

« Personagem base para o filme “O Aviador’;



ESTRUTURA
HUGHES NO MUNDO
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ATUACAO =0

HUGHES BRASIL —— '®

Entrada -

no mercado HughesON

residencial SD-Wan OneWeb
Venda Inicio da Lancamento Lancamento Joint Venture Lancamento
de satélites Venda de Operacdo de Aquisicdo e Operac¢do e Operacdo Yahsat e Operacdo
Telebras equipamentos Servicés pela Echostar Satélite 65W Satélite 63W Satélite 20W Satélite J3
1968 1991 2003 2010 2016 2018 2019 2023
= 2 b= =i = = B =
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Corporativo

Servicos Gerenciados Help Desk 24x7
Operadora de Satélite NOC Capacitado Mais de 20 mil Projeto
M Multiplatafomas

Operadora SD-WAN Manutencao de campo

Time de Pds-Vendas Portal de Relacionamento
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Motivacoes

S

Multiplos - Dados de :
Ferramenta : Versatil e : : ~ Permita Portal para os

o Clientes , Automatizada Monitoragao e ~ :
Unica : Escalavel o Integracoes Clientes
Projetos Relatorios
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O inicio: projetos SD-WAN

Single-Pane Management Portal

Servicos
Gerenciados

HughesON

Internet

—

HR Branch Gateway

Branch Store Leading SD-WAN
and Security
Platform _
Dual Broadband HHH D'i':;eai"']izr
SD-WAN —HH
with Intelligent LHH
Multipath HHH

Hughes NOC

VolP/PSTN Service
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SERVICOS GERENCIADOS
HughesON. 3ERVICO

VERTICAL
SYSTEMS
GROUP

FROST
&

ULLIVA

Nomeada "Top Performer" Nomeada "“Lider de Mercado" - 3° Rank. Tabela de Reconhecimento como Reconhecida pelo quarto
na categoria SD-WAN do a melhor classificacdo - na classificacdo na desafiante pelo terceiro ano consecutivo como
Winter 2019 Customer categoria SD-WAN do Winter categoria Gerenciamento ano consecutivo no lider em Servicos de Rede
Success Report, publicado pela 2020 Customer Success SD-WAN dos EUA (2021) Gartner® Magic Gerenciada SD-WAN
FeaturedCustomers Report publicado pela Quadrant™ por Servicos pela Frost & Sullivan

FeaturedCustomers de Rede Gerenciada
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O Cluster de Producao

Maquinas Virtuais

VM Hosts e storage redundantes

» Zabbix 6.0
@ EERd ) ¢ High Availability
proxy — ) g * Servidor
@ e * Database
proxy
o 2
proxy ;:-g,l Q | I]I][I |
@
proxy
e ZEE

proxy (— ) e
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Métricas atuais

ZABBIX

(_

700 Hosts

27K Items
Ok Triggers

16 Users

300 VPS

14 Clientes
?5@ 2 Projetos Especiais

Got Agents? Not really.

ZABBIX
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Padronizacao

Automacao

Convergéncia
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Padronizagao: Modelos de Host HNER
CONFERENCE
Automatizar I~ LATIN AMERICA
insergao,
atualizagao e

remocao de hosts

Firewall, Roteador,

Switch, VSAT, Versatil e Flexivel
Access Point

Integra-se com um
banco de dados, o
CMDB

E=xxd
E===1
===1

Pronto para novos
modelos

. A 2|
= a5

EQUIPAMENTOS COMPARACAO TEMPLATES HOSTS

Registra tudo (logs)

HOST GROUPS
ATTRIBUTES
INVENTORY

MACROS




CMDB: Banco de dados de configuracdo de geréncia '/ FEERY
CONFERENCE

NFIGURATION
Converge 0s dados de
NAGEMENT diferentes sistemas para
gue os elementos
pOSSam ser gerenciados




CMDB: Normalizando as consultas 'ZABBIX 24
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NMS? ‘
NMSZ*

BSS! .
T —
BSS? *

csv o __—

CRM\




Modelo de Host: Config File ZABBIX |24
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Modelo: m . LATIN AMERICA

CMDB Template

ATRIBUTO VALOR e Firewall Template
Zabbix Attribute

ipvad 10.254.3.1 o|P
element_name HTBO©145 * Hostname
access_type SNMP e Inteface type
Inventory

Latitude/longitude -43,17/-26,19 * Lat/Long
serial FT67292A4 e Serial
uf/cidade TO/Palmas » State/City
TAGs

desig cliente Lojinha 123 ¢ Designacao Cliente
produto SDWan 2 Links * Product
contrato XXX-1319-23 e Contract

Macros

viho 11 e VNO




Modelo de Host: Config File §ZABBIX 24

CONFERENCE

[IN AMERICA

Modelo: M
Modelo:

MoOQ




ZABBIX 24
CONFERENCE

LATIN AMERICA

DESAFIOS



Versatilidade nas coletas

\\u\

+

+

0 standard({)

= =td(1)

= member-body(2)
= orgl3)

O dod(B)

- system(1)
£ 10 interfaces(2)
H 0 atld)

Servers
[ http:/flocalhost:8081 - Generated server url e d ]

employee-controller

/employee/updateEmployee

FOS /employee/addEmployee

SET /employee/getEmployees

‘ m /employee/deleteEmployee/{id}

7,109 ---
147,171 --  About to Start WorkFlow Testing
P47 A7) i T
147,171 Process Details: Process details
147,171 Grid Name: GRID1
21 Aug 2009 15:37:47,171 Module Name: Test_Module
21 Aug 2009 15:37: 7,171 Process ID: :Test Module:Processl
21 Aug 2009 15: 7 7,609 Launch Requested
21 Aug 48 500 [Current Time=Fri Aug 21 15:37:48 EDT 2009]

Process Name_:Test _ModuTe:Process1] [Root
#5f2d7e5:1233ded8a6d: -80001-1250883468406]
n5f2d7e5:1233ded8a6d: -80001-1250883468406]

Job Td=87bb172tc2d6ala5: -
[Job Id= 87bb172fc2d6a0§ o
ob

he proce tart

ed
1 Aug 2009 15:37:48,750 Operator Dialog el
ontinue. .. Pausing at an
4 Provide Input Requ

untered. wa1t1n% for input to
iting for input from the Operator dialog
ested

21 Aug 2009 1 ’:55 031 [Current Time=Fri
[Process Name=:Test. Modu]e Processl] [Root
45f2d7e5:1233ded8a6d: -80001-1250883468406]

[OutputDayl=s014-vm2-mzt]

Operator Dialog 10991Ng  This logging was set in the input parameter
[Output3= sol5-vm3-mzt] _for the Operator Dialog activity

Aug 21 15:37:55 EDT 2009]
Job 1d=87bb172fc2d6a0a5:-
[Job Id=87bb172fc2d6a0a5:-

2T Aug 2009 I5:38:5Z, 7218 Resume Requested
21 Aug 2009 15:38:52,218 [Current Time=Fri
[Process Name=:Test. Modu]e Process1] [Root
45f2d7e5:1233ded8a6d: -80001-1250883468406]
45f2d7e5:1233ded8a6d: -80001-1250883468406]
Begin Tlog

21 Aug 2009 15:38:54,640 [Current Time=Fri
[Process Name=:Test_Module:Processl] [Root
45f2d7e5:1233ded8a6d: -80001-1250883468406]
45f2d7e5:1233ded8abd: -80001-1250883468406]

Aug 21 15:38:52 EDT 2009]
Job 1d=87bb172fc2d6a0a5:-
[Job Id=87bb172fc2d6a0as:-

Aug 21 15:38:54 EDT 2009]
Job Id=87bb172fc2d6a0a5:-
[Job Id=87bbl172fc2d6a0a5:-

[Outputl=Expected value]

‘Log\ after_execution This information was setup to log after execution

[output2-false]

21 Aug 2009 15:38:54,671 [Current Time=Fri
[Process Name=:Test_Module:Processl] [Root
45f2d7e5:1233ded8a6d: -80001-1250883468406]
45f2d7e 233ded8a6d 0001-1250883468406

Aug 21 15:38:54 EDT 2009]
Job 1d=87bb172fc2d6a0a5:-
[Job Id=87bb172fc2d6a0a5:-

The process terminated in the completed state.

ZABBIX
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'tem Type Script: Versatilidade com AP
* APl com OAUTH v2 (2 step auth com Javascript)

JavaScript

frar req = new HttpRegquest():
var cbj = J30N.parse(value);
var tokenfddr = cob]j.tokenfddr: . .z .
ver apinddr — oby.apinddr: Zabbix Macros (variaveis)

var clientlId = ckj.clientId;
var client3ecret = chkj.clientSecret:

Wwoon =1 @& s L B

var data = "grant_ type=client credentialssclient id=" + clientId + "sclient secret=" + clientSecret; Gera/coleta

=
L

red.addleader{"Content-Type: applicaticn/ix-www-Iform-urlencocdesd™);
var resp = reg.pcat{tckenfddr, data): t0ken

o el
Lh Ba

reqg.cleardeader () Usa tOk n m
req.addleader ("Authorization: Bearer " + J5CN.parse (resp).access_token); e e

resp = req.get(apilddr); outra chamada

I el
o

=
=1

return resp:

ZABBIX 24
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ltem Type Script: Versatilidade com API

LRSS R B B

All templates | Cambium API tems

tem  Tags Preprocessing

Name

Type

Key

Type of information

Parameters

* Script

Timeout

Update interval

Custom Intervals

History storage penod

Populates host inventory field

Description

Triggers Graphs Dashboards Discovery rules Web scenanos

APl Raw Devices List

Scnpt

concentrador raw deviceslist

Text
apiAddr {3API_ADDR} Remove
clientig {SCLIENT_ID} Remove
clientSecret {SCLIENT_SECRET) Remaove
tokenAdar {STOKEN_ADDR}) Remove
Add

R

var reqg = new HttpRegqueat():_— /

Adad
Do not keep history ERSGIEGERELGLEE 2d
-None- v

Custom Zabbix AP| Authentication Script
# by pTanahara

Remove

ntes

fepn

ZABBIX



MySQL
Text, 64k SON & 1k
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MySQL
Text, 64k




JSON: too big to fit

MySQL JSON
Text, 64k Who knows?

Preprocessing

Organiza e filtra o JSON
Usado nos LLDs

Separa os dados para os hosts

ZABBI X 24

CONFERENCE



TAGSs e BSM (Business Service Monitoring)

* Flexibilidade na associacao de host, < Utiliza as TAGs
itens, problemas
* [ltems ®component

* Hosts = class, target, service
* Triggers = scope

o

y=
O ==
O =

* Definicao do BSM é muito particular
* Manutenc¢ao automatizada

ZABBIX
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Portal VN ZABBIX

VOLTAR

TIPO CRITICAL HIGH | AVERAGE | INFO N A M E R l C

sdwan_fortigate 0 0 8

0 0

PROBLEMAS GEOMAP

PORTAL DE MONITORAMENTO HUGHES - LOCALIDADES

.
o
[y
MARA GERAL
g !

PRINEL
MULTIPLATAFORMAS

Sowan

v

Crlina/Offing

Usuarios

Site SDWAN

VOLTAR
v7.2.7,build1577,240131 (GA.M) 56 d 07:14:08

SAUDE SITE
USO DE CRUMEMORIA/SESSIONS

SDWAN SITES VOLTAR
TOTAL DE PROBLEMAS - S CRITIC

15 (0]

HEALTH REDUNDANCY

DISPONIBILIDADE LINKS

100%

LATENCY 100%
Trafego

OFFLINE SITES CURRENT NO REDUNDANCY CURRENT

Indicadores

HIGH LATENCY CURRENT HIGH PACKET LOSS CURRENT
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Enfim, resumindo... o g Xr] M\ IIJoYel[o]

TROUBLESHOOTING

O\f%

@ &

B3O

FONTES DE NORMALIZACAO CMDB PADRONIZAGAO CRIACAO
DADOS HosTs

HHAEAH

MONITORACAO

PORTAL

ZABBIX




ZABBIX 24
CONFERENCE

GANHOS COM O ZABBIX




GANHOS COM O ZABBIX ZABBIX '24

CONFERENCE

Reducdo do , Autonomia na Versatilidade para  Unica ferramenta
Menor custo total Garantia do .
tempo de : : ferramenta atender novos para todo o Escalabilidade
. ~ de propriedade Investimento . , :
implementagao gerando agilidade clientes e RFPs monitoramento
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FUTURO E PROXIMOS PASSOS

S

Monitoramentos
focados em
seguranca da
Informacao

HA e Load
Balancing de
Zabbix Proxy
(Zabbix 7.0)

Informacado de
Token no Header

Gerenciamento de
Logs (Zabbix 7.2)

Just-in-Time User
Provisioning
(Zabbix 6.4)

ZABBIX 24
CONFERENCE

Compatibilidade Melhoria de uso
com versoes de recurso e
diferentes de coleta de dados

proxies assincrona

(Zabbix 6.4) (Zabbix 7.0)



Thank you!
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