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“Usability is about human behavior. 

It recognizes that humans are lazy, get emotional

and prefer things that are easy to do 

vs. those that are hard to do.”

— David McQuillen. Interaction Design Foundation - IxDF. (2016, June 1). 
https://www.interaction-design.org/literature/topics/usability



Multi-user environment
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End users
(are they Zabbix or monitoring experts?)
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Example 1: Single team
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• Same job roles
• Same infrastructure
• Same access to objectsEngineers
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Example 2: Multiple teams
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Network 
department

Storage
department

Apps
department

Security
department

• Different job roles
• Same infrastructure
• Different access to objects 
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Example 3: Multiple distributed teams
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São Paulo

New York

London

Tokyo

Core infrastructure

• Similar job roles
• Different access to objects 
• Different infrastructures with some shared objects
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Example 4: Multi-tenancy
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Customer 1
users

Customer 2
users

Customer 3
users

MSP Zabbix
admin

• Multiple organizations
• Multiple infrastructures
• Strict separation of resources
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What do users want?
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Zabbix usability areas

Zabbix GUI

Template design

Alerting

Structure/organization
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Developers team

Zabbix admin (you)

Zabbix admin (you)

Zabbix admin (you)



Zabbix GUI



Zabbix GUI

Usability has improved a lot compared to the first versions

...still Zabbix does not seem suitable 
for beginners or casual users

Why?
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Zabbix GUI usability
• GUI is built upon the internal Zabbix database model
• Items can really contain any kind of information
• Items are displayed regardless of their semantics (data-agnostic)
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How the user model might look like How data is showed in Zabbix
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Zabbix does not implement a user-model visualization layer...
Is that a bad thing?

• Yes, from users' perspective 
• No, because this makes Zabbix so... universal: by not sticking to a particular 

use case or data model, we can virtually use it in any usage scenarios. 
So, the question is:

How can I improve usability 
in my specific scenario?
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Template design
best practices



Tip #1: Add semantics to your templates

• Spend some time to properly define: 
• item names
• trigger names
• descriptions
• tags
• value maps 

• Adopt official Zabbix templates guidelines 
💡 https://www.zabbix.com/documentation/guidelines/

• Create some host dashboards: users will love them!
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Template-specific 
custom widgets

Example of Host-centric 
view
Widgets require host to 
be linked to a specific 
template and expect 
specific item keys 
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Zabbix 7.0
host dashboards 

Any type of widget can now be 
used

A Top-item widget is still 
missing (ZBXNEXT-4036)
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Alert
best practices



Tip #1: Do not flood your users

25

Flapping alarms, alert floods and false positives 
will reduce user trust in the monitoring system  
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Tip #1: Do not flood your users
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1. Fix false positives
2. Fix too-sensitive triggers 
3. Set a delay for action operations
4. Send only actionable alerts
5. Send only to concerned users 

See also: Fighting alert fatigue 
by Rihards Olups (Zabbix Summit 2023)
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Tip #1: Do not flood your users
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• Stay in control of 
number of 
alerts/user/day
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Alert content

• Default message templates are just a starting point
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A good alert message

• Complete
• includes all information to understand the problem and take action

• Easy to read
• uses formatting to quickly get the facts
• avoids Zabbix terminology

• Compact
• does not include irrelevant data
• omits field labels when unneeded 
• especially on mobile devices
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Tip #2: Add formatting

• Ref: https://github.com/devolabs/zabbix-email-templates
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https://github.com/devolabs/zabbix-email-templates


Tip #3: Add useful 
information
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{HOST.NAME}

{TRIGGER.DESCRIPTION}

{INVENTORY.*}

• Use macros
• Use Trigger description 

to tell user: 
1. why the trigger fired
2. what the user should do or verify
3. when the trigger will recover
4. if a manual close is needed

{TRIGGER.HOSTGROUP.NAME}

{ITEM.NAME}
{ITEM.VALUE}

{EVENT.TAGS}
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Tip #4: Make alerts more interactive by using links

/zabbix/history.php?action=showlatest&itemids[]={ITEM.ID}
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Tip #4: Make alerts more interactive by using links

history.php?action=showgraph&period=25920&itemids[]={ITEM.ID}
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Tip #4: Make alerts more interactive by using links

/zabbix/zabbix.php?action=popup&popup_action=

acknowledge.edit&eventids[]={EVENT.ID}
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💡 Enable update notifications to improve engagement and collaboration



Tip #5: Make alerts more interactive by using links

hostinventories.php?hostid={HOST.ID}
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Other useful links for your alerts
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• Event details:  tr_events.php?triggerid={TRIGGER.ID}&eventid={EVENT.ID}

• Host problems: zabbix.php?action=problem.view&hostids%5B0%5D={HOST.ID}

• Host dashboards: zabbix.php?action=host.dashboard.view&hostid={HOST.ID}

• Host configuration: zabbix.php?action=host.edit&hostid={HOST.ID}

• Search: zabbix.php?action=search&search={HOST.HOST}

💡 URLs may change with Zabbix updates: use web server Rewrite rules to define permalinks
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Structure and 
organizational
best practices



Tip #1: Keep your users focused

• Use Permissions to 
natively filter hosts 
and events
• Use custom Roles to 

hide menu entries for 
a distraction-free 
interface
• Use Maps to help 

non-IT staff
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Tip #2: Keep your users informed
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• Users expect a predictable and consistent behaviour 
• Inform users about changes to monitoring environment:
• New hosts  
• New discovered entities (LLD)
• New triggers
• New thresholds

• Inform users about monitoring service status:
• Zabbix service scheduled downtimes
• Zabbix service incidents
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Tip #2: Keep your users informed
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• Do I need to setup an external contact system?
• No, use Zabbix itself to show notices and notify users through their 

preferred media

Zabbix user bulletin
• 1 host
• 1 trapper item
• 1 trigger
• 1 dashboard
• 1 trigger action
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Zabbix users' bulletin /1
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# CONTENT=$(cat announce.txt)
SCHEDULED SYSTEM DOWNTIME - 29 Feb 2024
Dear User,
Please be advised that Zabbix service will be unavailable from 01:00am to 05:30am on February 
29th, 2024. This period of downtime will be scheduled for necessary updates to be applied to 
the monitoring servers.
We apologise for the inconvenience that this may cause. Kindly inform the IT Service Desk (at 
ext. 1234) of any concerns that you may have about the planned outage.
Best regards,
The Zabbix internal Team
(+39) 011 123456
zabbix-team@acme-ltd.com

# zabbix_sender -z zbxsrv -s "Zabbix users bulletin" -k zabbix.bulletin -o "$CONTENT"

• Create a host with a trapper item
• Send your message using zabbix_sender:
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Zabbix users' bulletin /2

44

• Create a trigger 
• Name:  {ITEM.VALUE}
• Expression: lenght()>0
• Multiple problem 

generation
• Allow manual close
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Zabbix users' bulletin /3
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• Create a 
dashboard 
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Zabbix users' bulletin /4
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• Create a 
trigger 
action 
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Tip #3: Analyze your 
users' behaviour

• Audit does not track visualization activity but...
• Frontend access logs can be analyzed (awstats, 

GoAccess, ...) to gather useful insights and detect HTTP 
errors
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Tip #4: Training! Training! Training!

• The software

• The features

Your implementation
• Templates logic

• Hostgroups structure

• Tags structure

• Escalation workflow

• Discovery behaviour
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Zabbix Official Training
ZCU    ZCS, ZCE, ZCP

Internal training  
& Documentation
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Thanks!
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