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Why might you need HA for proxy?
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Zabbix is important part of IT infrastructure

Without visibility of the infrastructure, you're driving blind
Zabbix also must be “always available”

Proxies are important, one proxy fails, many hosts go down

Monitored devices

e
Y= (<<‘>>> . ¥ 752) ) d
O - @§ZABBIXD =g

@ Opensource ICT Solutions



Historical solutions for HA



/Zabbix server HA

HA introduced in 6.0
Works out of the box
Does not require expertise in HA architecture

Uses Zabbix database to check the node status
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Historical solutions for Proxy HA A

3rd party tools used for proxy HA

No load balancing, one proxy active + one in standby
Knowledge about 3rd party tool mandatory

Lots of additional configuration needed

Custom solutions with load balancing using API scripting.
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Native Proxy HA and load
balancing

Zabbix 7.0



ZABBIX PROXY GROUPS

Zabbix proxies can be organized in proxy groups to provide:

@ » Proxy High Availability
: ) » Proxy Load Balancing
@ZABBIXB
Proxy Group A Proxy Group B
@ZABBIXB @ZABBIXB @ZABBIXB @ZABBIXB @ZABBIXB @ZABBIXB @ZABBIXB
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Proxy group management is accessible by
Administration > Proxy groups menu:

» Create new proxy groups

» Manage configuration of existing proxy groups

» Delete proxy groups (all group members should be removed first)

{5}‘ Administration Proxy group

* Name | Netherlands

General

* Failover period | 1m
Audit |Og * Minimum number of proxies | 5

. Description | Proxies for Netherlands
Housekeeping

el

Proxies Amsterdam, Den_Haag, Eindhoven, Haarlem, Harderwik, ...

| Clone | | Delete | | Cancel |

Proxy groups

Proxies

Macros

m im 7 3 Antwerp, Brussels, Charleroi, Dikkebus, Eupen, Ghent, Tournai
QU eue Luxemburg [ Onine | im 2 1 B Luxembourg, Troisvierges
Netherlands m im 1 7 Amsterdam, Den Haag, Eindhoven, Haarlem, Harderwijk, Maaskantje, Maasticht, Rotterdam, Utrecht, Zaanstad, Zierikzee
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Each proxy group has a minimum number of proxies setting: ZABBIX
» Required to not overload remaining members with too heavy load
» Falling below this number will take entire proxy group offline

Proxy group

* Name | Netherlands
o
* Failover period | 1m O ffl I l l e
* Minimum number of proxies | 5

Description | Proxies for Netherlands

Proxies Amsterdam, Den_Haag, Eindhoven, Haarlem, Harderwijk, ...

| Clone | | Delete | | cancel |

This group can loose up to 3 members before going offline

B
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ZABBIX

Proxies are assigned to proxy groups using the proxy configuration form:
» By default, all proxies work in standalone mode

» It is possible to choose one of the existing proxy groups to make it a member of the
group
» Each proxy can belong to a single proxy group only

Proxy

Proxy  Encryption  Timeouts

* Proxy name | Utrecht

Proxy group |IREGEGERTEES Select
* Address for active agents  Address Port
utrecht.zabbix.com 10051

Proxy groups

Proxy mode Passive
Name

Proxy address

Belgium

Description

Luxemburg

MNetherlands

Cancel

| Refresh configuration | | Clone | | Delete | | Cancel | @
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Host monitoring options

Host monitoring can be assigned to:

» Zabbix server
» A specific Zabbix proxy

O > A proxy group

Monitored by | Server | Proxy Baiesme ]y

Enabled |V Zabbix server
| | automatically assigned
Assigned proxy Maaskantje proxy from a proxy group

Select
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Proxy group manager automatically assigns hosts: ZABBIX

» It knows status of all proxies and number of assigned hosts
» New hosts will be distributed to online proxies with the least assigned hosts

You will be —a

monitored by —

= proxy #4 0
O

B
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@ZABBIXB @ZABBIXB (HEERED (HEERED
25 35 35 20 35
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ZABBIX

Zabbix server tracks status of all proxies in a proxy group:
» It informs other proxies if some proxy goes offline
» If a proxy goes offline host reassignment to other proxies is performed without delay

| detected
troubles with
==o @}

)
@ZABBIXB @ZABBIXB R @ZABBIXB
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ZABBIX

A Zabbix agent in passive mode must accept connections from all members of
Its proxy group:

» Use comma separated list of node IP addresses or DNS names
» Specify entire network segments

£ 9 O O O

(AXEED (AXEED (AXEED (AXEED (AXEED
l ### Option: Server

AP Server=proxyl,proxy2,proxy3, proxy4,proxy5

ZABBIX

### Option: Server
XeXe Server=192.168.0.1/24
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A Zabbix agent in active mode uses the ServerActive parameter:
» Multiple proxies can be specified using semicolons
» It is not required to specify all members of the proxy group
» Any proxy group member can redirect Zabbix agent to the currently assigned proxy

{
B B B B B
"redirect": {

ZABEIXD §ZABEIXD —_——— "address": "192.168.0.5:10051",
"revision": 41846

}

Please use ¥

proxy #4

ZABBIX

### Option: ServerActive

oXeoXe ServerActive=proxy2;proxy3
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ZABBIX

It is even possible to use the Zabbix server for redirection to the assigned
Proxy:

» Specify the Zabbix server address instead of proxy addresses

» The proxy group manager knows all hosts and assigned proxies and will redirect agent

A" B B B B
assigned to

(AXERD (AXERD (AXEED (AXERD (AXERD [==0 @'
proxy #4
O 0O O
ZABBIX . .
### Option: ServerActive

oYeoXe ServerActive=zabbix.example.com
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ZABBIX

If a Proxy loses network connection to Zabbix server but is still running:

» Proxy manager on Zabbix server will automatically reassign hosts

» Proxy marks itself as offline and will redirect agent in active mode to other proxies

ZABBIX

I
I
©

]

@ZABBIXB

B

@ZABBIXB

]

@ZABBIXB

Sorry, | have a
communication
issue. Try proxy #3
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ZABBIX

The proxy group is considered unbalanced if the following conditions are met:
» The number of hosts assigned to a proxy differs from the average by twice or more
» Difference is not less than 10 hosts
» Hosts exceeding the average are unassigned from proxies

» The unassigned hosts are then assigned to proxies with fewer hosts

0 £ B £ O

@ZABBIXB @ZABBIXB @ZABBIXB @ZABBIXB @ZABBIXB

20 36 80 20 36

Average = 30

Unbalanced
15/30=0.5

Unbalanced
60/30=2
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When a new proxy is added, the group is automatically rebalanced
» New average is calculated
» Excess hosts are unassigned
» Unassigned hosts are reassigned between proxies

0 B8 £ A A B

@ZABBIXB @ZABBIXB @ZABBIXB @ZABBIXB @ZABBIXB @ZABBIXB

28 26 28 36 2B P5

ANesvageragl = 25
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All proxies are healthy

Name & Mode Encryption State ersion Last seen (age) Itern count Required vps Hosts

MNetherlands: Amsterdam Active 7.0.0 1s 0 0 cormewvnjf, julyaeamyvm, kwonexlxfo, luubyelbrp, mbxedmwkcg, orjjovnwag, svitizwivo, uxbrgeklkb, zfgeczgbfl

Belgium: Antwerp Active 7.0.0 1s 0 0 aoktdjalvu, bmirffigng, cbbinfr«fa, fowvighhar, hmsacleftf, npdjgrtmam, pajwxsgfdx, rpvjvgcigh, rgojamcitd, tdkzrjxuoa
Belgium: Brussels Active 7.0.0 0 0 0 gl akkhikymsh, bsiltgonin, fygverbalo, gwujetdrmp, jbzwrmlixo, mbmgtjnaon, menixomgsx, pevidqrizf, wkozibufv, wzrkxsvpey
Belgium: Charleroi Active 7.0.0 1s 0 0 ilY] Dbpbfzzazgk, eknnooecjs, gktfsgxdwy, wzenksgzc, nrrotkblrd, nuuomjrbif, rdczogefml, rohivyzvzh, ryceazjkzn, uaskdvxgzh
Netherlands: Den Haag Active 7.00 1s 1} 0 berevklbno, dbdgvchfhe, mkjnsffnuj, mmhlbkwypx, pgigbmneyz, rmapsbfkxh, ulbucvidhg, wxxceotjsd, xdjinsdimi

Belgium: Dikkebus Active 7.0.0 1s 0 0 bgzndcutbr, dkohrkioax, exomgilcfu, grmggxrydz, josecgszem, nxneljdmeq, phebvrglts, tyztgkrhkp, ysvpjwuity, Zsgjnrxydc
Netherlands: Eindhoven Active 7.0.0 1s 0 0 bgoueybtpb, csghhzzfce, gdzcjuqwut, mtfdpzbbne, ngtoamgzje, syrdowzjze, usagtuytvy, uxaygufiaf, ylisnsbdaoju

Belgium: Eupen Active 7.0.0 1s 0 0 gokafkopbx, hjuvezqifp, jincooxixc, jitawibjrj, jnwuagzcsx, omhgttjtpg, greyrrmvbr, wnnpeecpov, wxmursoevk, ywjmruwekp
Belgium: Ghent Active 7.0.0 1s 0 0 bzyzndpsgz, dhsiitmetl, frjagismic, greegknnam, lxrygmwdyu, nugkemdyhp, nyhxvcueqg, rismijmjga, wjkxuaesgz, wsvwnzpbtb
Netherlands: Haarlem Active 7.0.0 1s 0 0 il bpctjjtcfu, bzwkrxibya, gfbblfucip, kneokmihfs, ltbtbueedg, oitdbauptf, rifnznmmfa, rqxagbispj, uxhalmpphy, zwdigmwskn
MNetherlands: Harderwijk Active 7.0.0 1s 0 0 bobogspnxf, dapgqgmgfy, ilvzyysndw, kamvjpvega, nixrtmzll, cgmoceieaz, qwhihadnnm, sbrgabppt, yezyfpbrja

Luxemburg: Luxembourg Active 7.0.0 1s 0 0 aelsfwagxs, akofwctzrg, bawdgkaklz, bpwtdobgsa, ftetwaadqgw, jgzszxtgwg, ogegfoshew, pomdwwifj, ssqdjehivy, uffsjgxgfi, uycow
MNetherlands: Maaskantje Active 7.0.0 1s 0 0 cgnkwrklpi, ezyxkdhpjh, hxochehgahe, jrogwwunucm, sdefinujgx, vkgdmgyfeu, xfbzsvzuao, xsfetieccr, ysephncsvm

MNetherlands: Maastricht Active 7.0.0 1s 0 0 afwfsikbel, fdscwebphe, jjzognchdu, mjsnvpuugo, pavkbaopdo, gerbvpkhtm, ropskeqada, sgtjggfnad, yakphfkewe
Netherlands: Rotterdam Active 7.0.0 1s 0 0 bshuixavry, eocuzxntrr, fkdaxfhoel, hdyyxvdpkx, hgaabesdmp, sytyotdphb, tiigantvyj, ymhznhdyix, zvnstzxdmj

Belgium: Tournai Active 7.0.0 1s 0 0 ) ajmpdifwpr, hgwpnixtsa, hxlgnywgqr, istekwjwkg, jgittvumov, othcgmromt, gmhcfmygfm, spgvissnpf, sqopxhjugt, tkrgcipezs
Luxemburg: Troisvierges Active 7.0.0 1s 0 0 azlzwgpazir, csgjyyzmcg, edrwonndhu, elgkdgippk, finelozjks, gevjtbralv, ihgergtmis, iffyacqvhd, mblguikctw, sbxgfdicye, spbdwhw
Netherlands: Utrecht Active 7.00 1s 1} 0 ecdvfhlamt, ewfrankjnm, gmlewnagim, kscayzkszm, olcvomtzpg, quhwhfunaw, rvystiqgex, tiuxurcngb, wiurkmgemn
Netherlands: Zaanstad Active 7.0.0 1s 0 0 brseaewfsw, dgeyjpajru, micgrpzbuz, mmacmwxcma, odefifunbe, oufcwepohy, sjizcddkupe, ummijrdpzjm, wabzkghioo
Netherlands: Zierikzee Active 7.0.0 1s 0 0 cyviwbekuu, czitbddngn, gmncdgyvhi, ishreqehjm, nsppnaryvy, nuttnjkuef, prmtzbbrrmw, tdmuokbehf, zktmillwso:
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A proxy went offline e

MName a Mode Encryption State \ersion Last seen (age) Item count Required vps Hosts

Netherlands: Amsterdam Active [0S EmE o0 1m 105 0 0

Belgium: Antwerp Active 7.0.0 6s 0 0 aoktdjalvu, bmirfigng, cbbinfrxfa, fowvighhar, hmsacleftf, npdjgrimam, pajwxsgfdx, rpvjvgcigb, rqojamcitd, tdkzrjxuoa

Belgium: Brussels Active None 7.0.0 65 0 0 gy} akkhikymsh, bsiltqonin, fygverbaio, gwujetdrmp, jbzwrmlixo, mbmgtjnaon, menixomgsx, pevtdqrizi, wkozibufv, wzrkxsvpcy
Belgium: Charleroi Active 7.0.0 65 0 0 i)} bpbfzzazgk, eknnooecis, gktfsgxdwy, wzenksgzc, nrrotkbird, nuuomirbif, rdczogefml, rohivyzvzh, ryceazjkzn, uaskdvxgzh
Metherlands: Den Haag Active 7.0.0 Gs Q 0 berevklbno, dbodgvchfhe, mbxedmwkcg, mkjnsfinuj, mmhlbkwypx, pgigbmneyz, rmapsbfkxh, ulbucvidhg, wiceotjsd, xdjinsdimi
Belgium: Dikkebus Active MNone 7.0.0 65 0 0 bgzndcutbr, dkohrkioax, exomgilcfu, grmggxrydz, josecgszem, nxneljdmcyg, phcbvrglts, tyztgkrhkp, ysvpjwuity, zsgjnrydc
Metherlands: Eindhoven Active None 7.0.0 65 0 0 i)} bgoueybtph, csghhzzice, gdzcjugwut, mtfdpzbbne, ngtoamazje, syrdowzjzc, usagtuytvy, uxaygufigf, uxbrgeklkb, ylsnshdoju
Belgium: Eupen Active 7.0.0 65 0 0 gokafkopby, hjuvezgifp, jincooxixc, jitawibjrj, jnwuagzcsx, omhgttjtpg, gryrrmybr, wnnpeecpoy, wxmursoevk, ywjmruwekp
Belgium: Ghent Active 7.0.0 65 0 0 bzyzndpsgz, dhsiitmetl, frjagismic, greegknnam, Ixrygmwdyu, nugkemdyhp, nyhxvcuegq, rismijmjga, wjkxuaesgz, wsvvnzpbtb
MNetherlands: Haarlem Active 7.0.0 6s 0 0 ily) bpctijtcfu. bzwkrxfbya, gfbblfucip, kneokmihfs, ltbtbueedg, oitdbauptf, rifnznmmfa, rqxagbispj, uxhalmpphv, zZwdigmwskn
Metherlands: Harderwijk Active 7.0.0 G5 0 0 bobogspnxf, dapgqgmgfg, ilvzyysndw, kamvipvega, nilxrimzll, cgmoceieaz, orjjovnwag, gwhihadnnm, sbrgabpptl, yezyfpbrja
Luxemburg: Luxembourg Active 7.0.0 58 0 0 aelsfwanxs, akofwetzrg, bawdgkaklz, bpwidobgsa, ftetwaadqw, jgzszxtgwg, ogegfoshow, pomdwwvifj, ssgdjehivy, uffsjgxagfi, uycowe
MNetherlands: Maaskantje Active None 7.0.0 65 0 0 i) conkwrklpi, ezyxkdhpjh, heehehgahe, jrgyvunucm, kwonexlxfo, sdefinujgx, vkgdmgyfeu, xfbzsvzuao, xsfetieccr, ysephncsvm
Metherlands: Maastricht Active 7.0.0 65 0 0 afwfsikbel, cormcwwnif, fdscwebphe, jjzognchdu, mjsnvpuugo, pavkbaopdo, gerbvpkhtm, ropskegada, sgtjgginad, yakphfkewe
Metherlands: Rotterdam Active None 7.0.0 6s 0 0 bshuixavry, eocuzxntrr, fkdaxthoel, hdyyxvdplex, hgaabesdmp, svitizwivo, sytyotdphb, tiigantvyj, ymhznhdyix, zvnstzxdmj
Belgium: Tournai Active None 7.0.0 65 0 0 i) ajmpdifwpr, hqwpnfxtsa, hxlgnywgqr, istekwjwkg, jgtttvumoy, othcgmromt, gmhcfmygfm, spgvissnpf, sqopxhjugt, tkrgcipezs
Luxemburg: Troisvierges Active 7.0.0 65 0 0 azlzwgpzir, csqjyyzmeg, edrwonndhu, elgkdgippk, fnnelozjks, gevjtbralv, ihgcrgtmis, jjfyacqvhd, mblguikctw, sbxgfdicye, spbdwhwoe
Metherlands: Utrecht Active 7.0.0 Gs Q 0 ecdvfhlamt, ewfrankjnm, gmlewnagim, julyaeamvm, kscayzkszm, olcvomtzpg, quhvhfunaw, rvysttqgex, tiuxurcngb, wiurkmgemn
Metherlands: Zaanstad Active MNone 7.0.0 65 0 0 gt} Dbrseaewfsw, dgeyjpajru, luubyelbrp, micgrpzbuz, mmacmwxcma, odefjfunbe, oufowepohy, sjzcddkupe, ummjrdpzjm, wabzkghioo
Metherlands: Zierikzee Active None 7.0.0 65 0 cyviwbekuu, czitbddngn, gmncdayvhi, iohreqchjm, nsppnarywy, nuttnjkuef, prmtzbbrmw, tdmuokbehf, zfgeczgbfl, zktmilhwno:

Hosts are

redistributed
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| Name a
| Belgium
| Luxemburg

| Netherlands

Name a
Belgium
Luxemburg

Netherlands

Name a
Belgium
Luxemburg

Netherlands

State

State

State

Failover period

Failover period
im
m

m

Failover period
im
m

m

Online proxies
T
2

1

Online proxies
7

2

Onlineg proxies
7

2

Minimum proxies

3

Minimum proxies

3

Minimum proxies

3

ZABBIX

Proxies

Antwerp, Brussels, Charleroi, Dikkebus, Eupen, Ghent, Tournai

Luxembourg, Troisvierges

m Amsterdam, Den_Haag, Eindhoven, Haarlem, Harderwijk, Maaskantje, Maastricht, Rotterdam, Utrecht, Zaanstad, Zierikzee

Displaying 3 of 3 found

Proxies

Antwerp, Brussels, Charleroi, Dikkebus, Eupen, Ghent, Tournai

Luxembourg, Troisvierges

Amsterdam, Den_Haag, Eindnoven, Haarlem, Harderwilk, Maaskantje, Maastricht, Rofterdam, Utrecht, Zaanstad, Zierikzee

Displaying 2 of 3 found

Proxies

Antwerp, Brussels, Charleroi, Dikkebus, Eupen, Ghent, Tournai

Luxembourg, Troisvierges

Amsterdam, Den_Haag. Eindhoven, Haarlem, Harderwijk, Maaskantje, Maastricht, Rotterdam, Utrecht, Zaanstad, Zierikzee

Displaying 3 of 3 found
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NOTES

Hosts created by LLD rules are pinned to the master host
All proxies are equal, there are no priorities or weights
SNMP traps are not supported

Hosts are autoregistered to a proxy group

Some item types depend on configuration «on the other side» (database

checks, external etc)
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