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ORing Milestones
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Industrial Hardware and Software Synergy



Taking De Lijn's buses and trams to the next level

• public transport operator in Flanders, Belgium.

• 3.5 million passengers every year

• 10 million journeys every year

• 8000 employees

• 4500 public transport vehicles – buses and trams

Strengthen digital transformation, 

improve fleet efficiency, 

and increase customer satisfaction

Project Background



Project Background

IToB - IT on Board

• Better control over data

• Better punctuality

• Seamless Connectivity

• Traffic information

• Vehicle status information

• Improved onboard security

• Improved passengers’ comfort



Project Background

3G sunset by end of 2024 Future-proof communication



Project Background



• Design a proactive architectural vision for IT smarts on the vehicles

• Go for a phased implementation

• Use ITxPT as a starting point of inspiration

ITxPT x IToB



• Timing and planning: the installation started in 
January 2024 and must be finished by end of 2024

• Project size: 3920 buses, 438 trams

• Solution requirements: 

• 5G bus router with E-mark certification

• 5G tram router with EN50155

• ITxPT inventory service specification

• Monitoring and management tool

Project Information



Monitoring and Management System

• The “health” of the communication modules is hence of utmost 
importance

• View on the health of the whole fleet

• De Lijn must be able to manage the assets, software and 
incidents centrally

• Manage rolling out software updates, incidents and technical 
interventions efficiently

• Asset management - allows De Lijn to verify where each 
communication module is at any point in time



Project Requirements

• Overview of all communication modules, with their last known location, software/firmware version and 
status (online/offline and updated at least every 15 minutes)

• Overview of the current errors and incidents

• Configurable definition of an incident condition 

• Control the access from the management system to the vehicles

• Several levels of authorization/access control must be possible: admin, Technical, ICT etc…

• SSL connections with De Lijn certificates

• SSH v2 minimum

• SNMP V1, V2 & V3 trap

• Management API over HTTPS

• All actions logged in an audit trail with username, description of the action and timestamp

• Management tools for software/firmware updates

• Software distribution function to the communication modules, by configurable communication module 
group or vehicle group. 



,

ORing Routers for De Lijn IToB project

IGAR-1004-D5G TDGAR-1003-D5G-M12X

2023



Industrial Vehicle 5G Cellular Router with 4x10/100/1000Base-T(X)

➢ Leading ECE R10-compliant router for vehicle application

➢ 4x10/100/1000Base-T(X) Ethernet with RJ45

➢ Supports 5G and LTE Modem dial up

➢ Dual SIM for backup

➢ Secured Management by HTTPs

➢ Various kind of WAN Connection Type supported: Dynamic/Static IP, PPPoE, 

Modem Dial Up, Bridge mode

➢ DHCP / Static IP address assignment

➢ Iptables configurable to prevent access from unauthorized IP address

➢ Booting time <90 sec.

➢ Zabbix Agent onboard

IGAR-1004-D5G



Industrial EN50155 5G Cellular Router with 3x10/100/1000Base-T(X), M12 Connector 

➢ Leading EN50155 router for rolling stock application

➢ 3x10/100/1000Base-T(X) Ethernet with M12 X-coding

➢ Supports 5G and LTE Modem dial up

➢ Dual SIM for backup

➢ Secured Management by HTTPs

➢ Various kind of WAN Connection Type supported: Dynamic/Static IP, PPPoE, Modem Dial 

Up, Bridge mode

➢ DHCP / Static IP address assignment

➢ Iptables configurable to prevent access from unauthorized IP address

➢ Booting time <90 sec.

➢ Zabbix Agent onboard

TDGAR-1003-D5G-M12X



Project Architecture

ZABBIX SERVER



Why Zabbix?

• Open-Source, Flexible and Powerful Tool

• Configurable Active and Passive Mode

• Reliability and Good Technical Support Service

• Scalability

• User Management

• Auto Discovery with Device Templates

• Group Management

• Items Management

• Triggers and Problems Configuration

• Customizable Dashboard

• Alarms and Notifications

• Dynamic Traps

• Scripts for Software Distribution Function



Available Device Metrics  

• Device online/offline status

• Device information – name, serial number, IP, IMEI, IMSI, 
firmware version, config file version

• GPS position

• Resources usage – CPU load, System load, memory 
space

• 5G modem and link status

• SIM card status

• Radio Type and Service Provider

• Signal parameters

• WAN interface traffic

• LAN interface traffic

• Dynamic event reports with Zabbix Traps



Dashboard



Dashboard



Thank You!
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