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Browser monitoring



Browser monitoring or Browser Synthetic Monitoring 

A way to constantly checks website or application performance 
by simulating user actions, ensuring the production site runs 
smoothly regardless of user activity.

Early issue detection during development or in a live environment

Simulates user interactions with scripted tests

Ensures a proactive check on application health

Long-term and relevant health statistics

Constant quality control

BROWSER MONITORING
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Types of browser monitoring

Single-URL Monitors
▪ Simulate a user visiting a specific URL and provide information such as 

availability and performance metrics.

Browser Clickpaths
▪ Simulated user navigation through a site, automatically testing availability and 

performance at scheduled intervals. This approach can be used to detect and 
report UI bugs or unexpected functionality. 

Mobile Simulation
▪ Simulates mobile interactions to assess the availability and performance of 

mobile versions of websites.

HTTP(S) monitors
▪ Simple HTTP requests. You can use them to monitor the availability of your API endpoints 

or perform simple HTTP checks for single-resource availability



Website monitoring setup
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MONITORING REQUIREMENTS

There are several components required for browser monitoring:

Zabbix server or proxy 7.0

WebDriver

Headless web browser

Zabbix server WebDriver
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The Zabbix server configuration file has two new parameters:

WebDriverURL

StartBrowserPollers

ZABBIX SERVER CONFIGURATION

####### Browser monitoring #######

### Option: WebDriverURL
#       WebDriver interface HTTP[S] URL. For example http://localhost:4444 used with 
#       Selenium WebDriver standalone server.
#
# Mandatory: no
# Default:
# WebDriverURL=
WebDriverURL=http://192.168.0.1:4444

### Option: StartBrowserPollers
#       Number of pre-forked instances of browser item pollers.
#
# Mandatory: no
# Range: 0-1000
# Default:
# StartBrowserPollers=1
StartBrowserPollers=3
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In Zabbix 7.0, a new item type is introduced: Browser

Based on JavaScript

Supports the browser class

Support various new methods to work with pages

BROWSER ITEM



Taking screenshots
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The browser item can take screenshots of
the monitored pages:

To take a screenshot of the page –
use the getScreenshot() method

Screenshot is included in the JSON 
object in base64 format

It is extracted into a binary 
dependent item 

Can be viewed on the dashboards or 
sent via media type
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Default screenshot size
1920x1080px.

Screenshot can be displayed using the 
"Item history" widget.

Screenshot size is specified by the 
setScreenSize(x,y) method.

Screenshot size: up to 8K.



Objects and methods



Browser object - manages WebDriver session through out the whole item execution. 

(initialize session => execute all actions in script => close session).

Element - an element that is found on the opened webpage.

Cookie - a cookie returned by the getCookies() method.

Alert - a webpage alert returned by the getAlert() method.

Result - represents the collected statistics data gathered by getResult() method. Contains the following:

Session statistics (in example total session duration)

Error information (if such occurred)

Performance data (if such collected)

Any collected data that is written directly to the result object

BROWSER OBJECTS AND METHODS
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Retrieving predefined 
browser options

chromeOptions()
firefoxOptions()
edgeOptions()
safariOptions()

Error related operations
getError()
setError(message)
discardError()

Timeout management
setScriptTimeout(timeout)
setSessionTimeout(timeout)
setElementWaitTimeout(timeout)

URL and page related 
operations

navigate(url)
getUrl()
getPageSource()
getAlert()
getCookies()
addCookie(cookie)

Collecting data

collectPerfEntries(mark)
getRawPerfEntries()
getResult()
getScreenshot()

Locating elements on page
findElement(strategy, selector)
findElements(strategy, selector)

Browser object methods:

Element object methods:

getAttribute(name)
Return the value of the given attribute of 
the object, for example: class, id, style, 
display e.t.c.

click() Click on element.

getProperty(name)
Return the value of the given property of 
the object, for example: className, 
baseURIe.t.c.

sendKeys(keys)
Send keys to element. Method is used for 
filling data into editable elements.

getText() Return element text. clear() Remove the content of editable element

Browser Monitoring Objects and Methods

https://www.zabbix.com/documentation/7.0/en/manual/config/items/itemtypes/browser?hl=Browser%2Cmonitoring%2Cbrowser#overview


Use cases



Out-of-the-box approach



Create a host that 
represents your page

Link "Website by 
Browser" template

Specify the page to 
monitor

Quick start
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Simple start
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Results



Authenticate



Create a template that 
represents your login 
page

Link it to hosts that 
represent the pages

Monitor if login is 
working, confirm with 
screenshots

Quick and a bit more advanced
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Potential variables - user macros

You may need to monitore multiple pages 

Credential (hopefully) will be diferrent

Various strategies may need to be applied
▪ CSS selector

▪ Link text

▪ Partial link text

▪ Tag name

▪ Xpath
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Configure the master item

Parsing parameters

Passing parameters
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Make screenshots for each step



Fill in any form
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Filling form

Click one



Filling diferrent form

Selecting version



Pair count

Stocking up on socks

Credit card details



Navigate via multiple paths



Construct the path 
user must follow to 
get to the page

Make Zabbix follow 
the same path and 
alternative path in 
case of issues

Monitor if the path 
can be used by users

Need to make some clicks
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Navigate

Links to training

Links to training

IF-ELSE

Click one

Click two

Click three and four
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If-else scenarios

Links to training

Links to training

IF - ELSE



Get data - detect problems



Decide which 
elements do you want 
to monitor (produce, 
tickets, users etc)

Navigate to the source 
of information

Parse the page to get 
the data

Need to make some clicks
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Discover the elements

JIRA search query

Looking for elements
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Getting the info about elements

Getting the attribute
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Creating the trigger



Send screenshots
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Get the screenshots
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Send them using email media type



Observe comfortably
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Use NoVNC
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Monitor performance

Observe full set of screenshots

See how the page changes after 
each new step

Present the most relevant data

Build a dashboard



Aleksandrs Petrovs-Gavrilovs
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Thank you
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