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Logs
One of the cornerstones in monitoring field

Logs provide visibility into the day-to-day operations of IT systems and
applications, helping ensure smooth functioning



/abbix & logs

log|]
log.count|]

custom items



/abbix & logs — custom items

When to use it?

Only when you can’t achieve desired result with log[] or log.count|]



/abbix & logs — custom items

* monitoring rapidly updated files (600k+ lines per minute)

* something that you would collect only to use for calculated items
* multi-line monitoring

* monitoring logs as “Passive item”



/abbix & logs — custom items

How?
Mimic the agent in simplified way

You must be able to read the log files in similar way as agent does



/abbix & logs — custom items

Pareto principle (80/20 rule)



Concept: key points

* read log portion-by-portion, just like log[] and log.count|]
* make it fast — operate in bytes instead of lines
* don’t forget log rotation

* choose whether to read or ignore unread data if agent was stopped
or item was disabled



Concept: reading

During each run you have to operate with 2 numbers:
1) how much data was read during last run
2) how much data you have now
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Concept: reading
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Concept: reading

log_read=$(dirname "${0}")/.$(basename "${my_log}").${skip}.read
current_size=$(wc -c < "${my_log}")

bytes_read=$(cat "${log_read}")
echo "${current_size}" > "${log_read}"

tail -c +$((bytes_read+1l)) "${my_log}" | head -c $((current_size-bytes_read))




Concept: reading in bytes

Reading in lines is more understandable for human eye

[root@linux ~]$ wc -1 /var/log/messages

/var/log/messages
[root@linux ~]$ tail -1 /var/log/messages
Jul :51:02 linux systemd: Started Session of user root.
[root@linux ~]$%




Concept: reading in bytes

But reading in lines is very slow when you have big files!

Reading in bytes is crucial for performance



Concept: reading in bytes

[root@linux ~]$% time wc -c /stuff/monitor/FACILITY/local0®-1log
/stuff/monitor/FACILITY/local@-1log

real Om0.002s

user OmO.000s

Sys Om0.002s

[root@linux ~]$% time wc -1 /stuff/monitor/FACILITY/local®-1log
/stuff/monitor/FACILITY/local@-1log

real

user Oml.027s
Sys Om6.634s

[root@linux ~]%




Concept: log rotation

Don’t forget log rotation — when log file becomes smaller than it was
during last run, it means it’s rotated

[[ ${bytes_read} -gt ${current_size} ]] && bytes_read=




Concept: read vs. skip

If you stop agent for a while, you have to choose what to do when it’s
started again: read everything or skip?

Similar to “maxdelay” setting for log[] / log.count(]



Concept: read vs. skip
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Implementation

So, after putting those four ideas into one script, we have a working
frame already



L N
#!/bin/bash
my_log="${1}"
skip="${2}"
skip_time="${3}"
[[ "${my_log}" == "" || ! -f "${my_log}" 1] && exit

log_read=$(dirname "${0}")/.%$(basename "${my_log}").${skip}.read

current_size=$(wc -c < "${my_logl}")

[[ ! -f "${log_read}" ]] & echo "${current_size}" > "${log_read}"

if [[ "${skip}" == "skip" && $(($(date +%s)-$(stat -c %Y "${log_read}"))) -gt "${skip_time}" 1]; then
echo "${current_size}" > "${log_read}"
fi

bytes_read=$(cat "${log_read}")
echo "${current_size}" > "${log_read}"

[[ ${bytes_read} -gt ${current_size} ]] && bytes_read=

tail -c +$((bytes_read+1l)) "${my_log}" | head -c $((current_size-bytes_read))

exit




Implementation

It would just read data and output fresh lines without any further
processing

What you do next with this ability to collect data depends on your
needs and imagination

Time to see it in action!



Example no. 1

Limit of 600k lines per minute

Both log[] and log.count[] share same limitation of 600k lines to be
analyzed per minute



Example no. 1

_!: Line count in /stuff/monitor/FACILITY/localO-log (per 1 min)

600 K

last ly avg max
Line count in /stuff/monitor/FACILITY/local0-log (per 1 min) 24413 K 20.17 K 408.16 K 600 K




Example no. 1

tail -c +$((bytes_read+1)) "${my_log}" | head -c $((current_size-bytes_read)) | wc -1




Example no. 1: configuration

UserParameter=log.count.custom[*],/etc/zabbix/zabbix_agentd.d/zbx_scripts/log_count.sh "$1" "$2" "§3"

Line count in /stuff/monitor/FACILITY/local0-log (per 1 min) - custom
Zabbix agent
Key  log.count custom[/stufffmonitor/FACILITY/local0-log,skip, 180] Select
Type of information  Numeric {unsigned)
Units
Update interval

Custom intervals

Flexible Scheduling shH8




Example no. 1: performance

[root@linux ~]$ for 1 in $(seq 1 6); do time ./log_count.sh /stuff/monitor/FACILITY/local®-log && sleep $((1*20)); done

real 015s
user 008s
sys .006s

real
user
sys

real
user
sys

real
user
sys

real
user
sys

real Omo .
user Omo.
sys Omo.
[root@linux




Example no. 1: result

values

last min avg max
Line count in /stuff/monitor/FACILITY/local0-log (per 1 min) [avg] 24413K 20.17 K 408.17K 600 K
Line count in /stuff/monitor/FACILITY/local0-log (per 1 min) [avgl 24277K 11391 K 42428K 1.07M




Example no. 2

Collecting something just for the sake of feeding it to calculated items
later on

AND

having lots of that “something”



Example no. 2

Each line of log has duration component — say duration of request
processing

You want to check, what’s average duration per minute



Example no. 2

Payment Validation - requests duration per minute

450 ms

400 ms

350 ms

300 ms

250 ms

200 ms

150 ms

100 ms

50 ms

0 ms
7-22 2208 7-22 2222 7-22 22736 7-22 22250 7-22 2304 18 7-22 2332




Example no. 2

But what to do, when you have 10k+ of such lines per minute?

Storing all of it just for the sake of calculating that one average value is
of course inefficient

Displaying 10k+ dots is also not a good idea...

So all you need is just 1 average value per minute



Example no. 2

duration_sum=
count=

while read duration; do
[[ ${duration} == "" ]] && continue

duration_sum=$((duration_sum+duration))
count=$((count+1))

done <<< "$(tail -c +$((bytes_read+1l)) "${my_log}" | head -c $((current_size-bytes_read)) | grep -P "${request_pattern}"”
| grep -Po "(?<=DURATION\=)(\d+)(?=\")")"

[[ ${count} -eq ]]1 && duration_avg=0 || duration_avg=$((duration_sum/count))




Example no. 2: result

} - Request count } - Request duration

25 ms

15 ms

0 0 ms
7-1918:03 719 21:34 7-20 01:06 7-20 04:37 7-20 08:09 7-20 11:40 7-19 1813 7-19 21:48 7-2001:24 7-20 04:59 7-20 08234 7-2012:10
- Request count per 1 min == - Successful Request count. . request duration (1 minute avg)




Example no. 3

Multi line analysis

Your interest to find something meaningful might sometimes lay in
multiple lines



Example no. 3

Say you have a request with some unique identifier PAYMENTID=...
logged as one line and later some answer / response should be logged
for the same PAYMENTID

What if response is never logged and you want to know it?



Example no. 3: configuration

No response for payment

Type Zabbix agent (active)

Key log.reader multiline[ftmp/multiline_log,skip,3600, request response, PAYMENTID 60] Select

Type of information  Text
Update interval 10s

Custom intervals

Flexible Scheduling




Example no. 3

0
#!/bin/bash

my_log="${1}"
skip="${2}"

skip_time="${3}"
request_pattern="${4}"
response_pattern="${5}"
identifier="${6}"
timeout="${7}"




Example no. 3

[[ ! -d $(dirname "${0}")/$(basename "${my_log}").tmp ]] && mkdir $(dirname "${0}")/$(basename "${my_log}").tmp

tmp_dir=$(dirname "${0}")/$(basename "${my_logl}").tmp




Example no. 3

L N
while read line; do
[[ "${line}" == "" ]] && continue

uniqueid=$(grep -Po "${identifier}=\K(\d+)" <<< "${1line}")
echo "${uniqueid}" > "${tmp_dir}/${uniqueid}"

done <<< "$(tail -c +$((bytes_read+1l)) "${my_log}" | head -c $((current_size-bytes_read)) | grep -P "${request_pattern}")"




Example no. 3

L N
while read line; do
[[ "${line}" == "" ]] & continue

uniqueid=$(grep -Po "${identifier}=\K(\d+)" <<< "${1ine}")
rm -f "${tmp_dir}/${uniqueid}" 2>/dev/null

done <<< "$(taill -c +$((bytes_read+1l)) "${my_log}" | head -c $((current_size-bytes_read)) | grep -P "${response_pattern}")"




Example no. 3

o0
while read line; do
[[ "${line}" == "" ]] && continue
if [[ $(($(date +%s)-$(stat -c %Y "${line}"))) -gt "${timeout}" ]]; then
echo "No response for ${identifier}=$(cat ${1line})"

rm -f "${line}" 2>/dev/null
fi

done <<< "$(1s -1 ${tmp_dir}/* 2>/dev/null)"




Example no. 3

[root@linux ~]$ cat
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2024-07-23
2024-07-23
2024-07-23
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2024-07-23
2024-07-23
2024-07-23
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2024-07-23
2024-07-23
2024-07-23

09:
09:
09:
09:

09:
09:
09:
09:
09:

09:
09:
09:

34:
34:
34:
34:

35:
35:
35:
35:
35:

35:
35:
35:

[root@linux ~]$%

42
47
51
56

07
11
14
18
23

30
40
45

/tmp/multiline. log

request PAYMENTID=100001 yJUQr2m6JNFshgACHwo429TkogJSUffjPMLnaTdCIqIJSn8RIB5h1nAidDgdrUGT
request PAYMENTID=100002 JzJvP1AQI4rDTLG6KPXgO0iMA2b4xAdqjiLQj7dfwbIb8yL5GT9V1b91qsx1dZr8Z
request PAYMENTID=100003 rq5kTuycIgrszUrGrrzjUFkcDXMENOZHAh21qlg0z0b6fzPLtRwccw7jwb9 qOFK
request PAYMENTID=100004 7nhM8KRT60FbsLt3mzsWi1lJuHNcywC7T1CHrowiMsntFFzhwfy2VKW7UAILT2YZ1

response PAYMENTID=100001 XzEO5JKG7ELFtjfRsiw9pF8fhu9QcgvKoHHWLWYoaRtJ1r071vnwVpMASO8t0DDw
response PAYMENTID=100002 1c2DMYQhy5rpxvCELfz76ESPjJKFXIluI5nNWhoY S40sQJ8nlwWUZ56pZKWaurA
response PAYMENTID=100003 nD HyKJEMuqhKbZQs 3czVvmqBIZ8nrhSmz2KrGAvpdPUFyMxKYKMVRSdOXAmJIwU
response PAYMENTID=100004 SDj3psaElQ7DBejae3n2RNDSr Hdsi1k4NxAfY1kM62yALP44f1lkrfDDBcelFgKdn
request PAYMENTID=100006 FdWZsHr1dQV8GKIMFi1zGjNDUtHrbESoudardJ gIMDcnnkj6DbKtubKKvzeU3Bzk

request PAYMENTID=100008 If uAsc7fY5pdouKUV3juvCIV8NwawOoHWt14111dJJzPgEMMcc7IfFMudQVCBUS
response PAYMENTID=100006 UfXSCcbkbscX2RTAGwwfPX3vUOil01l6tFDhWWThakindneSwrCQFiTEq4py09yfj
response PAYMENTID=100008 ITLOU9jff3hI6Ujyu3bvoHhXblbLelb99mlf7jAXZMbGyYKYP8NKHc9dgxUhDCFM




Example no. 3

0
[root@linux ~]$ 1s -1tr /etc/zabbix/zabbix_agentd.d/zbx_scripts/multiline.log.tmp/

total
-rw-rw-r--. zabbi1x zabbix Jul :35

-rw-rw-r--. zabbi1x zabbix Jul :35
[root@linux ~]%




Example no. 3: result

2024 07-2309:36:43 No response for PAYMENTID=100007

2024 07-2309:36:03 No response for PAYMENTID=100005




Example no. 3: trigger

Name No response for payment {{ITEM VALUE} regsub("PAYMENTID=_\d+)", "\1")}
Event name No respo for payment {{ITEM.VALUE}.regsub("FAY MENTID=(\d+)",
Operational data

Severity Not classified Info - Average High Disaster

Expression f£ind (/"
*fleg.reader.multiline[/tmp/multiline.leqg,skip, 3600, re
quest, response, PAYMENTID, €0] , , , "No response for")=1

OK event generation Expression Recovery expression None
PROBLEM event generation mode  Single Multiple

Allow manual close




Example no. 3: result

Warning

Warning




Run as passive item

With this approach you can analyze logs with passive item type

Why is it important?



Run as passive item

: Iltem values

last min avg max
Line count in /stuff/monitor/FACILITY/local0-log (per 1 min) [avg] 600 K 9.34K 370.97K 600 K
Line count in /stuff/monitor/FACILITY/localO-log (per 1 min) - custom [avg] 554.18K 11348K 37039K 675.36K




Run as passive item

Line count in /stuff/monitor/FACILITY/local0-log {per 1 min) - custom

Type Zabbix agent

Key  log.count.custom[/stufffmonitor/FACILITY/local0-log] Select

Type of information  Numeric (unsigned)
Units
Update interval

Custom intervals

Flexible Scheduling sh8




Run as passive item

Another use case — active-passive clusters

Add virtual hostname to point to current active node and run such item
as passive

This is how you won’t have unsupported / useless item (trigger) on
passive and no manual work needed to control this



https://github.com/blnaryl/zabbix

»



https://github.com/b1nary1/zabbix

Thanks!
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