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Who are we?

Introduction
Zabbix is one of the crucial systems we use to deliver our SOC 

and SNOC services

 In recent years, it has been necessary to developer integrations 

with third parties cybersecurity software

in order to have single pane of glass about “What’s going on”

We specialize in cybersecurity and 

much more; we develop applications 

and integrations. 

Since 10 years already.

We have worked on different methods in order to 
achieve our integration requirements.



• Broker approach:
⚬ Use external application to manage the 

orchestration of operations

• Serverless approach:
⚬ No external application required

We’ll talk about:

Veeam

Sophos

Nozomi

Different approach for different challanges



1) Global visibility

2) Realtime monitoring

3) Instant notification

4) Rapid response

View everything in one place

Accurate data and no time waste

Alert the team quickly in any way possible

No long process

Objectives



Using Sophos APIs & Zabbix API.
Event Detection by the Sophos Endpoints Security Agents

Application Flow
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WhySecurity 
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Using Sophos APIs & Zabbix API.
Event Detection by the Sophos Endpoints Security Agents

What we see on Zabbix



Thanks to the use of Zabbix APIs, we have automated the creation of: 

• Hosts

• Items

• Triggers

We created a fully automatic and autonomous process for registering hosts from 

Sophos to Zabbix.

• 4000+ Hosts created using API.

• 0h Time wasted by Humans.

Pros:
• Numerous methods provided by the Zabbix APIs.

Cons:
• It is necessary to create an external application for orchestrating the HTTP Calls.

Using Sophos APIs & Zabbix API.
Event Detection by the Sophos Endpoints Security Agents



SOC OT Vulnerabilities Detection
Using Zabbix Trapper and NOZOMI

Nozomi is a cybersecurity platform that provides solutions for monitoring and securing industrial 

control systems (ICS) and operational technology (OT) environments

Nozomi's technology uses network monitoring and artificial intelligence to gain visibility into 

complex industrial networks, identify vulnerabilities, and offer actionable insights to prevent 

potential security incidents.

Zabbix Proxy

NOZOMI



SOC OT Vulnerabilities Detection
Using Zabbix Trapper and NOZOMI

We used a Master item to collect the raw data and dependent item with 

Javascript preprocessing.

Master Item - Trapper



SOC OT Vulnerabilities Detection
Using Zabbix Trapper and NOZOMI

Using Javascript we filter the vulnerabilities based on the score.

Dependent Item - Trapper



SOC OT Vulnerabilities Detection
Using Zabbix Trapper and NOZOMI

The final result is this.



Cyber Resilience: Backup with Veeam
Using HTML Report and Zabbix Trapper.

We needed to integrate Veeam Backup statistics in Zabbix using 

Powershell, Zabbix API and Python.



Cyber Resilience: Backup with Veeam
Using HTML Report and Zabbix Trapper.

Veeam

Scheduled Time HTML Report

HTML Analyzer

Step 1.

Step 2.

Step 3.



Cyber Resilience: Backup with Veeam
Using HTML Report and Zabbix Trapper.

We extract 35 properties with relevant VM information from each 

HTML report.

Template items



Cyber Resilience: Backup with Veeam
Using HTML Report and Zabbix Trapper.

We extract 35 properties with relevant VM information from each 

HTML report.

Raw data example



Cyber Resilience: Backup with Veeam
Using HTML Report and Zabbix Trapper.

With the Zabbix APIs, we create the hosts representing VM’s and populate 

the trappers with information obtained from the HTML Veeam Report.



Serverless Approach
Using Zabbix only, no external app required.

Directly using HTTP Items we can make HTTP Calls to our technologies.

Pros:
• Easy to write

• Easy to debug

• Easy to change

Cons:
• No automatic host creation

• Manual application of the template/items to the hosts.



Shodan Vulnerabilities and network exposure
Using Zabbix only, no external app required.

Let’s start with Shodan!

Shodan is a internet search engine for Internet-connected 

devices. It allows users to discover security vulnerabilities, 

monitor network exposure, and assess potential risks by providing 

detailed information about each device's open ports, services, and 

software versions.

We do cybersecurity, so it's obvious that we need it.
But how to integrate it into Zabbix?



Using Zabbix only, no external app required.

By combining the power of HTTP items and JavaScript,

we can achieve a good results!

First, we created a template: Shodan_Template
then we created some HTTP Items like this:

Shodan

Integration

HTTP Item

Shodan Vulnerabilities and network exposure



Using Zabbix only, no external app required.
Shodan Vulnerabilities and network exposure

Then we used Shodan API to get the informations.

And a bit of Macros and Javascript preprocessing.



Using Zabbix only, no external app required.
Shodan Vulnerabilities and network exposure

Combined with the addition of a few triggers, this is the result



We monitor over 60 properties using Zabbix HTTP items,

without using external software.

What we used:

• HTTP Items
• Master & dependent item

• Javascript Preprocessing

Firewall

Using Zabbix only, no external app required.
Sophos Firewall Surveillance



Firewall

Using Zabbix only, no external app required.
Sophos Firewall Surveillance

These are some of the properties that we monitor:

• VPN Status

• HA Status

• SNMP Status

• SSH Port

• License Expiration

 With Zabbix, we can monitor if some of these properties   change over 

time and take action.



Using Zabbix only, no external app required.
Sophos Firewall Surveillance

We used an HTTP Item to get all infos from Sophos Firewall

• Each host is autonomous in identifying its own changes.

• No new container deployment is necessary in case of code changes.

• Instant visualization of the HTTP call result.

Zabbix host: Firewall_1

Zabbix HTTP Item: Get_All_Info()

Zabbix Dependent Item: IPS_Status

Zabbix Dependent Item: Admin_Port

Zabbix Dependent Item: SSH_Status

Active

8045

Disabled



Using Zabbix only, no external app required.
Sophos Firewall Surveillance

HTTP Items

Depend items

Preprocessing is the key!

We used Javascript and JSON Path preprocessing.



Using Zabbix only, no external app required.
Sophos Firewall Surveillance

We show all the 

information on a map.



From Zabbix to Ticketing System

Monitoring is crucial for identifying issues, 

and once identified, they need to be handled by our team. 
We have also integrated Zabbix with our CRM.

Zabbix
Our CRM

Open Ticket on CRM directly from Zabbix



From Zabbix to Ticketing System

By clicking on the problem, a manual action can be performed that results in 

the creation of a To-Do in our CRM.

Step 1

Open Ticket on CRM directly from Zabbix



From Zabbix to Ticketing System

By clicking on the problem, a manual action can be performed that results in 

the creation of a To-Do in our CRM.

Open Ticket on CRM directly from Zabbix



From Zabbix to Ticketing System

By clicking on the problem, a manual action can be performed that results in 

the creation of a To-Do in our CRM.

Open Ticket on CRM directly from Zabbix



From Zabbix to Ticketing System

By clicking on the problem, a manual action can be performed that results in 

the creation of a To-Do in our CRM.
CRM

Open Ticket on CRM directly from Zabbix



From Zabbix to Ticketing System

We used a manual script and some macros.
Subsequently, an HTTP call handles contacting the CRM.

Macros

Script with HttpRequest() object 

to make HTTP Call.

Open Ticket on CRM directly from Zabbix



Much more is coming.

Let’s keep in touch.

For any questions: info@whysecurity.it
https://www.whysecurity.it    

Vincenzo

Gabriele

Thanks for your attention
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