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Basic principles of federated observability

 ABOUT 
In this presentation, I will address strategies for 

expanding the capabilities of Zabbix. This entails 
enhancing scalability, broadening functionality, and 

refining the management, processing, and analysis of 
telemetry and observability data to align with specific 

operational demands and requirements.

The concept of "federated observability" entails 
consolidating the capabilities inherent in multiple platform 
instances, processing pipelines, and bespoke 
computation and analysis to unify their impact.
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 USE CASE 
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 USE CASE 

Reliable, one-shop, 
“include all bells and 
whistles” solution for 
Monitoring and 
Observability if you are 
satisfied with several 
concepts and limitations. 

Where Zabbix 
shines

Single server instance 
performance

Agree to extend your 
functionality through 

Zabbix API. 

Collection functionality 
extension is traditionally 

based on Agent. 

Data submission is 
through Zabbix Trapper 

or API.

Single DB instance 
performance
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 USE CASE 

Provide a reliable 
transmission and storage 
telemetry bus for enabling 
the same set of telemetry 
to multiple Zabbix 
instances. Provide a one-
shop scripting solution for 
creating computational 
and analytical pipelines. 

ZBUS extends 
Zabbix 

capabilities

Telemetry bus

Observability-focused 
scripting language

Processing pipelines

Easy integrations



Basic principles of federated observability

 USE CASE 

Where Zabbix 
shines

Zabbix is an excellent 
monitoring and 

observability platform 
deserving a better 

scalability.

Zabbix provides all tools 
and APIs to implement 

true horizontal 
scalability.

Functional horizontal 
scalability and pipelines 
will simplify the adoption 

of advanced analysis 
practices.

This will make Zabbix a 
strong player in the 
market occupied by 

traditional SaaS 
observability solutions.

ZBUS extends 
Zabbix 

capabilities
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 COMMON PATTERN 
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Something else?

NOW, WE DO HAVE DATA AND 

FUNCTIONALITY ISOLATION.



Basic principles of federated observability

 BASIC ARCHITECTURE 
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 QUICK INTRO 
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 QUICK INTRO 

Run ZBUS 
Universal Data 

Gateway to 
export Zabbix 

telemetry to the 
bus.

… and configure Zabbix Connector.
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 QUICK INTRO 

Then check if you can see Zabbix 
telemetry published on the telemetry  
bus by sending a query through the 

Zabbix Agent.



Basic principles of federated observability

 IMPLEMENTATION 

Now, instead of isolated instances, you have a 
federated observability architecture. Multiple 
Zabbix instances can individually contribute 
collected and computed telemetry, making 

this data available to all members.
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 BASIC ARCHITECTURE 

Zabbix 
ServerDB

UI

Agent
ZBUS loadable module

ZBUS Universal Data Gateway 
Events catcher

ZBUS Telemetry Bus

ZBUS Universal Data 
Gateway can capture 
information about events 
generated by Zabbix 
servers that are members of 
the federation and publish 
events on the Telemetry 
bus, where they can be 
accessed as regular 
telemetry.
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 EXTRAS 

Universal Data 
Gateway can 

enhance 
telemetry with 
statistical and 

forecast 
computation.

You can 
programmatically filter 

and transform 
telemetry in real-time.
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 EXTRAS 
While sampling data 

in real-time,  
Universal Data 

Gateway can detect 
anomalies and 
breakouts in 

telemetry.

… also, a ZBUS UDG can 
categorize log entries 
 while accepting data  

from Zabbix and sending 
it to a telemetry bus.
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 EXTRAS 

ZBUS Universal Data Gateway

ZBUS Telemetry Bus

SYSLOG

ZBUS Universal Data Gateway

NATS

ZBUS Universal Data Gateway

PROMETHEUS EXPORTER



Basic principles of federated observability

 EXTRAS 

ZBUS Universal Data Gateway

ZBUS Telemetry Bus

ZABBIX Sender

ZBUS Universal Data Gateway

NATS

ZBUS Universal Data Gateway

MQTT
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 EXTRAS 

ZBUS Telemetry Bus

ZBUS Universal Data Gateway

ClickHouse

Storage
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 EXTRAS 

ZBUS Telemetry Bus “B”

ZBUS Universal Data Gateway

Enhancing telemetry 
with statistical 

analysis
Enhancing telemetry 

with statistical 
analysis

Enhancing log entries 
with classification

Telemetry pipelines 

ZBUS Telemetry Bus “A”
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 EXTRAS 

ZBUS Telemetry Bus

ZBUS Universal Data Gateway 
JSON-RPC API

Enabling access to 
telemetry data 

published on a bus 
for any JSON-RPC 

client.
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 WHERE IS THE SOURCE? 

The conference presentation format limits me from 
covering all aspects of the federated Zabbix platform. 
However, this brief overview may pique your interest in 
this topic. The full source code and some 
documentation is available here.

https://github.com/vulogov/zbus_universal_data_gateway

ZBUS Universal 
Data Gateway 

https://github.com/vulogov/zabbix_zbus_module Zabbix loadable module 
for accessing data on 

telemetry bus

https://github.com/vulogov/zbus_universal_data_gateway
https://github.com/vulogov/zabbix_zbus_module
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 REQUIREMENTS AND LICENSES 

The Rust and GCC compilers are 
necessary to compile both the ZBUS 
Universal Data Gateway and the Zabbix 
loadable module. Additionally, the 
compilation of the Zabbix loadable module 
requires access to the Zabbix source code. 
The software required for Zabbix Federated 
Observability is distributed under an 
Apache 2.0 license.
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 ABOUT ME 

My name is Vladimir Ulogov. I am a seasoned software developer 
and software/systems architect with an extensive 30+ years of 

experience in the field of information technology. Over the course of 
my career, I have devoted 25 years to the specialized domain of 

monitoring and observability, with a significant portion of 15+ years 
purely dedicated to working with the Zabbix platform. Throughout 
my professional journey, I have accumulated 5 years of invaluable 

experience working for companies committed to the development of 
monitoring and observability solutions and associated technologies.

https://linkedin.com/in/vladimirulogovL I

https://linkedin.com/in/vladimirulogov

