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Customizing Zabbix with built in 
JavaScript



[SEC=PROTECTED]

Who am I?

Edwin Muller
Consultant Telecom Smart Meters

oicts.com
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Who am I?

Nathan Liefting
Zabbix Consultant / Trainer

oicts.com
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oicts.com

• Zabbix support

• Zabbix training

• Zabbix consultancy

• And more…

https://www.linkedin.com/company/opensource-ict-solutions/
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Wireless devices - SNMP

Wireless assets Size

Smart Meters 3.200.000

Distribution automation 10.000

Street Lighting 20.000

Power Quality 53

Alarm indicators 4.000

Gas automation 120

Others 200
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Why Zabbix in Alliander?

• Monitoring of health, performance and availability of wireless routers
• Monitoring of the communication chain
• Monitoring internal systems, detection of mass outages

• Keeping firmware up-to-date
• Historical behavior of routers

• Wireless signal quality
• Signal to Noise ratio

• Up-to-date wireless network provider information (why?)
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Why up-to-date wireless provider information?

• Routers are wireless with eSIM
• Remote SIM Provisioning (RSP)
• Providers may vary per device

• Roaming
• Multi IMSI
• Multi profile

• Dashboards and Trends per provider
• Cost management
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Problem: We want to have a value from an item as a tag

End result:  Dynamic item tag on the host level
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How do we achieve this without external scripting?

• Zabbix introduced built-in Javascript
• Available in various locations: Global, item level
• Extensive Javascripting capability with Duktape
• NOT extendable with libraries

• Go to Alerts | Scripts
• Type: Webhook
• Name the script
• Parse Parameters
• Write a Script
• Define other parameters
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Let’s break down the script

Parse parameters
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Let’s break down the script

Define your API call(s)

Execute API call
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Mobile networks – Costs in Control

• Unlike fixed networks costs in mobile networks are key

• Ping to test network with minimal costs (200 bytes per ping)

• Use ping before SNMP increases success rate, to “wake up device”

• Count #pings until successful with max retries setting

• Each mobile network technology has optimal ping settings!
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Problem: We want to execute SNMP only if ping is successful

End result:  Execute (multiple) pings then execute SNMP walk
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In short, let’s create the ICMP script

• Simple bash script to execute 1 ping
• If ping successful STOP

• If not try a max of 3 more

• Send result back with Zabbix sender
• Send as JSON

• Collect status, retries, time and loss
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What about the Javascript?

Trigger when ping received

Create tag

Notes:

• Nodata auto resolves after 30s, so 
watch the script execution time

• Tag has to be created to execute 
JavaScript

• Creates many events
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Now we create the script

• Alerts | Scripts

• Parse parameters to the script
     HostID, API Token, Zabbix API URL

• Communicate internally
     (localhost on single instance Zabbix server)

• Write the script
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Let’s break down the script

Again: Parse the paremters

Also:  Do not forget to add error logging
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Let’s break down the script

Now how do we execute SNMP through the API?

Step 1: Get item data (search for key snmp.get)
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Let’s break down the script

Step 2: Use data to execute now through API with task.create
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Do not forget the action

Alerts | Actions

Execute the JavaScript through action operation
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Zabbix 7.0: Another way to reduce data

SNMP Bulk collection
• Reduced data collection load
• Increased bytes used

SNMP get collection
• Increased data collection load
• Decreased bytes used

• Zabbix 7.0: Single item for many OIDs 



[SEC=PROTECTED]

Benefits of Zabbix for Alliander

• Near-Real-Time and more extensive information of mobile devices

• Alarms for routers that need (immediate) action

• Network management system including all peripherals

• Historical data for identification of trends

• Customization of Zabbix enables ability to minimize data usage
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Customize, customize and wait

Custom Additions:

• Zabbix built-in JavaScript
o Global
o Items
o Media types

• Script items

Added by Zabbix:

• SNMP Bulk items

• SNMP Get items in single item

• More to come?
o ICMP Ping max retry item:
ZBXNEXT-9497
o Item execution dependencies:
ZBXNEXT-9498
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Questions?
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