Customizing Zabbix with built in
JavaScript
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Explore the new features of Zabbix 7 for designing, building,
and maintaining your Zabbix setup

e Zabbix consultancy

Zabbix 5

IT Infrastructure Monitoring

e And more...
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Foreword by Alexei Vladishev, Creator of Zabbix
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Wireless devices - SNMP
wirelessassets sz |

A | iskrA ES Smart Meters 3.200.000
iv_ \ Yi Distribution automation 10.000
i - i Street Lighting 20.000
a5 Sl Power Quality 53
= g Alarm indicators 4.000
5 Gas automation 120
| Others 200
’

aLutiander T_eillecom @ Opensource ICT Solutions
[SEC=PROTECTED]




Why Zabbix in Alliander?

* Monitoring of health, performance and availability of wireless routers
* Monitoring of the communication chain
* Monitoring internal systems, detection of mass outages

e Keeping firmware up-to-date
* Historical behavior of routers
* Wireless signal quality
e Signal to Noise ratio
e Up-to-date wireless network provider information (why?)
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Why up-to-date wireless provider information?

* Routers are wireless with eSIM
e Remote SIM Provisioning (RSP)
* Providers may vary per device

* Roaming

e Multi IMSI

e Multi profile

* Dashboards and Trends per provider
* Cost management
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Problem: We want to have a value from an item as a tag

| Name a ltems  Triggers

| router-02 ltems  Triggers

End result:

. | Name a ltems  Triggers

| router-02 Items  Triggers

CIREN [l Telecom

-------
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Availability Agent encryption

ZBX | SNMP

Graphs Availability Agent encryption

ZBX | SNMP

Info  Tags

provider: 7?77

Displaying 1 of 1 found

Dynamic item tag on the host level

Info Tags
provider: T-Mobile (3)

Displaying 1 of 1 found
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How do we achieve this without external scripting?

e Zabbix introduced built-in Javascript
* Available in various locations: Global, item level
e Extensive Javascripting capability with Duktape
* NOT extendable with libraries

* Go to Alerts | Scripts
 Type: Webhook
* Name the script
* Parse Parameters
* Write a Script
e Define other parameters

CIREN [l Telecom

[SEC=PROTECTED]

* Name

Scope

Type

Parameters

* Script
* Timeout

Description

Host group

Change host tag Provider

VWELG e GIES  Script | SSH Telnet | IPMI

Name

hostld
tagName
tagValue
token

url

All

Value Action
{HOST.ID} Remove
Provider Remove
{ITEM.VALUE} Remove
zabbix_api_token Remove

I,

|

~
Clone l l Delete l l Cancel ]

@ Opensource ICT Solutions



Let’s break down the script

Parse parameters

var fields = {},
zabbixApiUrl = params.url,
zabbixApiToken = params.token,

hostld = params.hostId,

newTag = params.tagValue,

tagName = params.tagName; Parameters | Name Value Action
hostld {HOST.ID} Remove
tagName Provider Remove
tagValue {ITEM.VALUE} Remove
token zabbix_api_token Remove
url http://127.0.0.1/zabbix/api_jsonrpc | Remove
Add
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Let’s break down the script

Define your API call(s)

// Fetch existing host tags
var getTagsData = |
jsonrpc: '2.0°',
method: 'host.get',
params: |
cutput: 'extend',
selectTags: 'extend',
filter: {
hostid: hostId

} e
auth: zabbixApiToken,

id: 1,

); Execute API call

// Make the API call to get existing tags

var request = new HttpReguest();

regquest.addHeader ('Content-Type: application/json');

var getTagsResponse = request.post(zabbixApiUrl, JSON.stringify(getTagsData));
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Mobile networks — Costs in Control

* Unlike fixed networks costs in mobile networks are key

* Ping to test network with minimal costs (200 bytes per ping)

"le1","2000-01-01 00:00:00,532889","1.1.1.1","2.2.2.2","ICMP","100", "Echo (ping) request 1id=0x53d6, seq=0/0, ttl=53 (reply in 162)"
"le2","2000-01-01 00:00:00,533248","2.2.2.2","1.1.1.1","ICMP","100", "Echo (ping) reply 1d=0x53d6, seg=0/0, ttl=64 (request in 161)"
"163","2000-01-01 00:00:01,995479","1.1.1.1","2.2.2.2","ICMP","100", "Echo (ping) request 1id=0x5528, seq=0/0, ttl=53 (reply in 164)"
"le64","2000-01-01 00:00:01,995820","2.2.2.2","1.1.1.1","ICMP","100", "Echo (ping) reply 1d=0x5528, s5eg=0/0, ttl=64 (request in 163)"

e Use ping before SNMP increases success rate, to “wake up device”
e Count #pings until successful with max retries setting

* Each mobile network technology has optimal ping settings!
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Problem: We want to execute SNMP only if ping is successful

router-13 ICMP Ping status 2s Up (1)

End result: Execute (multiple) pings then execute SNMP walk

“Name A SNMP Bulk collection

Type | SNMP agent v

“Key | snmp.get
Type of information | Numeric (unsigned) v
* Host interface | 127.0.0.1:161 v
*SNMP OID | walk[.1.3.6.1.4.1.123.1.1.32.13.1.1,.1.3.6.1.4.1.666.1.1.51.14.1.1,.1.3.6.1.4.1.123 .1
Units
* Update interval | 0

Custom intervals  Type Interval Period Action

Flexible md31wd1hOmo Remove
- Add
aLtiander '!"e_-llﬁcom @ Opensource ICT Solutions
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In short, let’s create the ICMP script

* Simple bash script to execute 1 ping * Send result back with Zabbix sender
e If ping successful STOP e Send as JSON

* If not try a max of 3 more * Collect status, retries, time and loss

while [ $retry_count -1t $max_retries ]; do
# Perform a single ping using fping
ping_result=$(fping -c 1 -i $interval -t $timeout $hostipdns 2>&1)

# If the output contains "timed out", exit status 0
if [[ $ping_result == *"timed out"* ]]; then
fping_exit_status=0

# Ping failed, increment the retry count

C D),

else
# If "timed out" is not found, exit status 1
fping_exit_status=1

# Ping succeeded, extract time and packet loss from ping result
ping_time=$(echo "$ping_result" | awk -F'bytes,' '{print $2}' | awk '{print $1}')
packet_loss=%$(echo "$ping_result" | awk -F'avg,' '{print $2}' | awk '{print $1}')

json_output="{\"ping_status\": \"I\", \"retry_count\": $retry_count, \"ping_time\": \"$ping_time\", \"packet_loss\": \"$packet_loss\"}"
-z -s $hostname -k -0 "$json_output"

#echo $json_output

exit 0
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What about the Javascript?

Trigger when ping received

Notes:

*Name | ICMP Ping received
Event name | ICMP Ping received

Operational data

Severity = Not classified Warning | Average High Disaster

* Expression | nodata(/router-13/icmp.ping.script.status,30s)=0 Add

Expression constructor

Create tag
Inherited and trigger tags

Name Value

execute snmp Remove
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Nodata auto resolves after 30s, so
watch the script execution time

Tag has to be created to execute
JavaScript

Creates many events
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Now we create the script

* Name

Scope

Type

Parameters

* Script

* Timeout
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Execute SNMP

Webhook Script SSH Telnet IPMI

Name

hostld
token

url

Add

try {..

30s

CIREN [l Telecom

Value Action
{HOST.ID} Remove
api_token_here Remove

http://127.0.0.1/zabbix/api_jsonrpc | Remove

I,

Alerts | Scripts

Parse parameters to the script
HostID, APl Token, Zabbix APl URL

Communicate internally

(localhost on single instance Zabbix server)

Write the script
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Let’s break down the script

Again: Parse the paremters

Parameters  Name Value Action
var fields = {}, hostld {HOST.ID} Remove
zabbixApiUrl = params.url, token api_token_here Remove
zabbixApiToken = params.token, url http://127.0.0.1/zabbix/api_jsonrpc | Remove
hostld = params.hostld; Add
Also: Do not forget to add error logging

// Log the parsed JSON
Zabbix.log(3, '[Execute SNMP script] Parsed JSON: ' + JS0N.stringify(params));

if ('error' in item result) {

Zabbix.log(4, '[Execute SNMP script] Zabbix API item retrieval failed:' + item info.result);
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Let’s break down the script

Now how do we execute SNMP through the API?

Step 1: Get item data (search for key snmp.get)

// Zabbix API reguest to get the item details

var item get data = |{
jsonrpc: '2.0°',
method: 'item.get',
params: |
output: 'extend',
hostids: hostId,
search: {
key : 'snmp.get', // Item key to search for
by

b
auth: zabbixApiToken,

id: 2,
}i
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Let’s break down the script

Step 2: Use data to execute now through APl with task.create

// Zabbix API request to create a task and execute the item
var task create data = {

jsonrpc: '2.0°',

method: 'task.create',

params: [

{
type: 6,
request: {
itemid: item id,

1,
auth: zabbixApiToken,

ke 3y
};
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Do not forget the action

Alerts | Actions

*Name @ Execute SNMP

Conditions | abel Name
A Value of tag execute equals snmp
Add

Execute the JavaScript through action operation

* Default operation step duration | 1h

Operations  Steps Details Start in Duration Action
1 Run script "Execute SNMP" on current host Immediately Default Edit Remove
Add
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Zabbix 7.0: Another way to reduce data

* Name | SNMP Bulk collection SNMP Bulk collection
Type | SNMP agent V] e Reduced data collection load
“Key | snmp.get * Increased bytes used

Type of information | Numeric (unsigned) v
* Host interface | 127.0.0.1:161 v

“SNMP OID | walk[.1.3.6.1.4.1.123.1.1.32.13.1.1,.1.3.6.1.4.1.666.1.1.51.14.1.1,.1.3.6.1.4.1.123.1

Units
* Update interval 0 “Name SNMP get collection
Custom intervals Type Interval Period Action Type | SNMP agent ~
Flexible md31wd1homo Remove
________________________________ “Key | snmp.get
Add
Type of information | Numeric (unsigned) v
* Host interface | 192.168.2.146:161 v
SNMP get collection *SNMP OID @ get[.1.3.6.1.4.1.123.1.1.32.13.1.1,.1.3.6.1.4.1.666.1.1.51.14.1.1,.1.3.6.1.4.1.12
* Increased data collection load Units
* Decreased bytes used * Update interval | 0
Custom intervals  Type Interval Period Action
e Zabbix 7.0: Single item for many OIDs Flexible Gl | Md31wdinomo Remove
Add
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Benefits of Zabbix for Alliander

* Near-Real-Time and more extensive information of mobile devices
e Alarms for routers that need (immediate) action

* Network management system including all peripherals

* Historical data for identification of trends

e Customization of Zabbix enables ability to minimize data usage
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Customize, customize and wait

Custom Additions: Added by Zabbix:
e Zabbix built-in JavaScript e SNMP Bulk items
o Global
o ltems e SNMP Get items in single item

o Media types
* More to come?
* Script items o ICMP Ping max retry item:
ZBXNEXT-9497
o Item execution dependencies:
ZBXNEXT-9498
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Questions?
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