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Who am |?

GERMANY
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Integration Framework
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Monitoring &
Z A B B I X -.- Engineering
Team

Simple & Stable
Standardized

Grafana .
ﬁ ServiceNow
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Visualization Incident & Problem Mgmt.
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Core Zabbix Components
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Alerting

)=y ll Z ABBIX
*"3"@ Problem ID

41

ZABBIX

2025-04-27 11:58:16 AM svc_servicenow (ServiceNow)

2025-04-27 11:58:15 AM

Trigger details
Host

Trigger

Severity

Problem expression

Recovery expression

Event generation
Allow manual close

Enabled

Custom ServiceNow REST API

for incident handling

ServiceNow Netpoint Sent

servicenow

jim} = ] a  +
Number INCO331/l
Correlation display I 5062723 ] ‘
% Caller @ | Event Management Netpoint ‘ Q ‘ ‘E| ‘6‘

* Company © | I ©. O |

Location @ | Mex I ‘ Q ‘ ‘6|
> Category @ | Datacenter V‘
* Subcategory @ | Server V‘
* Service @ |CentraIService—-—Datacenter ‘ Q ‘ ‘i@ |
Service offering | ‘ Q ‘
Configuration item @ |APP01._ ‘ Q ‘ ‘EH ® ‘

* Short description @ [RESOLVED] Windows: High CPU utilization (over 95% for 20m)

Problem Started At
Problem Name
Host

,5m)>90 Severity
Operational Data

Original Problem ID

Knowledge Base Article

Monitoring Alert

08:25:36 on 03.05.2025

Windows: High CPU utilization (over 95% for 20m)
appo1 I

Warning

Current utilization: 100 %

5062723

KB0012851
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Bi-Directional Status Updates
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 Status updates in SNOW reflect in Zabbix

« Acknowledgements in Zabbix are added to the incident as
comments

ZABBIX

svc_servicenow (ServiceNow) [PROBLEM] APC Smart-UPS: No SNMP data collection

netpoint
Dennis Rahmen (rahmen@netpoint.de) acknowledged and commented.

Ticket liegt beim Kunden.

5 servicenow

Current problem status is: PROBLEM

Acknowledged: Yes.
EN i . -04- :51:

rehmen@netnioint de (Dontis Rahmen) Tickst llogt bek Kundeni Event Management Netpoint Work notes » 2025-04-16 13:51:58
svc_servicenow (ServiceNow) [PROBLEM] APC Smart-UPS: No SNMP data collection Dennis Rahmen (rahmen@netpoint.de) acknowledged and commented.
netpoint

Problem started at 01:51:11 on 2025.04.10 Ticket liegt beim Kunden.

Problem name: APC Smart-UPS: No SNMP data collection

Host: o

Severly:\Waming Current problem status is: PROBLEM

Operational data: Current state: not available (0) Acknowledzed: Yes

Original problem ID: 3210507 ged: ’
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Host Sync

GERMANY

« ServiceNow hosts using the “Monitoring” flag in the CMDB for
syncing

« Import of hosts to Zabbix “Discovered Hosts”
 Import hosts from Zabbix inventory [wmeo

servicen w

into SNOW CMDB O ‘
Asset @
« Host GUID saved in Zabbix ATo07<i o]
inventory  Company © -

. .| (©

Class

ZABBIX ‘ Server V‘
‘ Is Virtual
Serial numberA  VMware-42 32 2a 8b cc e7

Serial number @

Serial number B 1d41899ac3¢765765b432105013102 wware-s2baberorss 7o NN |
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Why Za b b |X? CONFERENCE
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« Central item and template config

« Configurable without Linux knowledge
 Easily configurable alert parameters

- Reliable deadman checks and actions

e Trackable problem IDs

« Supported Grafana plugin




'
Customer

d & eckone
90 3oy, 2By SN,
(o)
17 o 1004,
Monitored by
Djg e} tllization
emp/ate nuy by Ze..., Nebu/e A
70% Temo/ate w.., Zebbix serv...,
c/ess.‘ // softWar /'ronm nt: Pro Uct,
90°/o ro/a. arget et Ser,
0y 714 o 1000,
Temperature
Dj
A2 Iq 0o
By 27.00 25.00 24.00 23 0]6)
. B2 25 0o 25 (0)6) 24.00 23_OO
|ew .
A3
@7 20, Oo QO. 0o 20, (0/0) 20 (0)6)
C2 20 Oo 20 (0/6) 20. 0o 20 0o
A7
uplink: outgoing

272

Kbp.

Y TSR



ZABBIX 25

Grafana Integration
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Grafana Customization Cheat-sheet
Categories of customization commands

Configuration Cleaning Visual Hands-On

Welcome to nView

WHut do the commcnas do

Sign in with Entra ID

@ https://shorturl.at/wrWQs e Entra ID |Qgin

 Fully custom docker image
* Azure MySQL as storage




RBAC

» Customer separation
via organizations

Team
Management
Management

DEU

Netpoint

ZABBIX 25
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» Location separation
via teams

Permission

Permission
View
View
View

View
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Dashboards
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Al-Powered Knowledge Base

« Why generate KB Articles:
General information online available 27
Conquer the flood
Create a starting point Customized Templates
« More potential in the future
Escalation matrix
Reference existing articles
206

Local models

Active Triggers
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OpenAl Model Workflow
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(")) Titel, Description,
Expression

ServiceDesk

ervau are elpful e CBines . [ Team
HTML-Template
_0

p>This trigger is activated when ...</p .-.
class=

FE Ty Monitoring &
 clisCheck ...</1d Engineering
AiTdentify ... Team

calation</h4

li>Escalate to Second Level support for ...
i>On-Call support .. i
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Al-Powered Knowledge Base

GERMANY

Windows: High memory utilization

KB0012842
vwrrvereve 1 Views

Description

G e n e ra | ﬁThis trigger is activated when the system's memory utilization exceeds a defined threshold, indicating that the host is running low on

i nfo rm atl O n available memory. This can impact system performance and may be caused by memory leaks, heavy application usage, or insufficient
hardware resources.
Potential Steps

+ Check the memory usage graph, is this a one time problem or accours more often.
» Check the host criticality is it a domain controller or otherwise critical to the infrastructure.

Internal | Escalation
escd | at| onm atrlx » Escalate to 2nd Ivl for further investigation.

e |tis generally not needed to inform OnCall!

Teams add more > e e

i nfo rm at| O n e |Industry PC: Local IT must assess and address any hardware limitations or local software causing memory pressure.




Al-Powered Knowledge Base

" BEWIB PG W61 id-668yI000

Windows: High memory utilization

KB0012842
E 40 Views

Description
This trigger is activated when the system's memory utilization exceeds a defined threshold, indi
on available memory. This can impact system performance may be caused by memory lea
insufficient hardware resources.
Potential Steps

= Check the memory usage graph, is this a one time problem or accours more often.

« Check the host criticality is it a domain controller or otherwise critical to the infrastructure
Escalation

» Escalate to 2nd Wi for further investigation
» Itis generally not needed to inform OnCalll

Special Cases

style
style

div class="section"

h4>Description</h4

p>This trigger is activated

div

div class="section"
h4>Potential Steps
ul

li>Check
li>Identify

div class="section"
h4>Escalation</h4
ul

li>Escalate tc
li>on-Call sup

class="section not
h4 style="margin-t
ul

li><span class

ocal IT must assess and address any hardware limitations or local software causing memaory pressure.

import requests

import sys

import urllib3

import

import os

from openai import OpenAl

client = OpenAI(api_key="xxx")

urllib3.disable_warnings(urllib3.exceptions.InsecureRequestWarning)

ZABBIX_API_URL = "https://mon.netxxxpoint.de/api_jsonrpc.
ZABBIX_USERNAME = "svc_import"
ZABBIX_PASSWORD = "xxx"

TEMPLATE_GROUP_NAME "Netpoint™

SERVICENOW_INSTANCE = "https://xxx.service-now.com"
SERVICENOW_USERNAME = "svc_sn_zabbix"
SERVICENOW_PASSWORD = "xxx"

SERVICENOW_KB_ID = "xxx"

SERVICENOW_CATEGORY_ID = "xxx"
SERVICENOW_KB_AUTHOR_ID = "xxx"

HTML_FILE_NAME = "article_content.html"
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