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GETTING CLOSER ™

TO ZABBIX 8.0

Alexei Vladishev
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Zabbix Cloud

ZABBIX|o

Enterprise SaaS 7 tiers 5 regions
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7 tiers for various needs

From SMBsto large enterprises

ZABBIX|o

Nano: 50 NVPSMicro: 100 NVPS Small: 250 NVSP
Medium: 1K NVPS

Large: 2.5K NVPSxLarge: 5K NVPS2xLarge: 10K NVPS

Also extra hourly budget for performance spikesis included

zabbix.com/cloud .
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Starts with 50$ per month

No per metric, host, users, whatever fees!

ZABBIX|o

zabbix.com/cloud \
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7ABBI| X E 10GB are free forever

0.3$ per extra GB per month

zabbix.com/cloud



ZABBI| X 4

CONFERENCE

Perfect for hybrid use

A powerful combination with Zabbix Proxies

ZABBIX|o

zabbix.com/cloud 3



Advantages

ZABBIX|o
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Secure by design: separation of resources
Automatic upgrades and security patches
Automatic and on -request backups

Scale as you grow

Low and predictable TCO, no hidden cost
Fixed pricing for different levels of

performance (NVPS) and storage
requirements
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How to start?

Go to:
zabbix.com/cloud

ZABBIX]|o)|

Log in to your Zabbix
Cloud Account

B4 john.doe@zabbix.com
() eeseccssescscccns ()

Remember me Forgot password?

Don't have an account? Sign up
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5 regions

Select from 5 regions and choose the data
center that best fits your organization

7 tiers

Pick a tier that fits your budget and monitoring
requirements

Unlimited metrics

Zabbix Cloud does not limit the type and
number of metrics you can collect

Automatic updates

It is our responsibility to keep your instances up
to date and patched.



What As coming next ? HEEH>S

2025 Q2 / Q3

MSP: Support of organizations with user roles

Proxies for Geo distributed monitoring!

ZABBIX|o 2025 Q4 / 2026 Q1

Support of SSO together with Zabbix 8.0

Auditlog

SOC2 type 2 certification

10



Our mission ZABBIX pds
CONFERENCE

We help businesses deliver
flawless services for a
better world and happier people
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Staying free and open -source

An Inclusive solution
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An all -in-one solution

One product for all monitoring and  observability needs



Collecty Analyzev React and Visualize

ZABBIX

Agent
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Apps
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Proxy

Agentless

ZABBIX|o

A Frontend
A Backend
A Database
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Visualization
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: : ZABBIX WS
All levels:from infrastructure to business conrerence

LATIN AMERICA

NET (@ 28 e Diecto Bicnveno sceducen @) g ClusterControl W Confluence Cooling O wrre R ™

B usl n eSS Se rVI CeS NET 1C:NpennpuaTHe Active Directory ActiveMQ Alcatel Lucent Cloudstack ClusterControl Confluence Cooling Core0S HTTP HTTPS Huawei

SLA/SLI Alerta ANSIBLE v . (] cPanel D-Link Eake & | 45200 fBrma

Synth et| C Alerta Android Ansible Antivirus Apache Couchbase cPanel D-Link Database monitoring Datacom IBM AlX |BM AS/400 1BMMa

Cloud APC E 0] ARISTA ] @ (> ONS & () (inteD [ inersystems

ARDUTNG dacker

K8S APC Appdynamics Application monitoring Arduine Arista DB2 Debian Dell DNS Docker Ingress Intel Intersystems

OpenS hift aruba o AVAYA [} Drupal” € = ellex DELLEVC . Re Dlabber -

C O ntal n e I'S Aruba Asterisk Avaya AWS AWS CloudWatch Drupal Elasticsearch Eltex EMC Emerson IRC Jabber JasperReports

A, . " . ':'

AP I S ‘ ' ?O m |l Barracia &5 = Extreme @ o B s JBow @ Jenkins ¥XJIRA

WE B AWS EC2 AWS 53 Backup Bacula Barracuda Exim Extreme Networks F5 Networks Facebok Messenger Fedora JBoss Jenkins Jira

User ex pe rience & Blue®Coat  bmeRemedy [5or] snocave S @ i Flowdock Fi3ATINET [ ) julia Juniper &
Bigpanda Blue Coat BMC Remedy BorgBackup Brocade firebird Firewalls Flowdock Fortinet FreeBSD Julia Juniper Kafka

Applications
P rocesses BUFFALD ) ® Capacity planning 5?3, @ FuiisTlséuﬁﬁ-; _d AariaDB B cecrosonmn 1} git \wbernates ;\KVM (KYDCERA

Buffalo Bugzilla c# Capacity planning Cassandra FreshDesk Fujitsu Siemens Galera cluster Geckoboard Git Kubernetes KVM Kyocera
e ¢ & @ceph G Greck ot = ¢ o1 Glpi =GO Google o ] Lenovo I Lexmark <
nVI ro n I I Ie n Centos Ceph Check Point Chef Chrome extension Glassfish GLPi Go Google Apps Google Cloud Lenovo Lexmark Lighttpd
Hardware -
i I‘Cllls‘clll;‘ citrix @ =) cloudera nd n o @ HAPROXY [ B \2 Lucidworks LxC
I n d u Strl al Cisco Citrix Cloud Foundry Cloud monitoring Cloudera Google Maps Grafana Graylog Hadoop HAPROXY Logstash Lucidworks LXC
Network devices . . =
% i ilabili - 0
- ClusterControl X Confluence Cooling O e High Availability @ HITACHI - (Dux (® Mattermost (4

I OT an d Se n SO r d ata Cloudstack ClusterControl Confluence Cooling Core0S High Availability Hipchat Hitachi HDS, HNAS HP Enterprise HP-UX Mattermost Mellanox Memcached

zabbix.com/integrations

16



ZABBI| X 4

CONFERENCE

AAAAAAAAAAAA

Closerto Zabbix 8.0 LTS

Now we are In -between two LTS releases
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A single pane of glass

Total visibility and transparency
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Visualization and reporting CONFERENCE

TIN AMERICA

Z Core cluster status Edidashboars =

© Last 6 hours.

CPU utlization Momory utilzation Disk 10 utiization Network utlization

7t 70 70 %

707 days, 21:00:11 B\.. B\.. / \. . 09:56:34 ..
Cluster uptime « (0 80.77 % on /M 7687% liox  oxlmm 7.44% lwx  oxlmm 7.14% I\/l aJ O r I m p rove m e n tS

Root cause Issues Busy nodes by TPS Cost
100%

All widgets for host and global

Sakt Lake
ity

2 e e dashboards and reporting

Albugerque Memphis AMSIS0541AM 5150720 AM

- " Stable framework for widget devs

Thuana . secal e

EC2node70 1 707days 210021 ) 8947Kbps 825t 20073wis
EC2 node 10 1 7 days, 21:00:21 ) 9 57.40 Kbps 1N05¢0s 208.12wis
. A new set Of advanced W|dgets

= o 7 0 213 89.41 Kbps

£C2 node 19 0 3 96.22 Kops
Load trend Requests per second
EC2nodo 46 s 2066 Kops 12256 Kbps 802115

| | Dynamic dashboards for drill -down

800K 2 10 utilization

8%

and specific use cases

200K 0
5150400AM  S1S04S0AM  5150541AM  S50B31AM  5150722AM 3 A 150 51506220  SAS0S1BAM 5150 5150851AM  G5073BAM 5150824 AM
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Widgets for human readable data

Core widgets

Pie & donut charts
Gauge charts

Item history

Pressure

)Y

2.2 bar

Reporting

New widgets for
better reporting

Al powered widgets

248.12GB =

Widgets
navigators

Host navigator

ltem navigator

Berlin

ZABBI X s}

CONFERENCE

Advanced
visualization

Honeycombs

OpenTelemetry

NetFlow

GaTENATH IPAODRESSER
55% 55%

FACKETSNI
55%

20



/.4 Item card widget

ltem detalls

Latest status and value
Sparkline

Information about tags

Links to related resources

Host card {é}
Zabbix server (1 1]
Disabled

This is dummy host used for testing and developments
purposes within the example.com network.

Host groups Linux servers, Application servers

a5 Ta 0ol n &
Availability

Monitored by _@_ Zabbix server

SpecialOne (Linux by Zabbix agent),

Templates

SpecialTwo (Linux by SNMP)
Inventory
Type linux host
0s Linux version 6.5.0-25-generic...
Serial Number A 1155600023
MAC Address A 12:77:22:51:36:21

component: network | server:isolated | software:linux
class:os [ process:conversion | component: network [EX8

ZABBI X s}

CONFERENCE
Item card {é} cee
Interface enp0s3: Inbound packets discarded [ [} [ 1]

Linux server 001 > Apache by HTTP

Cannot evaluate function: not enough data at "avg(//net.if.in

["enp0s3™],1m)".

Interval

15m

Last check

1h 16m 40s

Type of information

Host interface

Type

Host inventory field

component: network | server:isolated

History Trends
7d 365d
Last value Graph
64.2 Kbps Pow=

Interface enp0s8: Link down,
Interface enp0s8: Ethernet ... more

Numeric (unsigned)

192.168.127.1:10050

Zabbix agent

Type (Full details)

class:os || process:conversion J component: network JEEE 21




/.4: Map object re -ordering

Ability to re -order map elements:
- bring to front

- bring forward

- send backward

- send to back

Bring to front
Bring forward
Send backward

Send to back

Copy

Remove

ZABBI| X 4

CONFERENCE

=| | i | ‘.
{HOST.NAME} I
{HOST.CONN}

22
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7.4: New attributes for Maps onreREncr

Auto hide option for labels
Links  From To Link indicators Action
Server_(96) Server_(96) Pot still one (low-wines): Temperature Edit

Background image to fit map size

Label | {?last(/Pot still one/pot.still.temperature)}

Item value as link indicator oo [ oot | e

Type (OK) |Line v

Color (oK) [

Indicator type | Staticlink | Trigger
I Gl Pot still one (low-wines): Temperature X Select

* Indicators Threshold Type
. 60 Bold line v | Remove

Add

| Remove | l Close l

oK 4 problems

23
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Enhanced user experience

Refined interface for easier use



. PR
7.4: Palette colors for graph widget onreREncr

LATIN AMERICA

Graph
6.0 bar

Pre-defined set of colors

No need to manage colors for individual
items

2025-05-24 01:04:36 AM

Nice looking result with zero -configuration! L B Potsil o (s Pressre 075t

B Pot still three (low-wines): Pressure: 0.78 bar
2.5 bar | B Pot still two (spirit): Pressure: 0.74 bar
e

5-24 12:54 AM 5-24 12:58 AM 5-24 01:02 AM 5-24 01:06 AM 5-24 01:10 AM 5-24 01:15 AM 5-24 01:19 AM
Pot still one (low-wines): Pressure = Pot still four (spirit): Pressure == Pot still three (low-wines): Pressure == Pot still two (spirit): Pressure

25



7.4: Inline form validation

New host

Host IPMI Tags Macros Inventory Encryption Value mapping

* Host name | | RBD52G-5HacD2HnD:TC

Incorrect characters used for host name.

Visible name | RBD52G-5HacD2HnD-TC

Templates | type here to search Select

* Host groups | type here to search | Select

This field cannot be empty.

Interfaces Type IP address DNS name Connect to Port Default

n DNS || 161

SNMP | 192.168.0.256 @ Remove

|IP address: Invalid IP address.

* SNMP version | SNMPv2 v

* SNMP community | {$SNMP_COMMUNITY}

Max repetition count e I:l

This value must be within range 1:2147483647.

+ | Use combined requests
Add

Description

Monitored by Server Proxy group

| type here to search Select

This field cannot be empty.

ZABBI X pss

CONFERENCE

Benefits
Validation

Much better user experience

7.4

Selected forms only

8.0LTS

All Ul

26
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7.4: Dashboard editing improvements

Global view X o

Al dashboards | Global viaw ¢ Zoom ol (D) Laat 15 minutes
Paga 1 --
& o
Top hosts by CPU utilization & | Zabbix server ¢ = System information & -
Hodl A LA 1moavg Smavg 15 av Prociddsd &0 Paramatiar Waksg Chatads 1 2 [ | 3 4
bk i 313% 02 037 040 421 Zaibix, server i running Yos localharst; 10051 u
bl sorver 1 A13% 020 025 .40 441 Zabbh: serder version Td.0nct Riga
T Zabix serves testabl | 08% 044 034 039 441 v Zabiblx frontend varsian T.4.ret
‘alues per sacond
Production Web Server . Murmiber of hosts (onablediSsabled) 43 4310
o 33.28 % 100 Murmiber of femplatos 40 9 67 T
L]
Nurribar of Bems (enabledissablsdingt suppored) 752 TOB /516D
Memory utilization

Fad & o MNurmnber of iricoers {arabled'disabied oroblemdok]) 372 60/ 3T

Hest availability *  Problems by saverity & Geomap
_ r“'f“‘w-"" -0 e D
+ \ X = Miferer
Total Hasts 18 i | 7 bere i“\ ¢
Vearring - - %FE'?““‘-
Aqard [Bce) 2 a .ﬁn
Current problems & - '

0250116 084444 PM = Zabbix sorver MBd14h  Update 3, e e Rk
tost b1 -

2025-01-18 0&44:48 PM * Zabbix sarvar AMBd 14 Update 3 EOMPOnANG Broxy-grous
tmat ab

20050116 08:44:44 PM = Zobbbcserver | Zabbbxenver: Froxy group [lesl: Avellsoliy S 4M 9d 14h  Updete 2, | class: software | component. proxy-grove |
LSt abd Balow T5%: proxy-froud-rnms: lest B
20Z5-01-16 D544:44 PM * Zabbix server | Zabibix sansse Procy group [Proxy load AW 0d 14k Update 3, EOMPOnHANE: PIOKY-GrouD
taat alt balancing]: Avallabiicy below T5% proxy-group-name: Pr...
DOEE-0116 DE:84:44 PM = Zabbex servor | Zabbix Sonen Proxy group [Tosty: Avallablity  4M 9d 14h  Update 3,
It &b Balow T5% prosy-group-rams: Tos! JER0 27
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8.0 LTS:Better

Temperature

uplink: outgoing

212«

Host Card

The Sand R

class: os class: software environment: production

role: frontend target: linux target: server

Disk 10 utilization 1/0 utilization

& 714 %

CPU utilization

uplink: incoming iops: read/write

9.12 kbps 9 80.77 %

Busy nodes by CPU

nd easier to use UI

Busy nodes

20

Load trend
15K

1LOK

nur

MAC ad

ZABBI| X 4

CONFERENCE

Accessibility improvements
Components
Refreshed look and feel

More widgets!

28



8.0 LTS:Dally heatmap widget et

LATIN AMERICA

Item navigator Daily heatmap

Graph
97.485 %

97.484 %

97.483 %

97.482 %

97.481 %
4-17 02:09 AM 4-17 04:15 AM 4-17 06:21 AM 4-17 08:28 AM 4-17 10:34 AM 4-17 12:40 PM 4-17 02:47 PM 4-17 04:53 PM 4-17 06:59 PM 4-17 09:06 PM 4-17 11:12 PM

Zabbix server: /: Free inodes in %




8.0 LTS:Scatterplot

Correlation between metrics

Distribution of values

. .
. ¢ -
. . 9 .
.o-"' ‘e o.. - :.

. o "‘é £‘l.% .
5 Tewts

s e °

moderate, negative, linear

* s
*e
o L ..e..
* ‘o Q
. ° " . '01;.
Jilgc.t 8, o=p o
- . L ] .. . ..
i LA - X
® .' o, 0 . e
* @ o* .
null / no relationship strong, non-linear

ZABBI X s}
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4456 %

44.4 % .

442 %

ja}
440 % ® avg(Linux22_105: Linw<: Context switches per second)1983.32
® avg(Linux22_105: Linwx: Memory utilization) : 44 16%
- 2024-09-16 04:34:51 PM - 2024-09-16 04:49:51 PM
43.8 %
[
435 %
1.60 K 1.85 K 1.90 K 195K 200K 205K 210K 215K

® avg(Linux22_105.Linwe: Context switches per second), avgiLinux22_105:LinwMemory utilization %)
B min{zabbix server: Queue over 10 minutes), max(Zabbix proxy: Queue over 10 minutes)

max (Linux22_105:Linwx: Context switches per second), avg(Linux22_105:Linw::Memory utilization %)

30
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Quality and security

Our top priority
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7.4: Encryption between Server and Ul
Encryption between Zabbix Ul and Server
Enables encrypt all option, no unencrypted
connections are accepted
O |~
ALY
——= =25

Zabbix Ul Zabbix Server

32



7.4: Support of OAuth 2.0

Easy to configure for Google and Office 365

Comprehensive setting for other providers

1] Office 365

N

(

New oauth

* Redirection endpoint 3
* Client 1D @

* Client secre t @

* Authorization endpoint )

Authorization parameters

Authorization code @ m Manual

* Token endpoint )

Token parameters

Enabled

Name

Add

Name

Add

ZABBI X s}

CONFERENCE

[ Clone | [ Delete | [ cancel |

33
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/.4: Secret macro resolution on proxies

Secret vault macros
sent to proxies
unresolved

Off by default

Frontend URL

* Group for discovered hosts

Default host inventory mode

User group for database down message

Log unmatched SHMP traps

* Login attempts

* Login blocking interval

Vaul provider

Example: hitps:/Mocalhost/zabbiu'uif
Discovered hosts X Select

Manual Altomatic
Zabbix administrators X Select

L

Authorization

]

30s

Storage of secrets

HashiCorp Vault CyberArk Vault

Resolve secret vault macros by ﬂ

Validate URI schemes

Zabbix server and proxy

Zabbix server: secrets are retrieved from Vault by Zabbix server and forwarded to proxies when needed.
Zabbix server and proxy. secrets are retrieved from Vault by both Zabbix server and proxies, allowing them to resolve macros independently.

* Use X-Frame-Options HTTP header @)

Use iframe sandboxing

~*|| Iframe sandboxing exceptions

Update Reset defaults

34




7/.4: The highest security standards

Tag-based filtering
Bearer Auth

ZABBI| X 4

CONFERENCE

- Bn
MFA, SSO @ WV Vault St
: ) CYBERARK' =,
Pwd complexity Bn
Auditlog . ’
User roles / . :
JIT provisioning ~ . Streaming to third party
ST ~.
S S

2

T q: °
Zabbix Ul Zabbix Server Zabbix Proxies

Edge computing
Pre-processing
Normalization

:

_ A EE Throttling
API filtering .’
Secure tokens =

Zabbix API Zabbix Database

Zabbix Agents
Agent key

restrictions, no root
access, push or pull

35
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8.0 LTS:Import of SSO certificates from Ul e

LATIN AMERICA

Authentication

N O aCCESS tO fl |esySte m iS req u I red Authentication HTTP settings  LDAP settings  SAML settings ®  MFA settings

Enable SAML authentication v

S S CI f . I I . Enable JIT provisioning v
d Cloud friendly
aa an O u rl e n SO Utl O n “1dP entity ID | http://127.0.0.1:8000/simplesaml/saml2/idp/metadata.php
* SSO service URL | http://127.0.0.1:8000/simplesaml/sam|2/idp/SSOService.php
SLO service URL | http://127.0.0.1:8000/simplesaml/saml2/idp/SingleLogoutService.php
* Username attribute = uid
* SP entity ID | zabbix

SP name ID format | urn:oasis:names:tc:SAML:2.0:nameid-format:transient

IdP certificate Change IdP certificate

SP private key | -—---BEGIN PRIVATE KEY----- Choose file
MIIEvQIBADANBgkghkiGOWOBAQEFAASCBKcwggSjAgEAACIBAQCASUYEID3/
CuzY

A T PR TN e e s e [T #

SP certificate | PEM-encoded SP certificate Choose file

36
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Scalability and
performance

Lower TCO



. ZABBIX gk
7.4: Performance improvements

LATIN AMERICA

History cache tweaks and new runtime
command ( diaginfo )

Faster LLD processing /

/r’

/

Drastic trend sync performance increase Z AB B IX /

DNS optimizations and caching

38
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Performance: transition to async & threads

7 ABBIX —

—— 00

—— 0O Poller 1

/
::o{é)'} \

Zabbix Server

Thousands of connections per poller

One poller /discoverer to handle thousands of connections

Much lower resource usage = lower costs and energy use

8.0LTS

ZABBIX C D
——0o | == Conlgecltion g
== "=

__O@

Database connection pool
Full transition to async data processing

Enables auto -scaling in the future
39
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Two massive
Improvements

Preparing for even bigger changes



7.4: Nested/cascaded LLD

ZABBIX FEATURE REQUESTS / ZBXNEXT-1527
cascaded/nested lid

One of the most top voted requests

v

Sam Potekhin added a comment - 2024 Aug 06 09:32 - edited

Yet another case:
How to monitor RAID controller:

1. Discover controllers (in case of HP - “ssacli ctrl all show ", storcli - "storcli
show ") - we got controllers names with its numbers.

2. On every controller discover following things: logical disks, physical disks (not
used or hotspares), arrays.

3. On every logical/physical disk retrieve info about it and place them into items.

4. Every thing from p.1, p.2 and p.3 have it's own items.

Why not make possible create discovery rule depended on another discovery rule?
Currently only dependency on regular item is available.

Edit - Delete - Pin

ZABBI| X 4

CONFERENCE

Multi -level discovery based on structured

data

Next generation templates for discovery of

complex configurations

Simplifies integration with Configuration

Management Systems
Host prototypes for discovered hosts

Discovery prototypes

41



7.4- Nested/cascaded LLD M 25

LATIN AMERICA

Discovery rules

All hosts / Master@  In maintenance ltems 25  Triggers 19 Graphs Discoveryrulesé Web scenarios
Host Name a ltems Triggers Graphs Hosts Discovery rules Key Interval] Type |Status Info
Master Distillery discovery . : Distillery Ardbeg still discovery Item prototypes 1 Trigger prototypes 1 Graph prototypes Host prototypes | Discovery prototypes | distillery.still.discovery[Ardbeg] 0 Nested |Enabled
Master Distillery discovery |, : Distillery Bowmore still discovery ltem prototypes 1 Trigger prototypes 1 Graph prototypes Host prototypes | Discovery prototypes | distillery.still.discovery[Bowmore] 0 Nested |Enabled
Master Distillery discovery , : Distillery Bruichladdich still discovery Item prototypes 1 Trigger prototypes 1 Graph prototypes Host prototypes | Discovery prototypes | distillery.still.discovery[Bruichladdich] 0 Nested |Enabled
Master 1A Distilleries: Distillery discovery ., ltem prototypes 1 Trigger prototypes  Graph prototypes Host prototypes | Discovery prototypes 1 | distillery.discovery 2m Script  |Enabled
Master Distillery discovery , : Distillery Lagavulin still discovery ltem prototypes 1 Trigger prototypes 1 Graph prototypes Host prototypes | Discovery prototypes | distillery.still.discovery[Lagavulin] 0 Nested |Enabled
Master Distillery discovery . : Distillery Laphroaig still discovery Item prototypes 1 Trigger prototypes 1 Graph prototypes Host prototypes | Discovery prototypes | distillery.still.discovery[Laphroaig] 0 Nested |Enabled

Displaying 6 of 6 found
0 selected

42



7.4: Host wizard

Simplify host management
Guided setup
Integrated with templates

Saves time

Select a template

Create or select a host

A few more steps

Select a template

Atemplate is a set of predefined configurations (metrics to be collected,
conditions for generating alerts, etc.) designed for your monitoring target.

Apache, AWS, MySQL, etc
Type a keyword to search for templates.

Data collection
Agent-based = Agentless

Templates

Applications (86)

Aranet Cloud by JMX

Tags: [ElfelHelelile] [Elfs[=\eslels)
target: cloud target: cloud

target: cloud target: cloudsql

Show more

Apache Tomcat by JMX

Tage:
target: cloudsql jtarget: cloudsgl

Show more

Agent mode

Active | Passive

Apache by HTTP

LEIsEH target: cloud target: gcp
target: cloudsql g target: cloudsql
target: cloudsql §target: gcp

Show more

Aranet Cloud

Tags: target: cloudsg|
target: gcp ftarget: gcp Qtarget: gcp

Show more

Apache

JEIEH target: cloud [ target: cloud
target: cloud Qtarget: gcp
target: cloudsgl §target: gcp

Show more

Memcached by Zabbix agent 2

LECE target: rt f target: cloud Qtarget: rt
target: yu fitarget: cloudsql ftarget: rt

Show more

ZABBI X s}

CONFERENCE
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7.4: Host wizard

Hosts

Namy

alexk

Zabb

Host Wizard

Select a template: Create or select a host:
Windows by Zabbix agent Test (new) Install Zabbix agent Add host interface Configure host

2move

Install Zabbix agent

The template you selected (Windows by Zabbix agent) requires Zabbix agent to be
installed and running on your menitoring target.

Skip OS selection if you already have Zabbix agent installed.

1. Configure encryption ‘
Communication between Zabbix agent and server/proxy is secured with a unique user-
defined pre-shared key identity and a secret pre-shared key linked to it. ‘
* Pre-shared key identity

Main PSK

Enter a non-secret pre-shared key identity string. Avoid including sensitive data.
* Pre-shared key

90849e8e0b7{7f01e13fee621f04d92a9a0a9bc07f0c7525a9811360 Generate new
080ff14d

.
Generate a secret pre-shared key hexadecimal string

2. Select the OS of your monitoring target

Linux L] Windows Other

3. Set up Zabbix agent on your monitoring target by executing the following script [bash
under root]:

$ (command -v curl || echo $(command -v wget) -O -) https://

cdn.zabbix.com/scripts/7.4/install-zabbix.sh | bash -s -- --

Cancel Back
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7.4: Host wizar

Hosts

alexk

Zabb

Select a template: Create or select a host:

Windows by Zabbix agent Test (new)

Install Zabbix agent

Add host interface Configure host

Configure host (-

To complete the setup, configure the following variables (host macros).

Seconds since the last Zabbix agent seen

3m

Threshold for Interrupt Time counter (critical)

50

Threshold for Privileged Time counter (critical)

30

Threshold for Processor Queue Length counter (critical)

3

Threshold of the CPU utilization
90

Threshold of error packet rate

2

The threshold in the interface utilization

90

V' Interfaces control

Threshold of the Memory Pages/sec counter (critical)
1000

2

]
(3

Macro: {JAGENT.TIMEOUT}

Timeout after which agent is considered unavailable.

Macro: {$CPU.INTERRUPT.CRIT.MAX}

The critical threshold of the % Interrupt Time counter.

Macro: {$CPU.PRIV.CRIT.MAX}

The threshold of the % Privileged Time counter.

Macro: {$CPU.QUEUE.CRIT.MAX}

The threshold of the Processor Queue Length counter.

Macro: {SCPU.UTIL.CRIT}

The critical threshold of the CPU utilization expressed in %.

Macro: {$IF.ERRORS.WARN}

Warning threshold of error packet rate. Can be used with interface name as context.

Macro: {$IF.UTIL.MAX}

Used as a threshold in the interface utilization trigger.
Macro: {$IFCONTROL}
Enable control for operational state "link down" of interfaces

Macro: {$MEM.PAGE_SEC.CRIT.MAX}

The critical threshold of the Free System Page Table Entries counter.

Cancel
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/.4: Access to timestamps

Macros
{ITEM.VALUE.DATE}
{ITEM.VALUE.TIME}
{ITEM.VALUE.TIMESTAMP?}
{ITEM.VALUE.AGE}
{(ITEM.LASTVALUE.DATE}
{ITEM.LASTVALUE.TIME}
(ITEM.LASTVALUE.TIMESTAMP}
{ITEM.LASTVALUE.AGE}
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Functions
lastclock (/host/key, <# num <:time shift>>)

firstclock (/host/key, sec<:time shift>)
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7.4: New templates

Azure Backup Jobs by HTTP

Azure Microsoft SQL DTU Database by HTTP
Azure SQL Managed Instance by HTTP
DELL PowerEdge R660 by HTTP

DELL PowerEdge R660 by SNMP

DELL PowerEdge R750 by HTTP

DELL PowerEdge R750 by SNMP

ZABBI| X 4
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Juniper MX by NETCONF

Juniper MX by SNMP

Palo Alto PA-440 by HTTP

Pure Storage FlashArray vl by HTTP
Pure Storage FlashArray v2 by HTTP
Zabbix proxy health by Zabbix agent

Zabbix server health by Zabbix agent
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More on Zabbix 8.0 LTS



ZABBI| X 4

EEEEEEEEEE

Complex Event Processing
APM & Streaming
Scalabllity
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8.0 LTS:Complex event processing CONFERENCE

Single event processing

Filtering

Normalization

Tag and severity manipulation
Suppressing and closing events
Closing older events

Anonymization

Multiple event processing

Filtering

De-duplication

Time-window based logic
Complex pattern matching rules
Complex correlation rules
JavaScript based logic

Enables SIEM
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8.0 LTS:Configurable data views Conrevence
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Add, remove an resize columns. Change order. Filtering and data options are separated.




