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Introducao

Quem somos
Thiago Campos

(ZCP CP-2412-070)

++ Brasiliense
- Motivado por desafios técnicos

28 anos em Tecnologia, Automacao,
Monitoramento, bservabilidade,
Servidores Linux e Banco de Dados

ZABBI X P4

CONFERENCE

Gil Amaral

(ZCS AS-2211-067)

- Mineiro
- Casado, dois filhos

“-23 anos em Telecom, Automacao,
Elétrica, Mineracdao, Monitoramento

e Observabilidade
"VALE ,



Jornada Vale & Zabbix

“Producdo desde 2023 - 32k hosts

- Ambiente hibrido - IT + OT

- Relatorios personalizados

“IntegracOes com sistemas e CMDB

- Automacgao e orquestracao

- Cultura Open Source - ELK, GIT, Ansible

- Base para Kaizen e analise de causa raiz
“Maturidade em Observabilidade

- Confiabilidade | Flexibilidade | Escalabilidade
+Economia anual ~ R$ 8 MM

ZABBI X P4s
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Jornada Vale & Zabbix CONFERENCE

N 2
W - 5 continentes + 20 paises

98, W 328 Mt minério Fe

- 234 K colaboradores

- 5@, LTE, Wimax, LoRa,
?%é MPLS,
SDH, Radiocomunicacgao,
DWDM, SDN, Energia,
Automacao, Instrumentacao,
default

LATIN AMERICA

W71 Proxies (47 - 2024)
W-48.3K HOSES us.7x- 2024
W-8.8M 1tens zav- 2024

@@E: W-2.2K USers ¢ sx- 204

5%% W5.9K NVpS (3.5K - 2024)
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Modelagem automatica de
APs via API

> %
Pi¥i,
e
1 o
st sl g gis
@ .
°s
© ns
2
'
® o o o o our *
" TV
% )
® ac oo
-
......
® ®
@
®
)
- &

o, X
o%




Modelagem automatica de APs via AP ZABBIX &S

L CONFERENCE
> Objetivo

Demonstrar uma solucdo automatizada para integrar o Cisco Prime ao Zabbix,
Otimizando a descoberta e o monitoramento de Access Points via APIl, com reducao
significativa de carga e consumo de recursos no ambiente de monitoramento.




Modelagem automatica de APs via AP ZABBIX &S

CONFERENCE

» Motivagao

Monitoramento Legado
SNMP limitado

HTTP Agent gerando lentidao
Ambiente em grande escala

= 5.300+ Aps no Brasil

= 2.200+ Aps Mundo

Client Count by Wireless/Wired 7000 —X
All | Wireless | Wired

Zoom: 1h | 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y | From | 5/27/2024. 5:19 PM To:| 5/27/2025, 5:19 PM

GClient Count

50,000 o

40,000 o

30,000 o

20,000

10,000 4

Jul 2024 Sep 2024 Now 2024 Mar 2025 May 2025

[ Associated Count Authenticated Count
VALE |




Modelagem automatica de APs via API

» Solucao

= Estudo da documentacao do fabricante

Cisco Prime Infrastructure - Programming Guides - Cisco

Programming Guides

View Documents by Topic | Choose a Topic

Cisco Prime Infrastructure 3.10

Cisco Prime Infrastructure 3.10 API Reference Guide (ZIP - 12 MB)

Cisco Prime Infrastructure 3.9

Cisco Prime Infrastructure 3.9 API Reference Guide (ZIP -

Cisco Prime Infrastructure 3.8

Cisco Prime Infrastructure 3.8 API Reference Guide (ZIP -

Cisco Prime Infrastructure 3.7

Cisco Prime Infrastructure 3.7 API Reference Guide (ZIP -

Cisco Prime Infrastructure 3.6

Cisco Prime Infrastructure 3.6 API Reference Guide (ZIP -

12 MB)

12 MB)

12 MB)

11 MB)

ZABBI X 4
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Support Documentation

All Support Documentation for this
Series

10


https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure/products-programming-reference-guides-list.html

ZABBI X 4

Modelagem automatica de APs via API
. CONFERENCE
> Solugao

= Desenvolvimento do Script (Shellscript)
12 Etapa: Extracao das informacdes de todos os APs da API

REACHABLE",
117700 i 430 1 9.1
1) linkLatencyEnabled"” 1 a atus 4 "portNumber
tr—'Lrthn.:b'I..— anEnabled" : ile lanProfile”:[{"broadcastSsidEnabler

. "ertuarF"u'F'I’_qlljl'l : E )", "ty :
ontrollerIpAdd . : WIFIWCEA3",
tatusEnum

hRole"
i profileNa

) : essPointDetailsDTO
ghborIpAddress" 1ghborNam
1pnddrv~"": a
»"serialNumb
ntroll.—rIpAddr.— ¢
rn.=1r|t.-r|.=rn_ "portNumber
B, "tagInf poli ame 4 :"RT_STANDARD_
stSsidEnabled": f id": }. adcastSsidEnabled"

"Ful'l. [Iup'l. ;
i |t|Dunt 5GH

IFIAPOG3" ¥5 5 3 r 4 5 :
,"bootVersion 1 1 4 7 c ] contryCod
fersion”: ] et "t.:md.:rjL
SshEnab
ﬁdl;pla;“nm_
: elg ualr‘nr‘t
ientCount_5GH ipAddress
"serialNumbe status”
pJD:LnTaI i 19600, "contryCod 4 encrypti C ectMode": :

pr.—.at.:nd.:rd.at.: : , rue,"sshEnabled 1se,"statistic er":18e, t.—lrn—tEn.:b'L.—d
ssPointDetailsDTO": {"@displayName" :

ssPointDetails”, "@url":"htt /data/sAcc intDetal 7 . ess




Modelagem automatica de APs via API ZABBI| X as
CONFERENCE

» Solugao

= Desenvolvimento do Script (Shellscript) + Template para Host Prototypes

Create host

10.220.1.151 VALENET- . . E d NGI SN-Impact 4
0050 AZU-BR-04 5 SN-IncidentQueue: Tel

10.220.1.111 VALENET- 3 E NGl SN-Impact 4
0050 AZU-BR-04 3 SN-IncidentQueue: Tel..

10.220.1.31:1 VALENET- . E d NGl SN-Impact 4
0050 AZU-BR-04 . SN-IncidentQueue: Tel..

102201321 VALENET- . . E d NGl SN-Impact 4
0050 AZU-BR-04 . SN-IncidentQueue: Tel..

10.220.1.27:1 VALENET- . E d NGI SN-Impact 4
AZU-BR-04 . SN-IncidentQueue: Tel..

VALENET- 3 , E NGl SN-Impact 4
AZU-BR-04 5 SN-IncidentQueue: Tel

10.220.1.14:1 VALENET- . E NGl SN-Impact 4
0050 AZU-BR-04 3 SN-IncidentQueue: Tel..

10.220.1.13:1 VALENET- . E NGl SN-Impact 4
0050 AZU-BR-04 . SN-IncidentQueue: Tel..




Modelagem automatica de APs via API
» Solucao

ZABBI X 4

CONFERENCE

= Desenvolvimento do Script (Shellscript) + Template dados dos Itens do AP

32 Etapa: Extracao dos dados dos AP

valeglobal.n
ghborPort
"platform

rifado 1-

BRVIX5WIFIAP376: Cisco Prime API: Get API Acess Points Detail

2025-05-27 09:!
"accessPointDetailsDTO"™,
= sPointDetails",
"f@url™: "htcps://142.40.22.168/webacs/api/v3/data/hececessPointDetailsy
e3sPointDetailsDToO™: |
"@displayMame™: "12 916",

"apType™: "AP1240",
"cdpMeighbor
"cdpNeighb
{

"capabilities™: "Switch IGMF -,
"duplex™: "Full Duplex”™,
"interfaceSpeed”: "100Mbps™,
"localPort™: "27,
"neighborIpAddress™: "172.23.136.59",
"neighborHame "BRVIXSACCSSW366.valenet.valeglobal .net”™,
"neighborPort™: "GigabitEthernet(/3",
"platform”: "cisco WS-C35

=g,
"clientCount 2 4GHz™:
"clientCount 5GHz™: 0,
"ethernetMac

"ipAddress™:

hy™: "BRVIXS - TUBARAO > Almoxarifade 1-27,
Uraecond”,

5:DIPE:HISPANOBRAS™,

K9",
"BREVIXSWIFIAP376",
eachabilityStatus™: "REACHABLE™,
"szerialNumber™: "FIX1142B0OAE",
"softwareVersion™: "8.0.152.0",

VALE



» Solucao

BRVIXSWIFIAPITE
BRVIXSWIFIAP3T6
BRVIXSWIFIAP376
B 6
BRVIXSWIFIAP3TG
BRVIXSWIFIAP376

BRVIX5WIFIAP376

BRVIXSWIFIAP3T6
BRVIXSWIFIAP3TG

BRVIXSWIFIAP376

B ]

BRVIXSWIFIAP3TG
BRVIX5WIFIAP376

BRVIX5WIFIAP376

BRVIX5WIFIAP376
BRVIXSWIFIAPITE

BRVIXSWIFIAP3T6

Modelagem automatica de APs via API

lient count
Client count 2 4GHz

Client count 5GHz

58m 20s

3m 20s

3m 20s

3m 20s

3m 20s

58m 20s

58m 20s

58m 20s

58m 20s

58m 20s

58m 20s

58m 20s

58m 20s

58m 20s

58m 20s

58m 20s

58m 20s

3m 20s

58m 20s

58m 20s

58m 20s

58m 20s

BRVIX5_ALMOXARIFADO_084
Local (0)

17

12

5

17223.6.90
BRVIX5VALEWC002

ER

false

12.4{25e)JAP12§
172.23.140.240

false
BRVIX5:DIPE:HISPANOBRAS
BRVIX5 - TUBARAD > Almox...
AIR-LAP1242AG-A-K9
REACHABLE

FTX1142B0AE

8.0.152.0

false

MINOR

ZABBI X 4
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Modelagem automatica de APs via API
» Solucao

= Configuracao da inclusao automatica de TAGs

Overrides
Overrides

Override

Name

If filier matches

Filters

ZABBI X 4

CONFERENCE

Telecom Network Sonda -LA BER MG Paraopeba Norte

Continue overrides

Type of calculation Or

Stop processing

~ AorBorCorDorEorForGorHorlorJorKorLorMorNorOorPorQorRorSorTorU

orV



Modelagem automatica de APs via API

» Resultados

ZABBI X 4

CONFERENCE

=
-

Home > Dashboards » Access Point » AP STATUS INFORMATION <%

BRVIXSWIFIARPOOT + BRVIXSWIFIAPOOZ2 + BRVIXSWIFIAPOO3 + BR... ~

AP STATUS INFORMATION

STATUS 7 APNAME 57 IP AP 57
UNREACHABLE  BRVIXSWIFIAPE07 172.2318.68
REACHABLE BRVIXSWIFIAPBO7 172.23146.54
UNREACHABLE  BRVIXSWIFIAP883 172.23.236.28
REACHABLE BRVIXSWIFIAP227 172.23.233.42
REACHABLE BRVIXSWIFIAPS63 172.23.233.74
REACHABLE BRVIXSWIFIAP376 172.23140.240
REACHABLE BRVIXSWIFIAP291 172.23140.34
REACHABLE BRVIXSWIFIAP809 172.23.8.30
REACHABLE BRVIXSWIFIAPE81 172.23145.96
UNKNOWN BRVIXSWIFIAP374 172.23140.242
REACHABLE BRVIXSWIFIAP718 10.40.101.112
UNREACHABLE  BRVIXSWIFIAP711 10.401014122
UNREACHABLE  BRVIXSWIFIAP667 10.60.31138
REACHABLE BRVIXSWIFIAPS64 172.23.233.26
REACHABLE BRVIXSWIFIAP438 10.40.101.90
REACHABLE BRVIXSWIFIAP593 172.23163.148
UNREACHABLE  BRVIXSWIFIAPE36 10.60.31143
UNREACHABLE ~ BRVIXSWIFIAP245 10.40.101.68
REACHABLE BRVIXSWIFIAP700 172.23145.22
REACHABLE BRVIXSWIFIAP251 172.2312.77
REACHABLE BRVIXSWIFIAPS1S 172.23.229.11

AP Mode 7

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Local

Neighbor Name 57

BRVIX5ACCSSW266.valenet.valeglobal.net
BRVIX5ACCSSW291.valenet.valeglobal.net
BRVIX5ACCSSW576.valenet.valeglobal.net
BRVIXSACCSSW502.valenet.valeglobal.net
BRVIX5ACCSSW292.valenet.valeglobal.net
BRVIX5ACCSSW366.valenet.valeglobal.net
BRVIX5ACCSSW363.valenet.valeglobal.net
BRVIX5ACCSSW6E12.valenet.valeglobal.net
BRVIX5ACCSSW563.valenet.valeglobal.net
BRVIX5ACCSSW366.valenet.valeglobal.net

TU-RCO1-PPSWCO1.ta-vale.corp.br

BRVIX5ACCSSWO11.valenet.valeglobal.net
TU-SEVV-RASWCO1.ta-vale.corp.br

BRVIX5ACCSSW434.valenet.valeglobal.net

TU-VV02-RASWCO2.ta-vale.corp.br
BRVIX5ACCSSW664.valenet.valeglobal.net
BRVIX5ACCSSW215.valenet.valeglobal.net

BRVIX5ACCSSW422.valenet.valeglobal.net

Neighbor IP 57

172.23.21.27
172.23.136.158
172.23.224.59
172.23.224.48
172.23.224.148
172.23136.59
172.23136.121
172.231.10

172.23136.240
172.23136.59

10.40.41.34

172.23.224.191
10.40.01.3

172.23.161.104

10.40.25.72
172.23.136.3
172.231704

172.23.224.66

Neighbor Port 7

GigabitEthernet1/0/7
GigabitEthernet1/0/4
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet1/0/14
GigabitEthernet0/3
GigabitEthernet1/0/19
GigabitEthernet0/3
GigabitEthernet0/1
GigabitEthernet0/1

GigabitEthernet1/8

GigabitEthernet1/0/40
GigabitEthernet2/0/2

GigabitEthernet0/5

FastEthernet0/18
GigabitEthernet1/0/4
GigabitEthernet0/4

GigabitEthernet1/0/3

Controller Name 7

BRVIXSWIFIWC001

BRVIXSWIFIWC005

BRVIXSWIFIWCO005

BRVIXSVALEWC002

BRVIXSVALEWC002

BRVIXSWIFIWC002

BRVIXSWIFIWC002

BRVIXSVALEWC002

BRVIXSWIFIWC002

BRVIXSWIFIWC002

BRVIX5WIFIWC002

BRVIXSWIFIWC002

BRVIX5WIFIWC002

BRVIXSWIFIWC005

BRVIXSWIFIWC002

Controller IP 57

172.23.6.7

172.23.7.9

172.23.7.9

172.23.6.90

172.23.6.90

172.31.3.32

172.31.3.32

172.23.6.90

172.31.3.32

172.31.3.32

172.31.3.32

172.31.3.32

172.31.3.32

172.23.7.9

172.31.3.32

@ v | BB S v

Location 57

Energia Zero - Subestagao 7SEPP
SECG - UTILIDADES
HUB ECC
POSTO 10_FAZENDINHA
Gandar_ECC
BRVIX5:DIPE:HISPANOBRAS
BRVIX5:DIPE:ANEXO_B
SUBESTACAQ SER3
4SEPE.Patr:1004348
BRVIX5:DIPE:HISPANOBRAS
RCO1
RCO5
ENO - EPO6. Patr: 15111742
BRVIX5:AREA_NOVA
SEVV
Energia Zero - Subestacao SSEPR
SEE02-EQ
SC-VV02/03 - EO
AP Energia Zero - 4SEP. Patr:
MANUTENGCAO TELECOM

Portaria-TPD

"VALE .



Modelagem automatica de APs via API

» Resultados

= Home » Dashboards » Access Point » Access Points Valenet

Select lecation: | BRVIX3-Tubarao ~

Total APs in BRVIXS Total customers connected to BRVIXS AP with »15 clients connected AP with >30 clients connected Total customers connected to BRVIXS

:

Summary about BRVIXS 23:30 23:35 23:40

HOSTS 7 CLIENT5GHz 7  CLIENT 2.4GHz 7 CLIENTTOTAL +5  APMODES  LOCATION 7 SITE TAG NAME &7 CONTROL  Total customers by AP in BRVIXS
BRVIXSWIFIAPI069 Local BELESA_BLO3_SUP_PCM BRVIXSWI

BRVIXSWIFIAP146 Local Sala da Elétrica (Pelotamente)_USS7 vt

BRVIXSWIFIAP10SE Local USINAS7:ADM:2°ANDAR BRYIXSWL ‘:

BRVIXSWIFIAPO10 Local PREVENTIVA_INSPEGADELETRICA_POSTO1S BRVIXSWI 2‘; -
BRVIXSWIFIAPO2S Local BRVIX5:AREANOVA BRVIXSWI

BRVIXSWIFIAPE19 Local 7SEPSE BT- Principal Baixa Tensdo US7 BRVIXSWI e
BRVIXSWIFIAP298 Local USINADETA4_INSPEGAD_EMFRENTEASALADE BRVIXSWI

BRVIXSWIFIAPA51 Local POSTOB BRVIXSWI

23:35 2340

APs problems in BRVIX5

Host Saverity Froblem

BRVIXSWIFIARET] AP-PRIME | NETWORK | 10.40.01.714: s unavailable by ICMP

23:45

T S

23

23:50

23:66

23:55

00:00

e [ | EE

00:00 00:05

00:05 00:10 001

00:10

@ Last1hour

00:20

00:15

a o sm- B2

00:20

== BRVIXSWIFIAPEOT
- BRVIXSWIFIAPEOT
== BRVIXSWIFIAP283
- BRVIXSWIFIAPZ27
= BRVIXSWIFIAPS63
= BRVIXSWIFIAP376
= BRVIXSWIFIAPZO1
== BRYIXSWIFIAPE0D
= BRVIXSWIFIAPEST
- BRVIXSWIFIAP374
== BRVIXSWIFIAP718
= BRVIXSWIFIAPTT

— orunvEasEiAnEaT

Time.

24 mai 2025 09:50:37

BRVIXSWIFIARTTI AP-FRIME | NETWORK | 10.40.01.122: is unavallable by ICMP

15 mal 2025 22:54:52

BRVIXSWIFIAP1E3 AP-PRIME | NETWORK | 172.23.233.12: Is unavailable by ICMP

13 mai 2025 12:34:42

BRVIXSWIFIAFIDES AP-PRIME | NETWORK | 172.26.228.20: s unavailsble by ICMF

01 mel 2025 13:12:33

BRVIXSWIFIAPD34 AP-PRIME | NETWORK | 172.26.220.19: Is unavailable by ICMP

01 mal 2025 13:10:15

BRVIXSWIFIAPIDEZ AP-PRIME | NETWORK | 172.26.228.78: is unavailable by ICMP

01 mai 2025 13:10:03

BRVIXSWIFIAPT13 AP-PRIME | NETWORK | 10.40.101.23: is unavallable by ICMP

27 abr 2025 17:21:23

BRVIXSWIFIAPT 38 AP-PRIME | NETWORK | 172.2312.007: s unavallable by ICMP

20 abr 2025 00:01:00

BRVIXSWIFIAR1Z1 AP-FRIME | NETWORK | 172.2312.36: |s unavailable by ICMP

10 abr 2025 00:00:34

BRVIXSWIFIAP1DS0 AP-PRIME | NETWORK | 172.23142.35: is unavallable by ICMP

05 abr 2025 13:10:19

BRVIXSWIFIAFIDES AP-FRIME | NETWORK | 172.23142.33: Is unavailable by ICMP

05 abr 2025 11:26:00

BRVIXSWIFIAP121 AP-PRIME | NETWORK | 172.23142.27: |s unavailable by ICMP

05 abr 2025 10:05:18

BRVIXSWIFIAPSTS AP-PRIME | NETWORK | 172.23142.23: is unavaiiable by ICMP

D5 abr 2025 09:22:00

BRVIXSWIFIAPID36 AP-PRIME | NETWORK | 172.23.9.4%: Is unavallabie by ICMP

04 abr 2025 2119:50

BRVIXSWIFIARTSZ AP-PRIME | NETWORK | 172.23165.23: is unavailable by ICMP

[-NE-BE-NE-AN-NE-NN-NN-EE-NN-EE-RN-BE-RN-BE-]

20 mar 2025 10:52:16

ZABBI X 4

CONFERENCE
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Modelagem automatica de APs via AP ZABBIX &S

CONFERENCE
» Resultados

Reducao de carga no Zabbix e no Cisco Prime

Automacao da criacao e manutencao

Riqueza na coleta de dados

Melhoria na visualizagéo e troubleshooting

VVALE .
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Monitoramento de servicos de missao critica ZABBIX S
CONFERENCE

» O que sao servicos de missao critica?

Servicos de miss&o critica sdo operagbes industriais cuja
interrupcao ou falha pode resultar em acidentes graves,
prejuizos materiais significativos e, em casos extremos,

colocar vidas humanas em risco, €xigindo, portanto,
niveis maximos de confiabilidade,
monitoramento e resposta imediata.




Monitoramento de servicos de missao critica

» Exemplos:
Operacao remota

,,,,,
’

2
: _ , Vi
7 /"',‘ N~ ‘» ‘~$~

£ tagao dé trabalho RSO uome SIS PO ' ’ oo
Usmg@m@p@mgmﬁaﬂfﬂgggg&@@,ﬁwﬁ fecha parcerta com Gasmatr. Clle Petroleo e Gds. Dzspomvel
em: https.//clickpetroleoegas.com.bry... (acesso em 2 jun. 2025)

]

ZABBI X 4

CONFERENCE

" VALE .



Monitoramento de servicos de missao critica

» Exemplos:
= Mina autbnoma

Vale: primeira mina operando com frota auténoma. Disponivel em https.//www.youtube.com/watchv=AiFPdgsdgH8

ZABBI X P4

CONFERENCE

22



Monitoramento de servicos de missao critica ZABBIX IS

» Exemplos: CONFERENCE
= Sinalizagao ferroviaria

Imagens de arquivo institucional



Monitoramento de servicos de missao critica ZABBIX IS

» Exemplos: CONFERENCE
= Radio Comunicacao - Trunking PTT inter-sites

e 2 h FR
3 . ; ¥
'y
b " - o 3
- -
!
“watro antesas cobneares medelo COLU-108/4F » uma
Tparands na laina de frequincis de JBINH: & L30MH2,
3

1 Deas £e3sas antenas 330 Canipratas par:
~ 0wa3 para recepcdo (R0, 1odas direcionates.

Carajas

Documento de uso privado. Divulgagdo proibida sem autorizacdo prévia
Imagens de arquivo instituctona




Monitoramento de servicos de missao critica ZABBIX Bl

» Exemplos: CONFERENCE
= Video-monitoramento de estruturas geotécnicas LATIN AMERICA

Imagens de arquivos institucionars




\‘5-~__\l‘\;ioB_r_anc9A ;o

Monitoramento de servicos de missao critica ZABBIX IS

» Exemplos: CONFERENCE
= Protecao de sistemas elétricos

»
\ ‘ ’l ) Q@ Operador Nacions!
) ‘04 do Sistema Elétrico

Boa Vista:

4

, Macapa

/6( Oa =

- Wb 0‘
1 N 7% (7)) Recife
o AN 22 7
< o /é\uﬂ Maceio
Wb o Mfacaju
LXe o
NG /Salvador
\‘ll‘ [
d

Legenda

Garabi Existente Futuro  Complexo

2000 MW ¢ 13: k‘\; Parana

7 230 kV  — - -
Urgglﬁwna‘ / 245 KV S Paranapanema
Rivera' ) 440 kv Grande
7o > &' P.Alegre WO e )
o \EJ{) s P — Paranaiba
500 MW o4 $600 kV cC mum— = - - Paulo Afonso

& R p———

@ Nimero de circuitos existentes

Fonte: https.//www.ons.org.br/




Monitoramento de servicos de missao critica ZABBIX IS

» Exemplos: CONFERENCE
' 3 [ LATIN AMERICA |
= Sistema de evacuagao em massa LATIN AMERICA

——— e B ~—— -
e . ST A .
e = =

Fontes:
«  Simulado Pratico de Emergéncia 27/11/2021 - Itabira/Mg. Disponivel em https://www.youtube.com V VALE
Resolucdo MGM-83/2024. Disponivel em https://www.mg.gov.br/ 27


https://www.youtube.com/

Monitoramento de servicos de missao critica ZABBIX S
CONFERENCE

- .
» Monitoramento dos servigos [___LATIN AMERICA

Importante destacar que o monitoramento dos servicos apresentados em grande parte ja era
feito pelo Zabbix, mas...

R

ZABBIX




Monitoramento de servicos de missao critica ZABBIX S
CONFERENCE

- g
» Sistema de transporte utilizado na Vale [ LATIN AMERICA]

W MPLS-TP

- Barramentos TDM e |IEEE 802.3
- |EC61850, IEEE C37.94

- SHDSL

- Serial Interfaces

Telefonia (2 wire, E&M, voice
gateway)

FOX615. https.//www.hitachienergy.com/
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» Sistema de transporte utilizado na Vale
= MPLS-TP vx MPLS-IP

Create Label Forwarding Table entry: Dynamic Routing and Signaling Protocol

ZABBI X 4

CONFERENCE

Create Label Forwarding Table entry: Static Provisioning

Centralized

Control P'Iarmk

Centralized Control Plane (NMS Server)
Network Topology Map

e Setup a !nuteri Setup a !nmri Setup a lumeri

’ I
\ Protocol M Distributed Control Distributed Control Distributed Control -
! MP-BGP § Plane [CPU) Plane (CPU) Plane [CPU) 1
' TLDP 3 ° ® o I
L]
¢ RSVP-TE @ i i ] e :
v LDP E L ] ,
| I »
\ iBGP ] MP-iBGP/T-LDP | I
\ OSPF = ‘
. g
H fp-:__s E Diyranmic E
: £ Rouwting and Rowting and '
= = Signaling Signaling '
§ MPLS-TE £ Protocol '
v 5W upgrode E .
v Soft-State -
L ]

Label info.(L5F) Label info.[LSP, PW)
B Data Plane (H/W N Data Plane (H/W
Label FIB Label FIB Label FIB
IP/MPLS Router IP/MPLS Router IP/MPLS Router
@ =O=> [ @i = [ @7 = [ [d
Label Push Label swap Label pop

MPLS-TP vs. IP/MPLS: Control Plane. Disponivel em https.//www.netmanias.com/

Data Plz e (H/W)
Label FIB

MPLS-TP equip.

[ == 7o = [ 7k = [ [0

Label pop

r Route Calculation, Static Label Provisioning

Label FIB

MPLS-TP

MPLS-TP equip.

Label Push Label swap

Label FIB

equip.

VALE
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» Problema
= Monitoramento proprietario

= Falta de visibilidade de falhas dos tuneis

B O080 2 & &
D Source Fault Cause Severity Event Type
| @ | REDPRA | / (FOX615,AREAD)] - Protecting CU Active . Major . Equipment
] LOC é;"mplsmam;fbfds‘l:unne_ E_inuit].r Major Communica:
IO iLoC | /mpls/oam/bfd/tunne SETEN | ILBSEIEAL ontinuity : Major . Communica
O LOC é;"mplsmam;fbfds‘l:unnel- Lass of Continuity Major Communica’
[l LOC Impls,fnam,fbfd..*tunne_ E-:_'uf Continuity Major Communica
O LOC ;"mplsmamfbfdftunmz_ - of Continuity Major Communica
[l LOC /mpls/oam/bfd/tunnsEE2581 - of Continuity Major Communica:
O LOC éfmplsfnamfbfdﬁunnel_ -fl:nntinuit].r Major Communica
O MFA /mpls/lps/ftunnel-3966 Maintenance Function Active Warning Communica
. MFA Smpls/lpsAunnel-4219 Maintenance Function Adtive Warning Communica % A
O MFA /mpls/lps/ftunnel-4325 Maintenance Function Active Warning Communica
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> Solugao
= Zabbix Agent no servidor e script shell coletando as informagdes dos tuneis diretamente no banco
de dados.

TUNNEL TOTALMENTE DOWN

TOTAL DE TUNEIS

242

TUNNEL TOTALMENTE DOWN

TUNNEL PRIMARIO DOWN TUNNEL SECUNDARIO DOWN

Host Severity Status Problem Time Host Severity Status Problem Time

ALARM : mpls/oam/bfd/tunnel-4358.2:Loss of Continuity 17 jan 2 TUNNEL PRIMARIO DOWN 1 3

ALARM : mpls/oam/bfd/tunnel-4358.2:Loss of Continuity 17 jan 2

FOX 615 MAC-P4 ALARM : mpls/oam/bfd/tunnel-4354.1:Loss of Continuity 16jan2 FOX 615 VGR-2

FOX 615 VGR-2 ALARM : mpls/oam/bfd/tunnel-4354.1:Loss of Continuity 16jan 2 FOX 615 TFA

FOX 615 FAB ALARM : mpls/oam/bfd/tunnel-4219.1:Loss of Continuity 28 out 2 FOX 615 PIC-TRK

ALARM : mpls/oam/bfd/tunnel-4277.2:Loss of Continuity 16 jan 2

ALARM : mpls/oam/bfd/tunnel-4277.2:Loss of Continuity 16 jan 2 TUNNEL SECUNDARIO DOWN Z 1
ALARM : mpls/oam/bfd/tunnel-4042.2:Loss of Continuity 28 out 2

FOX 615 FAB ALARM : mpls/oam/bfd/tunnel-4263.1:Loss of Continuity 28 out 2 FOX 615 VGR-2

FOX 615 FAB ALARM : mpls/oam/bfd/tunnel-4074.1:Loss of Continuity 28 out 2 FOX 615 FAB

FOX 615 FAB ALARM : mpls/oam/bfd/tunnel-4264.1:Loss of Continuity 28 out 2 FOX 615 FNO ALARM : mpls/oam/bfd/tunnel-4326.2:Loss of Continuity 15 out 2

FOX 615 FAB ALARM : mpls/oam/bfd/tunnel-4326.2:Loss of Continuity 15 out 2
ALARM : mpls/oam/bfd/tunnel-4036.2:Loss of Continuity 09 out 2 TUNNEL SEM REDUNDANCIA 4 9

ALARM : mpls/oam/bfd/tunnel-4265.1:Loss of Continuity 28 out 2 FOX 615 TORRE-DC

FOX 615 PIC-TRK

ALARM : mpls/oam/bfd/tunnel-4172.1:Loss of Continuity 26 out 2 FOX 615 DCI

VPUS_FAB-TTV-SW-TI
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» Resultados

= Visibilidade da disponibilidade dos servicos de missao critica suportados pelo Sistema de
Transmissao

= Atuacao proativa e preventiva

= QOtimizacao dos pseudo-wires PRI & SEC

" VALE ..
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Thiago Campos
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