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MQTT - COnCeItO CONFERENCE
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Protocolo leve de comunicacao para loT, baseado em
publicacao/assinatura. ldeal para redes com baixa largura de banda.

Publish: “75° F*
Topic: “temp”

Temperature
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> &’ Computer

sensor

Mobile device
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ﬁ\& subseribe
AN [
. publis

N\ matt.get (agent Zabbix)
A\ -
subseribe
puu sh MQTT and

pubhsk
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MQTT - Configuracdo Mosquitto ey

LATIN AMERICA

"\ Instalacdo do Cliente MQTT (Mosquitto) no Linux

pgsql ¥ Copiar & Editar

sudo apt update

sudo apt install mosquitto mosquitto-clients

sudo systemctl enable mosquitto

rrrrr
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MQTT - Configuracdo Mosquitto ey

LATIN AMERICA

# Teste de Comunicacao MQTT

Terminal 1 = Subscriber (assinando o tépico casa/luz ):

bash ¥ Copiar & Editar

mosquitto_sub -h localhost -t casa’luz

Terminal 2 —= Publisher (publicando no tépico casa/luz ):

bash & Copiar & Editar

mosquitto_pub -h localhost -t casa’luz -m "ligar”

rrrrr
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MQTT - Config arquivo do agente 2 e

LATIN AMERICA

Abra o arquivo de configuragao do Agent 2:

bash (¥ Copiar ? Editar

sudo nano fetc/zabbix/zabbix_agent2.conf.d/mgtt.conf

ini (3 Copiar ¥ Editar

Plugins .MQTT.Broker=tcp://localhost:1883
Plugins.MQTT.Topics=home/sensor/temperature, home/sensor/humidity
Plugins.MQTT.ClientID=zabbix-agent2

Plugins.MQTT.Qos=0

ini (¥ Copiar # Editar
Plugins.MQTT.Username=usuario
Plugins.MQTT.Password=senha

Plugins.MQTT.KeepAlive=38

=) HostDime|*™



MQTT - Configuracdo do item ey
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Item

% tem Etiquetas Pré-processamento

o1
*Nome | Sensores_Magtt HAOS POWER

3 Tipo | Agente Zabbix (activo) W
h * Chave | mgtt.get[4m.tec.br:1883 stat/sonoffth10/POWER,"usuario”,"senha’] Seleccionar
3 Tipo de informagao | Texto g

“ Histdrico | Do not store 1d

Preenche o campo inventario do host | -Menhum- W
Descricao
P
Activado |+

Dados recentes

Brasil

P -
Limpar histdrico e tendéncias Eliminar [ = HostDime




MQTT - Dados!!

oc 3030 C

TH10-Temperatura

Temperatura
31cC

0C
29C
28C
2ic
2%C

5-17 12:44 5-17 23:05 5-18 09:26
== Zabbix_server_active: TH10-Temperatura

5-18 19:46 5-19 06:07 5-19 16:28 5-20 02.48 5-20 13:09 5-20 23:30

Umidade
98 H

96 H
94H
N2H
9H
B8 H

86 H
5171221 5-17 22:42 5-18 09:03

= Zabbix_server_active: TH10-Umidade

5-1819:24 5-19 05:45 5-19 16:06 5-20 02:27 5-20 12:48 5-20 23:09 5-2109:30

5-2109:50

70C

5.2120:11

5-2119:52

5.22 06:32

522 06:13

ZABBI X 4s
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OH 86.40 H

100 H
TH10-Umidade
5.22 16552 5.2303:13 5.2313:34 5.23 2354 5.24 10:15
5-2216:34 5-2302:55 5-2313:16 f Brasil
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Protocolo de comunicacgao industrial criado nos anos 70, usado para
troca de dados entre dispositivos como CLIPs, sensores e sistemas

SCADA.

Funciona em modelos mestre-escravo e suporta transmissao via
serial (RS-232/485) ou TCP/IP.

rrrrr
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ModBus - Desafio de traduzir os dados conrerence

LATIN AMERICA

Informacao Exemplo

Endereco Modbus (slave 1D) 1

Tipo de registrador Helding Reqgister, Input Register etc
Endereco do registrador 30001 , 48001 ,ekc

Tipo de dado Inteiro, Float, BCD, ekc

Escala (multiplicador) valor bruko * 0.1

modbus.get[<tcp://IP:PORT>,<slave |ID>,<register type>,<register
address>,<data type>,<quantity>,<byte order>]

rrrrr
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ModBus - Desafio de t

14 modbus.get parameters

Overview

The table below presents details of the modbus . get item parameters.

Parameters

Parameter

endpoint

slave id

function

address

count

Description

Protocol and address of the endpoint, defined as protocol://connection_string
Possible protocol values: rtu, ascii (Agent 2 only), tcp
Connection string format:

with t¢p- address:port

with serial line: rtu, ascii- port_name:speed:params

where

'speed' - 1200, 9600 etc

'‘params’ - data bits (5,6,7 or 8), parity (n,e or o for none/even/odd), stop bits (1 or 2)

Modbus address of the device it is intended for (1 to 247), see am MODBUS Messaging
Implementation Guide (page 23)

tcp device (not GW) will ignore the field

Empty or value of a supported function:

1 - Read Coil,

2 - Read Discrete Input,

3 - Read Holding Registers,
4 - Read Input Registers

Address of the first registry, coil or input.

If 'function’ is empty, then 'address' should be in range for:
Coil - 00001 - 09999

Discrete input - 10001 - 19999

Input register - 30001 - 39999

Holding register - 40001 - 49999

If "function’ is not empty, the 'address’ field will be from 0 till 65535 and used without
modification (PDU)

Count of sequenced 'type' which will be read from device, where:

Defaults

protocol: none
rtu/ascii protocol:
port_name: none
speed: 115200
params: 8n1

tcp protocol:

address: none
port: 502

serial: 1

tcp: 255 (OxFF)

empty

empty function: 00001

non-empty function: 0

raduzir os dados

Example

tcp://192.168.6.1:511
tcp://192.168.6.2
tep//[:11:511

tepi/r
tep://localhost:511
tcp://localhost
rtu://COM1:9600:8n
asciiz//COM2:1200:702
rtu://ttyS0:9600
ascii://ttyS1

9999

ZABBI X 4

CONFERENCE

Doc Official:
https://www.zabbix.com/docu
mentation/7.0/en/manual/app
endix/items/modbus

Brasil
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ModBus - Trazendo os dados

Item

ltem  Etiquetas  Pré-processamento 1

* Nome

Tipo

* Chave

Tipo de informagio

E * Intervalo de awalizacao

Intervalo customizado

Air flap closed alarm - Failure to sync - Bus live - Bus not live
Agente Zabbix W

modbus.get["tcp:{$IPGERADOR}:502" 1,3,39437 1,int16.be 0]

Texto v
30s
Tipo Intervalo Periodo

S Agendamento 50s 1-

Adicionar

* Tempo limite SubstituicAo | 4s Timeouts

* Histdrico

I Preencha o campo do inventario do host

Do not store ST | 31d

-MNenhum- w

Selecionar

Acao

Atualizar | Clanar | | Testar | | Excluir | | Cancelar |

ZABBI X 4

CONFERENCE
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ModBus - Triggers

Triggers

Todos os hosts § Gerador 01 - MODBUS  Ativo @ Itens 68 Triggers 220 Graficos  Regras de descoberta  Cenarios web

|:| Severidade “alor

8,4

Gerador DEEPSEA: Air flap closed alarm - Controlled Shutdown alarm last{/Gerador 01 - MODBUS/AIr_flap_closed_alarm)=5

Gerador DEEPSEA: Air flap closed alarm - Electrical trip last{/Gerador 01 - MODBUS/AIr_flap_closed_alarm)y=4

Gerador DEEPSEA: Air flap closed alarm - Shutdown alarm last{/Gerador 01 - MODBUS/AIr_flap_closed_alarm)=3

Gerador DEEPSEA: Air flap closed alarm - Warning alarm last{/Gerador 01 - MODBUS/AIr_flap_closed_alarm)=2

Gerador DEEPSEA: Auto Voltage Sense Fail - Controlled Shutdown alarm last{/Gerador 01 - MODBUS/Auto_Voltage Sense_Failj=5

Grupos de hosts |i'r‘D"n'e BqUI O argumento para pesquisa || Selecionar | Efiquetas ml
gl Gerador 01 - MODBUS x Selecionar |E".I-:|.I-:".a HCuntérn v||'.-'ac-|
informe aqui o argumento para pesquisa Adicionar
Nome | | -
Herdada [REM sim | Nao |
Severidade Nao classificada Atencao Alta
D D ia D Descoberto Todos m Mao |
|:| Informagaon |:| Media |:| Desastre
Com dependéncias [ m Nao |
Status Momal | Desconhecido |
Status Todos Inativo |
Valor GGG Incidente |
MNome & Dados operacionais Expressao Status Informagio Etiquetas

scope: alarm Jteam: INFRA

type: {HOST.HOST}

scope: alarm Jteam: INFRA

type: [HOST.HOST}

scope: alarm Jteam: INFRA

type: {(HOST.HOST}

scope: alarm [ team: INFRA

type: (HOST.HOST}

ZABBI X 4s
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ModBus - Alertas para o time de infra

Garacor 04 MOLULE: ()

B O weratr rwen s sowe dars
D B gpee G wdar rei s et davy Eindeud by

X - Generator reverse power alarm - Electrical
trip

* Host: Gerador 01 - MODBUS
* Horario 15:01:38 on 2025.04.08
* Severidade: High

TEAM: INFRA —

— 1

trip

* Host: Gerador 01 - MODBUS
* Horario 15:09:13 on 2025.04.08
* Duracao do evento: 7m 35s

* Metrica: 1

TEAM: INFRA —

ZABBI X 4
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ModBus - Dados

248 Wh

Consumo 1 hora

336 »

MSB Amps L1

368 .

MSB Amps L2

354 .

MSB Amps L3

213 .

MSB Amps Neutral

400.

MSB Volts L1to L2

395,

MSB Volits L1 to L3

230

MSB Volits L1-N

397

MSB Volits L2 to L3

44 KWh

Consumo 7 dias

6 KWh

Consumo 1 dia

3KWh

Consumo 12 horas

ZABBI X 4

CONFERENCE

189 Kwh

95 Kwh

Consumo 15 dias Consumo 30 dias

MSB Amps L1-L2-L3 MSB KVA
82
800 A 500 kVA
MSB kVA L1
600 A 400 kVA
(‘s 85 VA
MSB kVA L2 300 KVA
L A H AL ’ A ﬁ‘ A |
100 Moottt 10 ALALAMAHbAb bobL Jhiob
et : i RV B/ V) S
84 ..
200A MSB kVA L3 2
100 KVA o n i iaaas ans o asdaeitnanate Ml o da a8 haaa andas aa n anza aa s a
0A 257 VA OKVA
5220115 522 05:49 5221022 522 14555 5221928 523 00:02 MSB kVA System 522 03:29 522 08:13 522 12:57 52217:41 52222:25
MSB Amps L1-L2-L3 _ MSB Amps L1-L2-L3
78 w
800 A 500 kW
MSB 01: MSB kW L2
600 A 400 kW
81w
MSB kw L2 300 kW
400 A Maklmndboa hlA__ A4 [N/ WRWWY
w
200A MSB kw L3
100 kW Naadd o A A (A AL LS O AN SANADNEANANANNN L A S A A P
0A 235 w oKW
5-2201:15 522 05:49 52210:22 52214555 5221928 523 00:02 MSB kW System 5-2202:22 522 07:01 52211:39 5-2216:18 522 20:56

=) HostDime
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O Home Assistant OS (HAOS) € o sistema operacional oficial do
Home Assistant, voltado para automacao residencial.

Integra dispositivos de varias marcas e protocolos (Zigbee, Z-Wave,
Wi-Fi, MQTT, Modbus etc.)

Centraliza automacoes e controles
Dispensa a nuvem, rodando tudo localmente (privacidade!)

Substitui hubs como Alexa, Google Home, Tuya, etc. (ou pode
integra-los também)

rrrrr
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HAOS: Um hub loT o e

htte agent (api rest)

T y

1
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HAOS: Requisitos e Instalagao

LATIN AMERICA

ronment 7.2-3 Searcl

Virtual Machine 119 (haos) on node ‘node03’

& Summary Add Remove Edit
>_ Console & Memory 4.00 GiB
= Hardware iﬁE Processors 2 (1 sockets, 2 cores)
& Cloud-Init # BIOS OVMF (UEFI)
£3 Options - Display Default . .

& Machine 435 elcome to the Home fis=sistant command line.
Task History

£ sCsl Controller VirtlO SCSI aiting for Supervisor to startup...
@& Monitor = o - ) o [Bystem information

Hard Disk (ide0) lvm-thin:vm-119-disk-0,size=32G IPu4 addresses for enpbsiB: 10.93.49.53,24

Backup (® CD/DVD Drive (ide2) none.media=cdrom IPu6 addresses for enpbsl8: feB0::eZd4:fad0:1b41:a386-64
3 Replication = Network Device (net0) virtio=F6:86:C9:C8:F8:00,bridge=vmbr0, fir i RIS eS Tate Home Assistant 0S 15.0
:J:} SI‘lElpSI‘lDtE ..e. USE Device [UEI}D} host=1-1.6,usb3=1 Home Assistant Core: 2Z025.3.4

Firewall Home Assistant URL: http://honeassistant.local :8123
Observer URL: http:-shomeassistant. local 14357

L @

Permissions




HAOS: Dongle ZigBee s

LATIN AMERICA

Edit: USE Device

() Spice Port

(C) Use USB Vendor/Device 1D

(@ Use USB Port
Choose Port: | SONOFF Zigbee 3.0 USE Dongle Plus V
Use USB3:

1PCS ZBDongle-P

© Help

=) HostDime|*™



HAOS: Home Page

Home Assistant Visdo geral
Visao geral
datacenter01

= h I

§  JPAHDSENSOR002-L22-UP Temperatura 244°C
TomvsanEL DA Canter , Desconhecido Desconhecido

®  JPA-HDSENSOR002-L22-UP Umidade 60,0%
Energia

§  JPAHDSENSOR003-H37-UP Temperatura 244°C Chuvoso
Eventos o Forecast Casa

@&  JPA-HDSENSOR003-H37-UP Umidade 61,9%
Historico

a JPA-HDSENSOR004-L32-UP Temperatura 254°C Interruptor
File editor B

@  JPA-HDSENSOR004-L32-UP Umidade 54,7% [  AmérioDCBR
HACS

§  JPAHDSENSORO05-H27-UP Temperatura 242°C [J EstoqueADM
Midias

®  JPA-HDSENSOR005-H27-UP Umidade 59.1% [ EstoqueDCBR
Listas de tarefas

§  JPAHDSENSOR006-H41-UP Temperatura 236°C @  Exaustéo Underground

@  JPA-HDSENSOR006-H41-UP Umidade 652% &l Exaustor WC Feminino
: ;:::: E‘ Exaustor WC Masculino

esenvol
@ Novacena
Configuracdes 3) [J  Sonoff-TH16 - SWITCH ARMARIO HDBR
[J  Sonoff-TH16- SWITCH ESTOQUE ADM
Notificagoes
[J  Sonoff-TH16 - SWITCH ESTOQUE DCBR

hostdime

ZABBI X 4

CONFERENCE

Q & #

JPA-HDSENSORO001-Rack-TRE

§  Temperatura 26,5°C

®  Umidade 54,0%

Sonoff-TH16 - UnderGround

[ Sonoff-TH16 - SWITCH UNDERGROUND @
@  Humidity 77,0%
§  Temperature 268°C

Sonoff-TH16 - WC-FEMININO
Sonoff-TH16 - SWITCH WC-FEMININO
Humidity Indisponivel

Temperature Indisponivel

Sonoff-TH16 - WC-MASCU! M
§  Sonoff-TH16 - SWITCH WC-M# =1 HostDime

Brasil
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HAOS: APl bem documentada

&€ = C 23 developers.home-assistant.io/docs/apifrest/

ﬁ Developers Home Assistant v Misc  Blog

Introduction
Architecture
Development WorkFflow
Building Integrations
Development Checklist
Integration Quality Scale
The "hass’ object
Entities

Areas, Devices and Entities
Authentication

Config entries

Data entry flow

Device Automations

VOV OV VYV VYV YV VY

The API supports the following actions:
GET /api/ a
GET /api/config 8
GET /api/events 8
/api/services 8
Japi/history/period/<timestamp> o)
/api/logbook/<timestamp> 8
GET /api/states 8
/api/states/<entity_id> o)
/api/error_log a

/api/camera_proxy/<camera entity_id>

=) HostDime|*™
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HAOS: Trazendo os dados

Regras de descoberta

Todos os hosts / Home-Assistant  Afivo Lista de descoberta ! descovery-devices-DCs-JPAe SPO Protdlipos de itens 2 Protdtipos de tngger = Prototipo de graficos  Prototipos de host

Regra de descoberta  Pré-processamento Macros LLD 3 Filtros & Sobrepor =

* Mome | descovery-devices-DCs-JPA e SPO
Tipo | Agente HTTP w

* Chave | discovery-devices

*URL | httpe(011)1406:8123/api/states Processar
Campos da consulta Mome Valor
= Remaver
Adicionar

Tipo de requisicao | GET w

Solicitar tipo de corpo Dados brutos Dado JSOMN Dado XML

Requisitar corpo

Cabegalhos Mome \Valor

Authorization = | Bearer {$TOKEN_HAOS} Remowver

Brasil

=) HostDime

Content-Type = | application/json




HAOS: Criando Macros P

CONFERENCE

Regras de descoberta

Todos os hosts § Home-Assistant  Afivo Lista de descoberta ! descovery-devices-DCs-JPAe SPO  Protdlipos de itens 2 Protdtipos de triggers Pro

FRegra de descoberta  Pré-processamento Macros LLD 3 Filtros 4+  Sobrepor 3
Macros LLD  pacro LLD JSOMPath
{#ATTRIBUTES.DEVICE_CLASS]) F.attributes. device_class Remover
{EATTRIBUTES.FRIENDLY_MAME} $.attributes friendly_name Remover
{EENTITY _ID} F.entity_id Remover

Adicionar

Atualizar | Clonar | | Executar agora | | Testar | | Excluir | | Cancelar

Brasil
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HAOS: Aplicando os filtros

Regras de descoberta

Todos os hosts § Home-Assistant

Regra de descoberta

Afivo

Pre-processamento

Tipo do calculo

Filtros

Lista de descoberta ! descovery-devices-DCs-JPAe SPO  Protdlipos de itens 2 Protdtipos de trigger s
Macros LLD 3 Filtros = Sobrepor =

EQU w (AorBorC)andD

Texto Macro Expressao regula

A {#FATTRIBUTES.DEVICE_CLASS} comrespondéncias w | | battery

B {#FATTRIBUTES.DEVICE_CLASS) corespondéncias w | | humidity

C {FATTRIBUTES.DEVICE_CLASS} corespondéncias ~ | | temperature

o {#ATTRIBUTES.FRIENDLY _MAME} comespondéncias w || [("JPA-HD|"SPO-HD)

Adicionar

| Clonar | | Executar agora | | Testar | | Excluir | | Cancelar

Prototipo de graficos

Prototipos de h

AcAo

Remover

ZABBI X 4

CONFERENCE
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HAOS: Criando alertas necessarios.

LATIN AMERICA

4l Prototipos de trigger

Todos os hosts / Home-Assistant  Ativo Lista de descoberta / descovery-devices-DCs-JPAe SPO  Prototipos de itens 2~ Prototipos de trigger = Prototipo de graficos  Protétipos de host
Severidade Nome a Dados operacionais Expressao Criar ativo Descobrir Et
Media Humidity - {#ATTRIBUTES.FRIENDLY_NAME} High Incidente: min{/Home-Assistant/dados.[{# Y _1D}],30m)>=66

m

Recuperagao: max(/Home-Assistant/dados. [{#ENTITY _ID}],1h)<=64 and max(/Home-Assistant/dados [{*fENTITY _ID}],1h)>=56

Media Humidity - {#ATTRIBUTES.FRIENDLY_NAME} Low Incidente: max(/Home-Assistant/dados.[{# TY_ID}],30m)<=54 Nao Nao
Recuperacao: min(/Home-Assi [{ZENTITY _ID}},1h)>=56 and min{/Home-Assistant/dados.[{XENTITY _ID}],1h)<=64
Media nodata colector in - nodata(/Home-Assistant/dados. [{*ENTITY_ID}],12h)=1 Sim
{FATTRIBUTES.FRIENDLY_NAME}
Media Temperature - {#ATTRIBUTES.FRIENDLY_NAME} Incidente: min(/Home-Assis (#ENTITY_ID}].30m)>=27 Nao Nao
High Recuperacao: max(/Home-Ass 0S TITY_ID},1h)<=27 and max({/Home-Assistant/dados. [(*ENTITY_ID}],1h)>=24
Media Temperature - {#ATTRIBUTES.FRIENDLY_NAME} N&o
Low )1],30m)>=24 and min(/Home-Assistant/dados. [{#ENTITY _ID}],30m)
<=26
Exibi 5de5
0 selecionado

Brasil
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Controle de Temperatura e Umidade  coneerence
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0 0 0 1 1 1

Switch Armario Switch Estoque Switch Estoque DC Switch UnderGround j§ Switch WC Feminino WC Masculino

2 6 Temp Sonoff
c
Temp Under #
26

25

Temp WC Feminino J¥S

25. KB

Temp WC Masculi...

23

25 2

5-22 13:.04 5-22 17:17 5-22 21:29 5-23 1831 5-23 22:44 5-24 02:56 5-24 07:08 5-24 11:21
Temp Externa 2025-05-22 22:58:11
Humidade M Home-Assistant: Sonoff-TH16 - UnderGround Temperature: 25.4
74 H 150 B Home-Assistant: Sonoff-TH16 - WC-FEMININO Temperature: 25.3
Umidade Under M Home-Assistant: Sonoff-TH16 - WC-MASCULINO Temperature: 25

82.

Wc Feminino

80 .

Wc Masculino

80 .

Umidade Externa

Brasil
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Caso pratico de multi-integracao

) »);':‘ — g

l

@ python —» 'Og—' f

IP camera ¥
Event acknowledged el

Detected: Person

ZABBI X 4
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Caso pratico de multi-integracao

Detalhes do evento

Trigger details
Servidor Home-Assistant
Trigger Motion Sensor Movimento 10s

10:44:46 Administrator)

Expressdo do problema last{/Home-Assistant/dadossonoff10s.
[binary_sensor.motion_sensor_movimento]j=1

Express3o de recuperacao

Geracao de eventos Normal
Permitir encerramento Nao
manual

Activado Sim

Detalhes do evento
Evento Motion Sensor Movimento 10s

Dados operacionais 0

Data e hora 24-05-2025 10:38:45

Accoes
Passo Data e hora User/Recipient Ac¢do Mensagem/Comando

24-05-2025 Admin (Zabbix ﬂ Afttention.

Check the entrance gate:

Event description:

a street with cars parked on it and a
building in the background

24-05-2025
10:39:45
4 A4 NAC ARAE AN L
Data e hora Utilizador Mensagem

24-05-2025 10:44:46 Admin (Zabbix Administrator) Attention.

Check the entrance gate:

Event description:

a street with cars parked on it and a building in the backgrount

24-05-2025 10:39:45 RESOLVIDO 8m 23s im
10:38:45

ZABBI X 4
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m2aam@e - R 2wl B ED100-
Marcilio Ramos s
e < @ online O %

Estado Attention.
~|  Check the entrance gate:
Event description:
a street view of a building with cars
parked in the parking 10:42

Attention.

Check the entrance gate:

Event description:

a street with cars parked on it and a
Acwalizar | building in the background 10:43

1 (® Mensagem

@J@o

=) HostDime
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Muito Obrigado!
Perguntas?

& hostdime.com.br
(©) @hostdimebr
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mrtelecompb@gmail.com
(83)98828-2291

Telegram: @MarcilioMRTelecom
linkedin.com/in/marcilioramos/

) hostdime.com.br
. O] @hostdimebr
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