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ZABBIX

ZABBIX is an open source enterprise-level monitoring solution designed to monitor

millions of metrics in real time, collected from tens of thousands of servers, virtual
machines, network devices and applications
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WHAT TO MONITOR?

Solutions for different industries, application areas and use
cases
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Access control: Monitor changes in room temperature, use of
access cards and other sensors and logs.

KPI monitoring: Use collected metrics to create dashboards for your
business KPI monitoring: number of web visitors, number of
purchases, amount of devices manufactured per hour, etc.

Capacity monitoring: Monitor your infrastructure resource utilization and
let Zabbix help you plan your IT budget accordingly.

Configuration monitoring: Use Zabbix to enable monitoring of
software versions, keep track of installed applications and updates

Inventory monitoring: Utilize Zabbix to manage the inventory of your
devices - hardware , software serial numbers and much more!

Security monitoring: Monitor security risks by monitoring network
ports, malicious software, password files and other security entities.
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SASIC ARCHITECTURE

ZABBIX SERVER BACKEND

® Core process responsible for data collection and analysis

® Canbe deployed on Linux, BSD, Raspbian and other Unix-like
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operating systems (— ) = Agent E'Iiz /’V"]
® Native Zabbix server high availability cluster — \ / Visualization
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PHP frontend for configuration management and data
visualization.



High Availability

& Server can be made HA (Active/Standby)
& Database can be made HA (outside of Zabbix product scope)

& Proxy can be made HA via Proxy groups

System information

Name Address

ha2 192.168.0.109:10051
ha3 192.168.0.111:10051
ha1 192.168.0.105:10051

Fail-over delay: 1 minute

Name a State Failover period Online proxies Minimum proxies Proxies
Belgium im 7 3 Antwerp, Brussels, Charleroi, Dikkebus, Eupen, Ghent, Tournai
Luxemburg im 2 1 Luxembourg, Troisvierges

Metherlands im n T

Last access

0

75

ds

ZABBIX

Status
Active
Stopped

Standby

Amsterdam, Den Haag, Eindhoven, Haarlem, Harderwijk, Maaskantje, Maastricht, Rotterdam, Utrecht, Zaanstad, Zierikzee




DISTRIBUTED MONITORING

Deploy Zabbix proxies in remote sites for added redundancy and ease of
configuration

® Select the direction of communication between Zabbix server and Zabbix proxies

Zabbix
& Zabbix supports unlimited number of proxies

& Scale up your monitoring by adding extra Zabbix proxies to your environment
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DIST

Collect data from thousands

R
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of monitored devices:

® Data compression

& Monitor behind the firewall, DMZ

Collect data even in case of network

issues

on monitored hosts

Control all Zabbix proxies from a

single pane of glass

&
® Remotely run custom scripts
&
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~FFORTLESS DEPLOYMENT

Save your time:
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Install Zabbix in minutes

Use out-of-the-box templates for most
of the popular platforms

Automatically discover and create your
hosts in Zabbix

Deploy any Zabbix component by
using packages, docker containers,
cloud images or compile it from the
source code.

Receive Zabbix alerts by using out-of-
the box media type integrations
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Triggers

Metrics

Dependencies
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DEPLOYMENT

Hosts

Save your time:
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Get a wizard, guiding you
Configure all settings

Select the correct host interface, or
interfaces

Install your Zabbix agent with ease on
both Windows and Linux via a
powershell or bash script, provided by
Zabbix!

Add a new host in a very straight
forward, user friendly way!

Select a template: Create or select a hos
Windows by Zabbix agent Ti

Install Zabbix agent

The template you selected (Windows by Zabbix agent) requires Zabbix agent to be
installed and running on your monitoring target.

Skip OS selection if you already have Zabbix agent installed.

1. Configure encryption
Communication between Zabbix agent and server/proxy is secured with a unique user-
defined pre-shared key identity and a secret pre-shared key linked to it.
" Pre-shared key identity
Main PSK

Enter a non-secret pre-shared key identity string. Avoid including sensitive data
* Pre-shared key

90849e8e0b7{7f01e13fee621f04d92a9a0a9bc07f0c7525a9811360 Generate new
080ff14d

A
Generate a secret pre-shared key hexadecimal string.

2. Select the OS of your monitoring target

Linux ° Windows Other

3. Set up Zabbix agent on your monitoring target by executing the following script [bash
under root]:

${command -v curl || echo $({(command -v wget) -0 =) https://
cdn.zabbix.com/scripts/7.4/install-zabbix.sh | bash -s -- --

Cancel

Disclaimer: This feature is not released yet. It is planned for Zabbix 7.4, but might be postponed!

t
est (new) Install Zabbix agent Add host interface

Configure host

o |
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SIAYINCONTROL O

All of the collected metrics, problem
history, trends remain in your control

In addition to collecting history, Zabbix
provides the ability to store hourly trend
data - min, max, avg and count of collected
values per hour.

Define flexible data storage periods
for History, Trends, Events and other
data

None of the data or telemetry gets
transferred to Zabbix or any other 3rd

party
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History

A

Events

b4

Trends

Example: Store 1 year of history,
6 months for events, 2 years for

trends.
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DATA COLLECTION: ASYNCHRONOUS DATA
POLLING

Synchronous data collection Asynchronous data collection

O,

()

@

)

OlO0000000000




DATA COLLECTION: AGENTLESS

= }

® Simple ping and port checks e ol

® SNMP1, v2c, v3), HTTP, IPMI and SSH checks E / E

® Database monitoring via ODBC ,- ~ Lo =\
® Java applications monitoring S A= _) g
@ Web APIs and HTTP endpoints —— |
& Custom metrics/scripts 4 O/C{O |
& Aggregations and calculated checks :" Y ".
& VMware monitoring |

& Web monitoring =C

i I I l *Z.ff’) ,”, '
& Synthetic monitoring = B




DATA COLLECTION: ZABBIX AGENT

I(' Polling @UX

Zabbix Agent can be deployed on any Mac
Unix-like or Windows platforms and T
collect metrics from any device or "apping Extrendable
application. 47 .
soLaris ZABBIX Na{%SD@
COLLECT DATA FROM THOUSANDS Log
OF MONITORED DEVICES: @ | monitoring
o
® Collect OS level performance and availability S
metrics WMI
® Supports polling and sending traps o Efficient
. : . d FreeBSD,
® Provides native log monitoring f

® Create your own custom metrics



DATA CO

~CTION: W
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RING

Items for website navigation and resource statictics

V)
® Current website screenshot
\/

Host dashboards

All hosts / Zabbix web site

Triggers for slow load times

® Triggers for website availability

® Dashboard displaying statistics

© Screenshots, for troubleshooting

To | now
g Load time Navigation size
I}
4 30.000ms 1.2s 224 KB
E
E
25.000ms 1.0s 192 K8
2024-05-22 11:31:35 AM 160 KB |
20.000ms 0.8s
128 KB |
15.000ms 0.6s
2024-05-22 11:30:39 AM 96 KB |
10.000ms 0.4s
_— . 64KB |
2024-05-22 11:29:35 AM 5.000ms - g . 0.2s 32KB |
0oms op ALK |

2024-05-22 11:28:35 AM

2024-05-22 11:26:33 AM

2024-05-22 11:25:36 AM

2024-05-22 11:24:36 AM

2024-05-22 11:23:35 AM

2024-05-22 11:20:34 AM

Screenshot
i l J I i i l h i

== Zabbix web site: Website www.zabbix.com Navigation ... ~ Zabbix web site: Website www.zabbix.com Resource |

Navigation timing

From | now-30m

5-2201:28 PM 5-22 01:34 PM 5-22 01:40 PM 5-22 01:45 PM 52201:51PM 522 01:57 PM

0.5000ms 16s

0.4000ms

0.3000ms

0.2000ms

0.1000ms

5-22 01:31 PM
= Zabbix web site: Website www.za...

Last 2 days
Last 7 days
Last 30 days
Last 3 months
Last 6 months
Last 1 year

Last 2 years

Resource timing

5-22 01:36 PM 522 01:41 PM
Zabbix web site: Website www.za

Yesterday

Day before yesterday
This day last week
Previous week
Previous month

Previous year

5-22 01:46 PM

Zoom out

Today

Today so far

This week

This week so far
This month

This month so far
This year

This year so far

@ Last 30 minutes

Last 5 minutes
Last 15 minutes
Last 1 hour
Last 3 hours
Last 6 hours
Last 12 hours

Last 1 day

5-2201:51PM  5-22 01:56 PM

== Zabbix web site: Website www.za...

Oms
5-2201:29 PM 5-2201:34 PM 5-2201:40 PM 5-22 01:45 PM 5-2201:50PM  5-22 01:56 PM

5-2201:31 PM 5-22 01:36 PM
== Zabbix web site: Websit... Zabbix web site: Websit... == Zabbix web site: Websit... = Zabbix web site: Websit... == Zabbix web site: Websit...

5-2201:41PM
Zabbix web site: Websit...

5-2201:46 PM
== Zabbix web site: Websit...

5-2201:51 PM  5-2201:56 PM
== Zabbix web site: Websit...

ZABBIX



DATA COLLECTION: N

Based on SSH so secure by default

Successor of SNMP

- [CON

a SUDDO

New templates being built

Extremely fast / performant

Allows Master/Dependent items

@ 9 @@ 0 0O

Works from Zabbix 7.2

ZABBIX

>_
SSH

D>

{go)

NETCONF

T

ZABBIX



DATA COLI
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ROCESSING

Zabbix offers a variety of approaches to transform the data before storing it in the

database

12C

{"user”: 10004}

“GET /index.htm| HTTP/1.0"
200 28083

Unstructured text

= Right trim
= jSON
= Regexp
> Regexp

=)

Temperature: 12

User count: 10004

Response code: 200
Size: 28083

Version: Apache 2.2.15 (Unix)
DNS lookup treads: 10

ZABBIX



DATA COLI
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ROCESSING

Zabbix offers a variety of approaches to transform the data before storing it in the

database

Temperature in F: 32

Repeating values:
v1=1, v2=1, v3=1

Prometheus data:
jvm_buffer_memory_used_
bytes{id= "direct",} 81920

> JavaScript

= Throttling
» Prometheus
pattern

=

=

=

Temperature inC: 0

Discard value, if it duplicates
the previous value: v1=1

Buffer memory used:
81920

ZABBIX



PROBL

Detect problems from the
incoming data flow automatically

O 0 0 0 0 O

Flexible problem definitions
Multiple problem severity levels
Correlation/root cause analysis
Anomaly detection

Baseline monitoring

Data trend analysis

M DETECTION

eoe <>

Problems by severity

0@ 4
Problems
Time v
03:38:00

2021-04-27 17:36:39

2021-04-27 17:36:32

2021-04-27 17:36:31

2020-12-07 20:44:01

2020-11-19 11:39:00

Recovery time Status

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

=

B2

Info Host Problem « Severity Duration
Oracle DB Oracle: Shared pool free is too low (less 5% for 5m) 16h 40m 5s
19c
Oracle 9d 2h 41m
ODBC 01
Oracle DB 9d 2h 41m
19c
Oracle 9d 2h 41m
ODBC 03

Oracle DB | Oracle: Number of REDO logs available for switching ~ 4m 29d 22h

19c is too low (less 3 for 5 min)

Oracle Oracle: Number of REDO logs available for switching  5m 18d 7h
ODBC 03 is too low (less 3 for 5 min)

Ack Actions

No

ZABBIX



PROBLEM DETECTION

Use trend prediction to react proactively and
prevent the impact of the problem.

V]

What is the value of the data item after a certain
time?

Example: how much free space will there be on
the server in a week's time?

When will the value of the data item approach
the threshold?

Example: when will the server reach less than
1GB of free space?

:J/ Anomalies

;J/ Root causes
EJ/ Trends

ZABBIX



ALERTING & NOTI

-|[CATIONS

Get notified in case of any issues using different

channels:

® send messages via E-mail, SMS, Webhooks

&

&
&
&

Remediate issues automatically by executing
commands/scripts on agent or core server

Escalate problems according to flexible user-
defined Service Levels

Customize messages based on recipient's role

Customize messages with runtime and inventory
information

Problem

SN

v v v

A 11

Remediate Notify Escalate

ZABBIX



[TSMAND MESSAGING SYSTEM
INTEGRATIONS
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® JavaScript webhooks are open CICRIRY : Fraaia Q
for customization and sharing

ZabbixWebHookBot 19:26

PROBLEM zabbix agent is not
available

® Vast selection of official integrations
with the option to import custom
community integrations

® Out of the box integrations for
solutions such as Jira
ServiceDesk, Slack, Opsgenie and
many more.

Zabbix Alerter [§6T

Example host [127.0.0.11

4, Jira Service Desk —
a2 slack & Opsgenie




HOST

DISCOVERY

NETWORK DISCOVERY:

periodically scans the network to detect changes and

performs user specified actions.

Network

Discovered Application

Discovered Database

Discovered Web Server

s

/ABBIX SERVER

Scan network
for new hosts

® Create anew hostin
Zabbix

® Assign host to a host
group

® Assign the
corresponding
templates

® Notify a user

® Execute a script

ZABBIX



HOST DISCOVERY

AGENT AUTO-REGISTRATION:

configure automated monitoring of new equipment with Zabbix agents
installed. Newly deployed agents will send their metadata to the Zabbix
server and an autoregistration request will be received.

Network

| am a new Server

Metadata: Linux/MySQL ZABBIX

/ABBIX SERVER

Automate host
creation - example

® New MySQL hosts
created and linked to
Linux/MySQL
templates

® Assign a host to the DB
server host group

® Notify the DB admin
Q@ Execute an

onboarding script on
the host

ZABBIX



LOW LEVEL DISCOV

RY

Let Zabbix automatically create items, triggers and graphs on your hosts,

depending on the host entities

Linux

Network

Template OS Linux

Filesystems o

with one LLD rule

/home
/data

/opt

- 0Ox

Discover, monitor
and alert on
Filesystem
partitions per host

ZABBIX



DATA VISUALIZATION

Present your IT environment on Web interface using:

“ > =
20 |) y EIﬁEIﬁJ

Widget-based Graphs Network maps Slideshows Scheduled
dashboards reports



VISUALIZATION: DASHBOARDS

Zabbix Dashboard is a central place in the web frontend that provides personalized details
about the monitored environment:

ece <

Pl Central Dashboard [ ot cosooors B= 152
® Top or bottom hosts sorted by === —
metric 461 5/; 47.53T %
® Item values e [
= | JEEE el
® Network and geographical maps cee L BN
o Gra P hs 0.28% 77.37 iviB
® Problem lists
® Host status
® SLAreports



VISUALIZATION: DASHBOARDS

Zabbix Dashboard and with the introduction of WYSIWYG for editing, configuration gets a lot faster:

Global view
L] L]
® You change the configuration
Top hosts by CPU utilization System information
o 40 % 60 %
Of a W I d g et HHHHHHHH Utilizatio n 1m avg 5m avg 15m avg Processes Parameter Value Details
Zabbix server Zabbix server is running Yes localhost: 10051
Zabbix server version 7.4.0rc1 20 % 80 % (l
. . . Zabbix frontend version 7.4.0rc1
Valu
I O l I C O S I | Ig e e I O r Number of hosts (enabled/disabled) 1 110
Number of templates 347 0% N (o) d ata 100 % 1
Number of items (enabled/disabled/not supported) 116 105/0/11
Memory utilization
68 68/0[1/67] —_—

I m m e d i at e u p d a te S Host availability 7 77 e

Problems by severity

Immediate changes

== Zabbix server: Available memory == Zabbix server: CPU util

Speeding up your configuration — ssesssan: s

O 0 0 0 O

Easier to create dashboards

Disclaimer: This feature is not released yet. It is planned for Zabbix 7.4, but might be postponed!



VISUALIZATION:

Many flexible widgets out of the box available!

Infrastructure overview

Resource utilization

Docker node 1 Docker node 1 Docker node 2 Docket node 3 Docker node 3 Wl\”a MySQL Node 1
Linux: CPU utile Linux: Memory Limnc CPU waliz Linanx: Memory Linx: CPU il L Memary Linux: CPU utiher

365% 54.02% 212% 63.14% 267% 64.41% 158%

My SQL Noae 3 MySOL Node 3 Primary apphcat Primary applcat
Linux: CPU utikx Linux: Mesory Liax. CPU ubile Linux: Memory

195% 4019% 278% 4211 %

MySQL Node 1 MySCL Node 2
Linux . Memory Lnux CPU iz

51.75% 2.25%

RatbithQ chustes RabbhQ chuster Secondary apph Secondary appd Web Apache no Web Apache no Weh Apache no
Linux; CPU utile Linux: Memory Linux: CPU whz Linux: Memary Lintee: CPU wtig Lo Memory Linare: CPU utilir

220% 4313% 183% 57.29% 223% 51.22% 219%

Web Agache no Web Ngnx node 1
Linux: Memaory Unux CPU w2

56.15% 234 %

Web Ngnix node 2 Web Nginx node 2 Zabbux server Zabuw servey
Linax CPU utik Linic: Memory Lrux: CPU utile Linuox: Memory

230% 4213% 190% 4310%

App Node memory usage App Node CPU time

@

Docker node 2: Linux: CPU utilization

2.12 %
Linux: CPU utilization

Docker node 1: Linux: CPU utilization

DASHBOAR

Docker node 2: Linux: Memory utilization

0 63.14 % /100
Linux: Memory utilization

Docker node 1: Linux: Memory utilization

ZABBIX Sl Customer dashboard
Dashboards Top Prod hosts by requests Total Prod Requests per second
Montoing  ~ 2023-09-28 11:53:16 AM

g 15,0
) ' Seros =
Linux: C T 541 00

T 2 <

et s
ToRToss ) Reports ~ m Total requests

. Data collection ~

Users -

Administration ~

Iinterface 1: Bits sentireceived Interface 2: Bits sentireceived

Prod-App: Space utilization Prod-App: Memory utilization
Prod-App: CPU load

mﬁ

Load average (5m avg)

Prod-App: Memory utilization

Memory utilization

Geomap

Prod-App: Resource utilization

Problems by severity

18
Mversge

DGETS

Warming

Leratiot | Tes oounesy of the LS. Geoogics Sunvmy

ZABBIX




VISUALIZATION:

DYNAMIC W

DGETS

A communication framework is available enabling communication between widgets

Infrastructure overview

All dashboards / Infrastructure overview

Resource utilization

MySQL Node 2
Linux: CPU uti_ﬁz,..

MySQL Node 1
Linux: Memory .

47.65 %

Web Apache no... Web Nginx node 1
Linux: Memory . . Linux: CPU utiliz. .

63.23% 2.04%

App Node memory usage

== Primary application node: Linux: Total memory
== Primary application node: Linux: Available memory

1.48 %

Docker node 1 Docker node 1 Docker node 2 Docker naode 2 Docker node 3 : Docker node 3_ MySQL Node 1
Linux: CPU utiliz_.. Linux: Memory . . Linux: CPU utiliz. . Linux: Memory Linux: CPU utiliz... Linux: Memqyy uti. Linux: CPU utiliz. ..

309% 60.83% 3.09% 7098% 277% T7233%

1.43 %

MySQL Node 2 MySQL Node 3 MySQL Node 3~ Primary applicati... Primary applicat. .
Linux: Memory ... Linux: GPU utiliz. . Linux; Memory .. Linux: GRU utiliz Linux: Memory . .

65.38% 118% 3718% 1.88% 44.50%

RabbitMQ cluster RabbitMQ cluster Secondary appli... Secondary appli... Web Apache no. . Web Apache no... Web Apache no...
Linux: CPU utiliz_._ Linux: Memory .. Linux: CPU utiliz .. Linux: Memory ... Linux: CPU utiliz... Linux: Memory . Linux: CPU utiliz..

142 % 3981 % 110% 53.00% 193% b7.73% 185 %

Web Nginx node 1 Web Nginx node 2 Web Nginx node 2 Zabbix server Zabbix server
Linux: Memory .. Linux: CPU utiliz.. Linux: Memory . Linux: CPU utiliz_.. Linux: Memory . .

7884°% 1.93% 4755% 1.23% 3959 %

App Node CPU time

Value
Value == Primary application node: Linux: CPU user time 0.4958 %
3.56 GB == Primary application node: Linux: CPU iowait time 0.09843 %

2.14 GB Primary application node: Linux: CPU system time 0.4745 %

MySQL Node 1: Linux: CPU utilization

50 %

75 %

0% 1.43 % 100 %
Linux: CPU utilization

MySQL Node 1: Linux: CPU utilization

50 %

75 %

0% 1.43 % 100 %
Linux: CPU utilization

Top hosts

Host

Docker node 2
Docker node 1
Docker node 3

Web Nginx node 1
V¥eb Apache node 1
Web Nginx node 2
Primary application node
Web Apache node 2
MySQL Node 2

MySQL Node 1

MySQL Node 1: Linux: Memory utilization

50 %

5%

0% 47.65 % 100 %
Linux: Memory utilization

MySQL Node 1: Linux: Memory utilization

50 %

75 %

0% 47.65 % 100 %
Linux: Memory utilization

Memory Utilization

3.09%

3.09 %

277% gl

204 %

1.93%

1.93%

1.88 %

185%

148 %

uuuuuuuuuuu

Zoom o

70.98 %

60.83 %

72.33 %

78.84 %

5773 %

47.55 %

ZABBIX



VISUALIZATION: Color palettes

No more “ugly” widgets, but appealing colors!

Graph

6.0 bar

Solid color Palette

EEEE N & EENE » _
H EENEE EEE & =& B |
.-...!....... .[ .. 2025-05-24 01:04:36 AM f/_/_//
il '
— -..-... .--. I Pot still one (low-wines): Pressure: 0.75 bar
...-......... ...- -4~ M Pot still four (spirit): Pressure: 0.75 bar
. .......... ...- B Pot still three (low-wines): Pressure: 0.78 bar
-.---..... -.-. @ Pot still two (spirit): Pressure: 0.74 bar | e
EEEED EEEEEEE | rr——
S SEEEEEEEE ]
~ FENEEEEEEEEE b
EEEED. 22222 CEEEEEE |
Ny ][] |

U par
5-24 12:54 AM 5-24 12:58 AM 5-24 01:02 AM 5-24 01:06 AM 5-24 01:10 AM 5-24 01:15 AM 5-24 01:19 AM

== Pot still one (low-wines): Pressure ™ Pot still four (spirit): Pressure ™ Pot still three (low-wines): Pressure ™ Pot still two (spirit): Pressure

Disclaimer: This feature is not released yet. It is planned for Zabbix 7.4, but might be postponed!



VISUALIZATION: GEOMAPS

Zabbix geomaps enable Zabbix administrators to view the state of their infrastructure displayed on a geographical map.

e0e {N> 0O O
EU Geomap

+

Host

CentOS 8 Application server

Cisco Catalyst 3750V2 Classrooms

Hikvision Camera Classroom 2

MySQL server - primary

NetApp AFF A700 Storage




VISUALIZATION: NETWORK MAPS

Create an interactive overview of your environment on multiple levels by using nested maps. Zabbix maps are
capable of displaying real-time status and values received by your monitored entities.

o0 @® < »

Map navigation tree

v Europe

v Overall Network Diagram (++).

Network (+)

Riga

Data Centers Overview (+)

Vn Industrial CCTV (++)

Region Map

T72F

33%

T20W

000

New element

@

i
Dci M

MySQL Server

DC1 Sybase Server

ISP 1

-7 CoreRi

O

SamaT A
- cd
-
-~ -

DC2 Oracle Server

DC2 WEB Server,

DC2 Active Directory

o

MySQL Server

DC2 DAS

DC2 Sybase Server

ZABBIX



VISUALIZATION: RE

PORTS

Schedule an e-mail report based on any of your existing dashboards

® Daily/Weekly/Monthly/Yearly reports

V)

® Select the period for which the data should be ®
provided in the report - previous D/Week/Month/Year

o0 @ {H>

Name a

Customer "Bank" daily report
Customer "Bank" management report
Customer "MSP" daily report
Customer "MSP" management report
Daily customer report

Weekly customer statistics report

V)

Owner

Melanie

Melanie

Lars

Lars

Admin (Zabbix Administrator)

Admin (Zabbix Administrator)

Send reports to individual users or members of a

user group

Send reports with either the report recipient or report

creator permissions

Customize report message and subject

Repeats
Daily
Monthly
Daily
Monthly
Daily

Weekly

Period
Previous day
Previous month
Previous day
Previous month
Previous day

Previous week

g

G

Last sent

2023-02-01 09:00

2023-02-01 12:00

2023-02-01 09:00

2023-02-01 12:00

2023-02-01 12:00

2023-02-01 12:00

ZABBIX



SUSINESS SERVICE MONITORING

With Zabbix you can monitor your business services and receive alerts about business service status change,
receive root cause analysis and monitor business service SLAs.

ece <( > U=

B scvices
O\ All services / Online store Info © Filter Y/

Online store

Parent services:

Status: ‘High

SLA: Customer website: 99.4007 [l

Tags:

Name Status Root cause Created at Tags

| Payment service provider 2022-01-27

' Primary database 2022-01-01
| Secondary database 2022-01-27
| Website Web server is unavailable 2022-01-01

Displaying 4 of 4 found

0 selected Mass update Delete



SECURITY

PROTECT YOUR DATA

Strong encryption between all Zabbix
components

PSK and certificate encryption support
TLS v. 1.2 and 1.3 support

Option to store all of your sensitive
credentials in an external vault

O 00 O

Multiple authentication methods:
Open LDAP, Active Directory

Flexible user permission and role schema

Full isolation between user groups and
host groups for multi-tenant deployments

O 0 0 O

Zabbix code is open for security audits

CyberArk  HashiCorp Command-line

Vault Vault utilities
c 7
CYBERARK ——
Granular
permissions
and roles é @/
9&% interface restrictions
o @
(— l o
9&% \ Zabbix
é @ agents

(D
bcrypt user N

passwords Ner

Zabbix
proxies

Zabbix
database

ZABBIX



Out of the box support of MFA via TOTP or Duo Universal Prompt

SECURITY: MULTIFACTOR AUTHENTICATION

ZABBIX

Scan this QR code

Please scan and get your verification code displayed
in your authenticator app.

@?." -| 'ﬁ

Unable to scan? You can use SHA1 secret key to
manually configure your authenticator app:
BBK2557F77D25HNDIZZSW6QYKPSEKPG5

Verification code

ZABBIX



/ABBIX AP

Integrate Zabbix with any part of your IT environment

Get access to all Zabbix functionality
from external applications through
Zabbix API:

9
9

Uses JSON-RPC 2.0 protocol

Requests and responses are encoded using
JSON format

Automate Zabbix management via API

Integrate Zabbix with third party software:
Configuration management, ticketing
systems

Retrieve and manage configuration and
historical data

Automation
tools

Graphing
tools

Notification
systems
Custom C/
systems
T|cket|ng
systems

Configuration
management

ZABBIX



BACKE
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PROF

-SSIONAL

Delivered by Zabbix or Zabbix official partners - regardless of time zone or
your preferred language.

deployment or migration

Anything from

3
il

To hands-on

Professional Training

24/7 global
technical support

And everything else
Zabbix related

ZABBIX



DOWNLOAD & GET STA

MINUTES

® Choose your platform for Zabbix
server

® Install and configure Zabbix server

Configure Zabbix frontend

Start using Zabbix

Zabbix
packages

®0e < >

ZABBIX VERSION

6.2

6.0 LTS

5.0LTS

4.0 LTS

6.4 PRE-RELEASE

Zabbix
Cloud
Images

OS DISTRIBUTION

Alma Linux
CentOS

Debian

Oracle Linux
Raspberry Pi OS

Red Hat Enterprise
Linux

Rocky Linux

SUSE Linux
Enterprise Server

Ubuntu

Ubuntu (arm64)

OS VERSION

o 0~ @ | W0

Containers

Zabbix
Appliance

ZABBIX COMPONENT

Server, Frontend,
Agent

Proxy
Agent
Agent 2

Java Gateway

RTED IN 10

Zabbix
Sources

DATABASE

MySQL

PostgreSQL

Zabbix
Agents

WEB SERVER

Apache

Nginx

é) 8]

ZABBIX



ZABBIX

THANK
YOU!
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