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ZABBIX

ZABBIXis an open source enterprise -level monitoring solution designed to monitor

millions of metrics in real time, collected from tens of thousands of servers, virtual
machines, network devices and applications
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orange SEAT

= & Over 300 000+ installation worldwide.

INSTALL

L ® ZABBIXis trusted by customers all over the globe.



WHAT TOMONITOR?

ZABBIX

Solutions for di Ferent I ndustries, application areas and
CasSes
_ _ Clouds
Q Access control: Monitor changes in room temperature, use of
access cards and other sensors and logs. _
@ Containers
Q KPI monitoring: Use collected metrics to create dashboards for your :

. N e Virtual
business KPI monitoring: number of web visitors, number of hi
purchases, amount of devices manufactured per hour, etc. HESLES

Q Capacity monitoring:  Monitor your infrastructure resource utilization and o =D
let Zabbix help you plan your IT budget accordingly. = /ZABBIX %
Q Conpgurati on rseZabbixto énable monitoring of
software versions, keep track of installed applications and updates Services Hardware
Q Inventory monitoring:  Utilize Zabbix to manage the inventory of your -
devices z hardware , software serial numbers and much more! <> -
Q Security monitoring: ~ Monitor security risks by monitoring network
ports, malicious software, password files and other security entities. Databases

Applications



BASICARCHITECTURE

ZABBIX SERVER BACKEND

® Core process responsible for data collection and analysis

® Can be deployed on Linux, BSD, Raspbian and other Unix -like
operating systems (— )

(— ) =—  Agent é'l:é N’]
® Native Zabbix server high availability cluster \ / I
(—— =)
(—-) == Agent Proxy e Frontend — (&)
DATABASE == g 4 e Backend NOC; i 30 atio
® Data and configuration storage ® PostgreSQL + TimescaleDB e Database
® MySQL and Community forks ® Oracle ( j .
=) Apps — fgent / \
less :
@ Integration
—>
FRONTEND

PHP frontend for conpguration management and dat a
visualization.



High Availability

® Server can be made HA (Active/Standby)
& Database can be made HA (outside of Zabbix product scope)

& Proxy can be made HA via Proxy groups

System information

Name Address

ha2 192.168.0.109:10051
ha3 192.168.0.111:10051
ha1 192.168.0.105:10051

Fail-over delay: 1 minute

Name a State Failover period Online proxies Minimum proxies Proxies
Belgium im 7 3 Antwerp, Brussels, Charleroi, Dikkebus, Eupen, Ghent, Tournai
Luxemburg im 2 1 Luxembourg, Troisvierges

Last access

0

75

3s

ZABBIX

Status
Active
Stopped

Standby

Metherlands im 1 7 Amsterdam, Den Haag, Eindhoven, Haarlem, Harderwijk, Maaskantje, Maastricht, Rotterdam, Utrecht, Zaanstad, Zierikzee




DISTRIBUTEDMONITORING

Deploy Zabbix proxies in remote sites for added redundancy and ease of
conpguration

® Select the direction of communication between Zabbix server and Zabbix proxies
Zabbix

& Zabbix supports unlimited number of proxies

& Scale up your monitoring by adding extra Zabbix proxies to your environment
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DISTRIBUTEDMONITORING

Collect data from thousands
of monitored devices:

Data compression

Moni t or behi nd t

Collect data even in case of network
ISsues

Remotely run custom scripts
on monitored hosts
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Control all Zabbix proxies from a
single pane of glass
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EFFORTLES®EPLOYMENT

Save your time:
Graphs

& Install Zabbix in minutes E)

= |
!
& Use out-of-the -box templates for most Templates Discovery Rules

of the popular platforms
& Automatically discover and create your /_\
hosts in Zabbix & ZABBIX Triggers

® Deploy any Zabbix component by

. . ,
using packages, dockgr c_ontalners, R s e
cloud images or compile it from the y |
source code. Q) '

=)
® Receive Zabbix alerts by using out -of- =) Dependencies

the box media type integrations



EFFORTLES®EPLOYMENT

Hosts G o

Save your time:

Select a template: Create or select a hos
Windows by Zabbix agent Test (new) Install Zabbix agent Add host interface Configure host

® Get a wizard, guiding you Install Zabbix agent

The template you selected (Windows by Zabbix agent) requires Zabbix agent to be
installed and running on your monitoring target.

0 C O nfi g u re al | S ett i n g S Skip OS selection if you already have Zabbix agent installed.

1. Configure encryption

Communication between Zabbix agent and server/proxy is secured with a unique user-
defined pre-shared key identity and a secret pre-shared key linked to it.

Select the correct host interface, or
® interfaces

Enter a non-secret pre-shared key identity string. Avoid including sensitive data

* Pre-shared key

90849e8e0b7{7f01e13fee621f04d92a9a0a9bc07f0c7525a9811360 Generate new
080ff14d

Install your Zabbix agent with ease on

&® both Windows and Linux via a S
powershell or bash script, provided by S B
Zabbix! . St s n s e ety i o o

${command -v curl || echo $({(command -v wget) -0 =) https://
cdn.zabbix.com/scripts/7.4/install-zabbix.sh | bash -s -- --

Add a new host in a very straight =3
® forward, user friendly way!

Disclaimer: This feature is not released yet. It is planned for Zabbix 7.4, but might be postponed!



SIAYINCONTROLOFYOURDATA

& All of the collected metrics, problem
history, trends remain in your control

V) In addition to collecting history, Zabbix
provides the ability to store hourly trend
data z min, max, avg and count of collected
values per hour.

for History, Trends, Events and other
data

& None of the data or telemetry gets
transferred to Zabbix or any other 3rd

party

1

el

D

N2°
N2°

1

Denne nexible data storage p¥Yi odskEvents

b4

Trends

Example: Store 1 year of history,
6 months for events, 2 years for

trends.

ZABBIX



DATA COLLECTIONASYNCHRONOUS DATA™*
POLLING

Synchronous data collection Asynchronous data collection
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DATA COLLECTIONAGENTLESS

Simple ping and port checks RN e
SNMP(v1, v2¢, v3), HTTP, IPMI and SSH checks E p E
Database monitoring via ODBC :- AW e |
Java applications monitoring | C(—=) ~ k.
Web APIs and HTTP endpoints 7, < . {

Custom metrics/scripts : F--< - & O/CQ |

Aggregations and calculated checks

<IN <IN I I <IN <IN BN <IN

VMware monitoring
Web monitoring =
Synthetic monitoring e




DATA COLLECTIONFABBIX AGENT

l/' Polling @UX

Zabbix Agent can be deployed on any Mac
Unix -like or Windows platforms and . _
collect metrics from any device or rapping Extrendable
application. L, N
soLaris 7ZABBI X Net{38D®
COLLECT DATA FROM THOUSANDS Log
OF MONITORED DEVICES: @ - monitoring
UNIX
® Collect OS level performance and availability S
metrics WMI
® Supports polling and sending traps v < E ci &nt
,, FreeBSD,

® Provides native log monitoring

® Create your own custom metrics



DATA COLLECTIONWEB MONITORING

@ 9 @@ 0 0O

Items for website navigation and resource

Current website screenshot

Triggers for slow load times

Triggers for website availability
Dashboard displaying statistics

Screenshots, for troubleshooting

All hosts / Zabbix web site

Timestamp

Screenshot
i l J I i i l h i

2024-05-22 11:31:35 AM

2024-05-22 11:30:39 AM

2024-05-22 11:29:35 AM

2024-05-22 11:28:35 AM

2024-05-22 11:26:33 AM

2024-05-22 11:25:36 AM

2024-05-22 11:24:36 AM

2024-05-22 11:23:35 AM

2024-05-22 11:20:34 AM

statictics

Host dashboards

Load time
30.000ms

25.000ms

20.000ms

15.000ms

10.000ms

5.000ms

0oms

5-2201:28 PM
== Zabbix web site: Website www.zabbix.com Navigation ...

Navigation timing

0.5000ms

0.4000ms

0.3000ms

0.2000ms

0.1000ms

Oms

5-2201:29 PM
== Zabbix web site: Websit...

From | now-30m

To | now

0.6s

0.4s

02s

5-22 01:34 PM 5-22 01:40 PM 5-22 01:45 PM 52201:51PM 522 01:57 PM

Zabbix web site: Website www.zabbix.com Resource |

5-2201:34 PM 5-2201:40 PM 5-22 01:45PM 5-2201.50PM  5-22 01:56 PM
Zabbix web site: Websit... == Zabbix web site: Websit... = Zabbix web site: Websit...

Navigation size

224KB

192KB |

160 KB {

128KB |

96 KB |

64KB |

32KB |

0B

5-22 01:31 PM

= Zabbix web site: Website www.za...

Resource timing

16s

Last 2 days
Last 7 days
Last 30 days
Last 3 months
Last 6 months
Last 1 year

Last 2 years

5-22 01:36 PM 522 01:41 PM
Zabbix web site: Website www.za

Yesterday

Day before yesterday
This day last week
Previous week
Previous month

Previous year

5-22 01:46 PM

Zoom out

Today

Today so far

This week

This week so far
This month

This month so far
This year

This year so far

@ Last 30 minutes

Last 5 minutes
Last 15 minutes
Last 1 hour
Last 3 hours
Last 6 hours
Last 12 hours

Last 1 day

5-2201:51PM  5-22 01:56 PM

== Zabbix web site: Website www.za...

5-2201:31 PM
== Zabbix web site: Websit...

5-22 01:36 PM
Zabbix web site: Websit...

522 01:41PM

5-2201:46 PM
== Zabbix web site: Websit...

5-2201:51 PM  5-2201:56 PM
== Zabbix web site: Websit...

ZABBIX



DATA COLLECTIONNETCONF SUPPORT

Based on SSH so secure by default

Successor of SNMP

New templates being built
Extremely fast / performant ZABBIX
Allows Master/Dependent items >

@ 9 @@ 0 0O

Works from Zabbix 7.2 SSH bd NETCONF




DATA COLLECTIONPREPROCESSING

Zabbi x oFers a vari ety of approaches to transform the dat a
database

12 C > Right trim > Temperature: 12
{} usl®004}: = jSON > User count; 10004
JGET /i ndex. ht mli HI TP Response code: 200
Regexp
200 28083 J » Size: 28083
Unstructured text » Regexp » Version: Apache 2.2.15 (Unix)

DNS lookup treads: 10



DATA COLLECTIONPREPROCESSING

Zabbi x oFers a vari ety of approaches to transform the dat a
database

Temperature in F: 32 » JavaScript » Temperature inC: O
Repeating values: : Discard value, if it duplicates
vl=1, v2=1, v3=1 » il » the previous value: vl1=1

Prometheus data:
jvm_buFer memor y_u*d
bytes{id= "direct",} 81920

Prometheus » Buffer memory used:
— pattern 81920



PROBLEMDETECTION

Detect problems from the
ncomi ng data Oow au

O 0 0 0 0 O

e0e

Problems by severity

Fl exible problem de_

Multiple problem severity levels ece <
Problems
Correlation/root cause analysis

2021-04-27 17:36:39

Anomaly detection

2021-04-27 17:36:32

Baseline monitoring

Data trend anaIyS|S 2020-12-07 20:44:01

2020-11-19 11:39:00

Recovery time Status

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

PROBLEM

Info Host

il

Problem « Severity Duration
Oracle DB Oracle: Shared pool free is too low (less 5% for 5m) 16h 40m 5s
19¢
Oracle 9d 2h 41m
ODBC 01
Oracle DB 9d 2h 41m
189¢c
Oracle 9d 2h 41m
ODBC 03
Oracle DB = Oracle: Number of REDO logs available for switching 4m 29d 22h
19c is too low (less 3 for 5 min)
Oracle Oracle: Number of REDO logs available for switching  5m 18d 7h
ODBC 03 is too low (less 3 for 5 min)

Ack Actions

No

ZABBIX



PROBLEMDETECTION

Use trend prediction to react proactively and
prevent the impact of the problem.

® What is the value of the data item after a certain
time?
Example: how much free space will there be on
the server in a week's time?

:J/ Anomalies
;J/ Root causes

& When will the value of the data item approach
the threshold?
Example: when will the server reach less than
1GB of free space?

EJ/ Trends




ALERTING &NOTIFICATIONS

Get notiped I n case of any |1 ssm"ec mnneinn di Earant
channels:

Problem
® send messages via E-mail, SMS, Webhooks {%

\\/

Remediate issues automatically by executing
commands/scripts on agent or core server

; ; !
Escalate problems according to flexible user -
defined Service Levels

Customize messages based on recipient's role Q T T T

Remediate Notify Escalate

O 0 0 O

Customize messages with runtime and inventory
Information



ITSMAND MESSAGING SYSTEM
INTEGRATIONS

ece <2 O N

® JavaScriptwebhooks are open Q@ <@ LebnwesHoosar Q

for customization and sharing ®mr
® Vast selection of o c'aml | nt egrati ons

with the option to import custom & °ce < > noa

community integrations : m =

. . % S . Reach us via or on Twitter

0 OUt Of the bOX Integratlons fOf if you have any questions or need

help.

solutions such as Jira
ServiceDesk, Slack, Opsgenie and
many more.

M Zabbix Alerter [E5T

Example host [127.0.0.1]

4, Jira Service Desk —
a2 slack & Opsgenie




HOSTDISCOVERY

NETWORK DISCOVERY:

periodically scans the network to detect changes and

perf or ms

Network

user specined

Discovered Application

Discovered Database

Discovered Web Server

actilions.

s

ZABBIX SERVER

Scan network
for new hosts

® Create anew host in
Zabbix

& Assign host to a host
group

® Assign the
corresponding
templates

& Notify a user

® Execute a script

ZABBIX



HOSTDISCOVERY

AGENTAUTO-REGISTRATION

C 0 n p gautoneated monitoring of new equipment with Zabbix agents
Installed . Newly deployed agents will send their metadata to the Zabbix
server and an autoregistration request will be received.

Network

| am a new Server

Metadata: Linux/MySQL ZABB|X

ZABBIX SERVER

Automate host
creation - example

® New MySQL hosts
created and linked to
Linux/MySQL
templates

® Assign a host to the DB
server host group

® Notify the DB admin
® Execute an

onboarding script on
the host

ZABBIX



LOW LEVEIDISCOVERY

Let Zabbix automatically create items, triggers and graphs on your hosts,

depending on the host entities

Network

Template OS Linux
Filesystems
with one LLD rule

@=(p>

/home
/data

[opt

- 0Ox

Discover, monitor
and alert on
Filesystem
partitions per host

ZABBIX



DATAVISJALIZATION

Present your IT environment on Web interface using:

DNy

Widget-based
dashboards

Graphs

Network maps

;[>\;b

Slideshows

|
[/

LS

=

D[IEI |

Scheduled
reports

ZABBIX



