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A little history lesson

Internet  standard  dat ing  back  to  1988
UDP port  161
SNMP v1  /  v2c  /  v3
Read  /  read-wr ite
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SNMP versions

Vers ion  1  /  2c
P lain-text  commun ity  str ing
32-bit  counters  suppor ted  (v1)
64-bit  counters  suppor ted  (v2c)
GETBULK command  introduced  (v2c)
Vers ion  3

Adds  authent icat ion , encrypt ion  &  mult iple  contexts
Improved  error  report ing

44



SNMPv3

Secur ity  leve l Authent icat ion Secure  response

noAuthNoPr iv

authNoPr iv

authPr iv
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SNMP Get

SNMP manager :  commun icate  w ith  SNMP agent
SNMP agent :  Programs  on  network  connected  dev ice
Zabbix  server  &  proxy  can  be  SNMP manager
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Metrics

OID :  .1.3.6.1.2.1.1.5.0
textua l :  .org.dod.internet.mgmt.mib-
2.system.sysName
shor t :  SNMPv2-MIB::sysName.0
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MIB files

P lain  text
H ierarchica l  tree- l ike  structure
Located  in  /usr/share/snmp/mibs
M ib  Browser  Onl ine
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https://mibbrowser.online/
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SNMP in Zabbix

Suppor ts  a l l  vers ions
Max  repet it ion  count
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Zabbix: Get

Get  a  s ingular  va lues
get[OID]  -->  Asynchronous
OID -->  Synchronous
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Zabbix: Walk

1. Go  one  or  more  specif ic  OIDs
wa lk[OID,OID, . . . ]

2. Get  a l l  va lues  underneath  ( IF-MIB )
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Using AI or other tools

Great  for  ident i fy ing  important  metr ics
Not  great  for  creat ing  templates
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Create an SNMP agent
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Create an SNMP manager
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Let's try it!
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Assignment

SNMP wa lk
Interface  descr ipt ion
Incom ing  traff ic
Outgo ing  traff ic

Preprocess  every  un ique  va lue

1919Piros - Eli Winderickx - Zabbix Community day 2025Piros - Eli Winderickx - Zabbix Community day 2025



Required
information

IF-MIB : : i fDescr
IF-MIB : : i f InOctets
IF-MIB : : i fOutOctets
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Want to learn more?

Zabbix  Cer t i f ied  Specia l ist  (5  days)
Zabbix  Cer t i f ied  Profess iona l  (3  days)
Advanced  Zabbix  SNMP mon itor ing  (1  day)

2121Piros - Eli Winderickx - Zabbix Community day 2025Piros - Eli Winderickx - Zabbix Community day 2025



Need help?

Consultancy
Train ing
Turn-key  solut ion


